Privacy Impact Assessment for Non-

Ministry Public Bodies

Table of Contents

Before you start...............ccooeeeeeiee e

PART 1: GENERAL INFORMATION................c.......)
PART 2: COLLECTION, USE AND DISC
PART 3:
PART 4:
PART 5:
PART 6:
PART 7:
PART 8:
PART 9:

PART 1: GENE

PIA file nu

ouch Net

UNBC

Information Technology Services

Your name and title: Sam Broadfoot, IT
Your work phone: N/A
Your email: Sam.broadfoot@unbc.ca
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Initiative Lead name and | Lisa Haslett, Director, Business Services and Continuing Studies
title: William Chew, Manager, Treasury Services

Pat Herbert, Manager, Enterprise Systems and Projects

Initiative Lead phone: 250-960-6443

Initiative Lead email: Lisa.haslett@unbc.ca

Privacy Officer: Rahim Somani

Privacy Officer phone: 250-960-5235

Privacy Officer email: Rahim.Somani

General information about the

Data linking

Is personal information fro with per | information

which the personal

If this PIA addres dat king program, the privacy Office must submit this PIA to the
Office of the Inform ivacy Commissioner, and be subject to their examination,

Does this i i olve a program or activity that provides a service (or services)

through a publicbody and at least one other public body or agency working collaboratively

to provide that service?

No
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1.

Does this initiative involve a program or activity that provides a service (or services)
through a public body that is working on behalf of one or more other public bodies or

agencies?

No

If this PIA addresses a common or integrat o the
Office of the Information and Privacy Comissi inati
advice, and timelines.

Related PIAs, if any:

s nothing about your work will

other stakeholders are.

re to a cloud-hosted software upgrade
proached end of life effectively
ombine the current two step print and
ongoing support in ITS for upgrades and system

Treasury Services — Printing of photo ID cards for students, staff, and faculty

Library — Photo ID —bar code and number scanning to match and create patron accounts in
the Library system
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This initial step is part of a broader proposal to assess the current student fee structure
towards a sustainable revenue approach. Upgrades, testing, and implementation of the
cloud-hosted software is anticipated for December 2022. With assumptions that in the
second year of the five-year agreement with Touchnet, a full assessment of modules available
within the Touchnet enterprise solution will be undertaken. This will identify opportunities
for expanding the use and functionality that may be implemented beyond the current ID and

door access functions.

2. Whatis the scope of the PIA?

3.

-step print and enc and
a cloud-hosted software rade.

Data Element atio for collection, use or disclosure Method of

Collection or

Disclosure
First & Las o register and correctly identify individual. Direct
name
ID Numbe quired for UNBC identification Direct
Library Numb Required for UNBC identification Direct
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3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than

business contact information. Personal information includes information that can be used to

identify an individual through association or reference.

No [

o |Ifyes, gotoPart2

4,

ing, using and disclosing personal

m that all personahinforma

elements are necessary for the purpose

ection, use and disclosu

Use column 2 to identif ther the a in column 1 is a collection, use or disclosure of

personal informatio e co s 3 and 4 to identify the legal authority you have for the

collection,

o describe the way personal Collection, | FIPPA Other legal
rough your initiative step use or authority authority
ere explaining it to someone disclosure

who does not know about your initiative.

Step 1: Student/Employee information is stored Collection 26(c)

in Banner
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Use this column to describe the way personal Collection, | FIPPA Other legal
information moves through your initiative step use or authority authority
by step as if you were explaining it to someone disclosure

who does not know about your initiative.

Step 2: Student/Employee information is lection 26(c)

imported into Touchnet

Step 3: Student/Employee information is prin 26(c)

on the ID Card

Optional: Insert a drawi m here or in an appendi u thin elp to

explain how each di

8. Does your initiative involve sensitive personal information?

No
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e Ifyes, goto question 9
e If no, goto question 10

9. Is the sensitive personal information being disclosed outside of Canada under

FIPPA section 33(1)? N/A

If yes, go to question 10

e Ifno,gotoPartd

10.

PART 4: ASSESSMENT FOR DISCLOSURES OUTSID CANADA

| information to be stored outside

Privacy Officer. More help is available

o If yespfill.i elow(add more rows if necessary) and go to question 13

Name of cloud infrastructure | Where is the sensitive
and/or platform provider(s) personal information stored

(if applicable) (including backups)?
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12. Provide details on the disclosure, including to whom it is disclosed and where the

sensitive personal information is stored. N/A

13. Does the contract you rely on include privacy-related terms? N/A

No

e If yes, describe the contractual meas

15. What controls are in place event uthorizZed access to sensit

information? N/A \
16. Provide detail§abou w you will track acces ensmal information.
N/A
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Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on

whether to proceed with the initiative, with consideration of the risks and risk responses,

including consideration of the outstanding risks in tion 17. The public body may

document the decision in an appropriate for ined by the head of the

body or by using this PIA template.

PART 5: SECURITY OF PERS RMATION

volve digital too s or information systems?

Ohrmine whether you need a security

meets the reasonable security requirements of FIPPA

ve a security assessment to help you ensure the initiative

ments of FIPPA section 30?

e If yes, you may want to append the security assessment to this PIA. Go to question 20

e If no, go to question 19

11
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19. What technical and physical security do you have in place to protect personal

information?
Describe where the digital records for your initiative are stored (e.g., on your organization’s
LAN, on your computer desktop, etc.) and the technical security measures in place to protect
those records. Technical security measures include se€ure passwords, encryption, firewalls, etc.
Physical security measures include restricted access to filing,cabinets or server locations, focked

doors, security guards, etc.

If you have completed a security assessment, please append it to the PIA.

12
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20. Controlling and tracking access
Please check each strategy that describes how you limit or restrict who can access personal
information and how you keep track of who has accessed personal information in the past.

Insert your own strategies if needed.

Strategy

We only allow employees in certain roles acc

Employees that need standing or recurrin

must be approved by executive lead

We use audit logs to see who ac

Describe any additional contr

t to ensure the personal

rmation is accurate and complete?
every reasonable effort to ensure that

complete.

ht to request correction of errors or omissions to their

e a process in place to respond to these requests.

22 rocess in place to correct personal information?

Yes

No

14

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



Sometimes it’s not possible to correct the personal information. FIPPA requires that you
make a note on the record about the request for correction if you’re not able to correct

the record itself. Will you document the request to correct or annotate the record?
No [

22.2 If you receive a request for corr

conduct these notifications neces

No [ ]

23. Does your initiative ersonal information e decisio at directly affect
an indivi ?
Yes

No

go to question 25

dule in place related to personal information

FIPPA requires that p eep personal information for a minimum of one year after

itis used t addition, the Information Management Act requires that you

dispos ent information only in accordance with an approved information

schedule.

No

15
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e If no, describe how you will ensure the information will be kept for a minimum of one

year after it’s used to make a decision that directly affects an individual.

PART 7: PERSONAL INFORMATION BANKS

ation that is organized or searchable by
or other identifier. A personal information

tion banks contain person
25. Will your initiative resultin a iRformation bank?
No [
e If yes, please comple e table below.
Describe type of information in the bank

First and

A personal information bank is a collection of personal info
the name of the individual or an identifying number, sy
bank can be a simple list of personal information. Pe
information that is:

e Linked to an identifiable individual
e Organized and capable of being retrieve
e Normally compiled for a single,purpose

Name of nizatieminvolved
Touc t
Any other mi ies, agencies, public bodies or organizations involved

Not applicable, but when the product is expanded in the future the involvement of other

organizations needs to be considered.

16
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Business contact title and phone number for person responsible for managing the Personal
Information Bank
Financial Services — Treasury Services

William Chew, Manager, Treasury Services, 250-960-5516

Information Technology Services
Jim Raposo, ITS Solutions Architect, 250-960-51
PART 8: ADDITIONAL RISKS
information in your initiativeiand list a

toring, ac ing or disclosing

ris

Part 8 asks that you reflect on t

risks that have not already n

26. Risk response

d by the questions on the

PART 9:SIGN

You have comp a PIA. Submit the PIA to your Privacy Officer for review and comment, and

then have the PIA signed by those responsible for the initiative.

Privacy Office Comments

17
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Chief Information Security Officer
Signature

Date signed

Dec 20, 2022

Privacy Office Signatures

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electfonic signature Date signed

Privacy Officer / Rahim Somani,

Privacy Office VP Finance and Decemigpl9, 2024
Representative Administration

Program Area Signatures

This PIA accurately docufents the data elements and informationflow at the timeef signing. If
there are any chang@s toithe overall initi@tive, including todhe way persehal information is
collected, used, stored or diselesed, the program areadiill engage with theifiPrivacy Office and

if necessary, complete a PIA update.

Program|Area Comments:

Role Nafme Electronic signature Date signed
Initiative lead LisaaHaslett, Nov 29, 2022
Director

Business Services
< and Continuing

Studies

Program/Department William Chew,

Dec 12,2022
Managen, NERN Manager,

Treasury

I
Pat Herbert, _ 2022-12-12

Manager

Services and

18
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Role Name Electronic signature Date signed
Enterprise
System and
Projects

Contact Responsible for Jim Raposo,

Systems Maintenance Solutions

and/or Security
Only required if they have

been involved in the PIA

Architect, ITS

Head of public body, or

designate (if required)
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