Privacy Impact Assessment for No

Ministry Public Bodies
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PIA file number:

Initiative title: ering educational software

Organization: British Columbia

Branch or unit:

Your name a f. Mauricio Dziedzic, Chair, School of Engineering

Your work phone:

Your email: auricio.Dziedzic@unbc.ca
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Initiative Lead name and | Prof. Mauricio Dziedzic, Chair, School of Engineering

title:

Initiative Lead phone: 2509605114

Initiative Lead email: Mauricio.Dziedzic@unbc.ca

Privacy Officer:

Privacy Officer phone:

Privacy Officer email:

General information about the PIA:

Data linking

at provides a service (or services)
through a public er public body or agency working collaboratively

to provide that servic

Yes [ |
vo [ ]
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Does this initiative involve a program or activity that provides a service (or services)

through a public body that is working on behalf of one or more other p

agencies?

Yes [ ]
vo [

If this PIA addresses a common or integrated program, UNBC
Office of the Information and Privacy Commissi
advice, and timelines.

to their examination,

Related PIAs, if any:

1. Whatis the initiative?

Transportation Engine
software free of c e for educational institutions. Students will benefit from learning t
these software pa
course and workin

field, sin

e scope of the PIA?
use of the software.

2.
Installation

3.  What are the data or infor involved in your initiative?
The vendor’s websit i useable without the need for the user to provide
personal dat dor does request that users fill out their personal data, this is for

the following pur

1. access to areas of th site restricted to clients

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



2. registration for access to the software services

3. registration for events, such as webinars and conferences
4. access to a copy of publications by Transoft
5. a request for further information about Transoft’s product

6. a request for further information about Transoft events

in events and access to informati
about the free services for which users re
also be necessary to p rs with the tec assistance users require using th
services. The legal s for the processing which is part of fulfilling users’ requests is prim

users’ consent.

lection, use or disclosure Method of

Collection or
Disclosure
Direct

Navigation Direct

history and

address

Name Direct

email address Direct

business contact infor ion. Personal information includes information that can be used to

identify an individual thro association or reference.
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Yes |I|
No [ ]

e Ifyes, goto Part2

e If no, answer question 4 and submit questions 1 to 4 to yo

need to complete the rest of the PIA template.

4. How will you reduce the risk of unintentionally collecti

Users are aware that while navigating a website, i

not want to allow Transoft to place a cookie o activity may browse

information, and ¢

of the initiative.

or disclosure of

have for the

ion, | FIPPA Other legal

use or authority authority

disclosure
who does not kno
Step 1: The software Collection
and email ad
Step 2: The softw. ifi Use

allow access to the so
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Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to

explain how each different part is connected.

6. Collection Notice

s Transportation

ection of your information

~| Commented [.1]: UNBC is not collecting this information.
Students names and email addresses are information UNBC
already has. The software vendor is collecting the
information. So, I’'m not sure that to put here.

of the'personal

ersonal information?
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9. s the sensitive personal information being disclosed outside of Canada under

FIPPA section 33(1)?

No [
If yes, go to question 10
e |Ifno,gotoPart4d
10. Where are you storing the personal informa ed our initiative?
After you answer this question go to Part

ion’s Privacy Officer. M help is

on stored by a service
if necessa d go uestion 13

Where is the sensitive

ersonal information stored

(including backups)?
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13. Does the contract you rely on include privacy-related terms?

Yes |:|
No [

o If yes, describe the contractual measures related to your ini

15. What controls are in place to prevent unauthorized a

information?

16. Provide details about how you willtrac ess to sens
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17. Describe the privacy risks for disclosure outside of Canada.

Privacy risk

Impact to

individuals

Risk response
(this may include
w, medium, | mitigations,
and/or procedural and
considering barriers)

the impact
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Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the h
whether to proceed with the initiative, with consideration of th
including consideration of the outstanding risks in question 1
document the decision in an appropriate format as determin

body or by using this PIA template.

append the security assessment to this PIA. Go to guestion 20

10
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19. What technical and physical security do you have in place to protect personal

information?

Describe where the digital records for your initiative are stored (e.g., ur organization’s
LAN, on your computer desktop, etc.) and the technical security to protect
those records. Technical security measures include secure pa rds, i etc.
Physical security measures include restricted access to filing cabinets or se , locked
doors, security guards, etc.

If you have completed a security assessment, se app .

20. Controlling and tracking a \

Please check each strategy tha i ou limit or restrict who can a onal
information and how y rack of who h essed personal information in the

Insert your own str. ies if needed.

Strategy

recurring access to pe

tive lead
hen
D RETENTION
ill mak asonable effort to ensure the personal
d complete.

an individual’s persona mation is accurate and complete.

11
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22. Requests for correction

FIPPA gives an individual the right to request correction of errors or omi

e If yes, go to question 25

e Ifno,skipa

12
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24. Do you have an information schedule in place related to personal information

used to make a decision?
FIPPA requires that public bodies keep personal information for a
it is used to make a decision. In addition, the Information Mana,
dispose of government information only in accordance with

schedule.

Yes| ]
vo [

e If no, describe how you will en

the name of the indi
bank can be a simpl
information that is:

Name of main orga

Any other minist blic bodies or organizations involved

13
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Business contact title and phone number for person responsible for managing the Personal

Information Bank

PART 8: ADDITIONAL RISKS

Part 8 asks that you reflect on the risks to personal information

risks that have not already been addressed by the questions in th

26. Risk response

Describe any additional risks that arise fi co ing, using, st ccessing or disclosing

personal information in your initiati at have no n addressed by the questions on

template.

Add new rows if necessary.

Possible risk sponse

Risk 1:

Risk 2:

Risk

Privacy Office Comments

Privacy Office Sign

This PIA is based on a rev f the material provided to the Privacy Office as of the date below.

14
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Role Name Electronic signature Date signed

Privacy Officer /
Privacy Office

Representative

Program Area Signatures

This PIA accurately documents the data elements e of signing.

there are any changes to the overall initiative, i onal information is

eir Privacy Offic

if necessary, complete a PIA update.

Program Area Comments:

ectronic signature Date signed

&\

Role

Initiative lead

Program/Depart

been involved in the PIA

Head of public body, or

designate (if required)

15
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