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Why do I need to doa PIA?

- Section 69(5.3) of the Freedom of Information and Pmtectzan of Privac)
to conduct a privacy impact assessment (?QA} in accordame with the d
waiic b@d les Shﬁalﬁd con’sact t '

Part 1 - General

Name of School of Nursj
Department:

PIA Drafter: I Trevor S

Email: | Phone: |h250-960-6768

Program Manager: i dinator FNP P

Email:

250-960-5248

In the follag t andreplace it with your own.

nd this is overseen by a UNBC clinical faculty member who
[ence meets the requirements of the course.

2. Scope of this PIA

Covers the use of Typhon — NPST software as described above within the FNP Program.
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3. Related Privacy Impact Assessments
N/A
4. All Elements of Information or Data

The following elements are collected:

On setup

- Student names and UNBC email addresses ar
Design Technician. Students are then se
system) and it is sent to their UNBC em
address and a pic but this is not required.
clinical faculty.

receptors are
ik work email’address.

- dent evaluate ty experience. See attachment #3 for questions asked.

Preceptors enter

- Midterm and final sment of the students based on the competencies for NP’s as set by our
regulating body CRNBCY See attachment #4 for questions asked.

- Preceptors evaluate their preceptorship experience. See attachment #5 for questions asked.

Clinical Faculty
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- Midterm and final assessment of the students based on the competenci€s set by
our regulating body CRNBC. See attachment #6 for questions asked.

- Clinical faculty evaluate the clinical site used by their studefits. See a ent #7 for
qguestions asked.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it@ith yourewn.

5. Storage or Access outside Canada

Data is stored in Atlanta, Georgia, United States of America

6. Data-linking Initiative*

In FOIPPA, "data linking" and_“data:linking initiative” are strictlyydefined.“Answer the
following questions to determine whetherdyour initiativé qualifies) as a “data-linking
initiative” under the Act{ If you answer “yes” to all 3 quéstions, your itiative may be a
data linking initiative andhyyoudmust comply with spécific regquirements under the Act
related to data-linkinglinitiatives.

1. Personal information from ene database is linkédhor combined with No
persahal informationfkom another database;

2. The purpese fon the linkage is differ@atfrom those for which the

personal infermation in each dat@base was originally obtained or No
compiled;
3. The datalinking is occurrifig between either (1) two or more public No

bodies@r (2) one or mére public bodiés and one or more agencies.

If you have answered “yes®™to all'three questions, please contact the
University Secretary to discussithe requirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

In FOIPPA, “common or integrated program or activity” is stri
following questions to determine whether your initiative
integrated program or activity” under the Act. If you an
questions, you must comply with requirements under
programs and activities.

1. This initiative involves a program or activity that pr (or
services);

2. Those services are provided through:

bodies or agencies;

3. The common or integ
documentation thz
regulation.

Please check this b
program or activity

” “”

ing initiative” or a “common or
nd consultation on this PIA must

Type FOIPPA
Authority
1. | Students sign an mit'a consent form to the School of Consent 30.1 (a)
Nursing which detailsithe information they are consenting
to release and have stored on Typhon servers
2. Preceptors sign and submit a consent form to the School of | Consent 30.1(a)
Nursing which details the information they are consenting
to release and have stored on Typhon servers
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Instructional Design Tech inputs student names and UNBC
email addresses into system

Collectio

Students receive username and password and login to
attach a CV to their profile

Instructional Design Tech inputs clinical faculty names
UNBC email addresses into the system

26 (d)

Clinical Placement Coordinator inputs preceptor
work emails along with clinic/facility addres
system

Collection

Students enter patient encounter inform
system without using the patient name in o
anonymize the patient.

Collection

rmation in
tudent’s

Clinical faculty review the p unter i
the system and enter th t
skills into the system

b), 33.1 (1)
(b), 33.2 (1)

32 (b), 33.1 (1)

26 (d)
Collection 26 (e)
Collection 26 (e)

Disclosure &
Use

32(b), 33.1(1)
(b), 33.2 (1)

Use 32 (a), 33.2 ()
clinical sites and s this information on UNBC servers
15. | All information put into the system by students, preceptors | Disposition 31(b)
and clinical faculty is destroyed from Typhon’s Servers
three years after the student graduates.
9. Risk Mitigation Table

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNB %gg/figll?-erYB%fI:TISH COLUMBIA Privacy ImpaCt Assessment

Typhon - NPST
Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 P IA# 1 5-008

Mitigation Strategy

10. Collection Notice

Univessity ofWerthern British Columbia
Family Nicse Practitioner Program

Consentyfor the Disclosure of Personal Information
Regaiding Student Use of TyphonGroup
Nurse@Practitioner Student Tracking System (NPST)

I hereby consent to the University of Northern British Columbia, Family Nurse Practitioner Program
(hereinafter referred to as FNP) disclosing personal information pertaining to my participation in or
completion of courses in the Family Nurse Practitioner Program to assigned preceptors & clinical
faculty, UNBC School of Nursing staff, and servers housing Typhon NPST. This disclosure is required for
the purposes of:
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® Tracking students to ensure they meet competencies set out by the FNP prog
College of Registered Nurses of British Columbia

® Evaluation of the depth and breadth of practical experiences o

the registering body (e.g. CRNBC)
® Evaluation of the FNP by completing evaluations of p

ractitioner Student Tr:
Provided by:

can be stored in the United States. | understand that |
nal information and | will report any errors to the
he corrections myself.

If you have any questio
please contact the Coordin FNP Program at linda.vanpelt@unbc.ca or 250 960 5248.

Please enter your details below:
Full Name:

(Please Print)
Mailing Address:
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Phone Number:
Student Number:

University of Northern British ia

| hereby consent to the University of Nort
(hereinafter referred to as FNP) dis

[end

Nurse Practitioner Student Tracking System (NPST)
Provided by:

, 2255 N Hullen St., Metairie, LA 70001, USA

ne: 800-333-7984 x24, Fax: 504-828-5383

Email: emily@typhongroup.com

Website: www.typhongroup.com

I understand that personal information such as my full name, facility mailing address, and work email
address, will be stored outside of Canada in Atlanta, Georgia, United States of America with a backup
server in Dallas, Texas, United States of America. | understand that my consent is required under
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corrections myself.

If you have any questions regarding the storage, use and disclos
please contact the Coordinator FNP Program at linda.vanpelt

Please enter your details below:

Full Name:
(Please Print)
Facility Address:
Work Email:
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Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consult with the UNBC University Secretary, the Chief Inforimation @fficer or the IT
Security Officer when filling out this section.

11. Please describe the physical security measures related to thefinitiative/(if applicable).

12. Please describe the technical security measuresikeldted to thé initiative (if applicable).

13. Does your department rely'@h,any’security policies? If so,indicatehere:

14. Please describe‘any access controls and/or ways in whicli'you will limit or restrict unauthorized
changesy(Suchyas additions or deletions) t0’personal information.

154Rleaseidescribe how you track Who has accessito the personal information.

Part 4 - Accuracy/Coxrection /Retention of Personal Information

16. How is an individual’sSinformation updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Users update their own information once they are set up and understand they are responsible for
the accuracy of this information.
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17. Does your initiative use personal information to make decisions that diret
individual(s)? If yes, please explain.

Yes. Passing the clinical course is based on the clinical experienc the student and the
evaluation of the student by themselves, by preceptors, and clifi

18. If you answered “yes” to question 17, please explain

19. If you answered “yes” to question 17, do you
schedule that will ensure that personal informa
making a decision directly affecting an individual?

Data is backed up by Typhon ang
point, UNBC School of Nursi
being deleted on x date. ¢
shared drive organize

student name.

stematic di f pe al information? If yes, please explain.

Information Sharing Agreement
istance completing an ISA, please

. ccess to personally identifiable information for research or statistical
purposes? If yes, please explai

No.

Please check this box if the related Research Agreement (RA) is
attached. If you require assistance completing an RA please contact the
University Secretary, the UNBC Research Office or UNBC Archives.
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22. Will a personal information bank (PIB) result from this initiative? If
legislatively required descriptors listed in section 69 (6) of FOIPPA. Under
information is required to be published in a public directory.

is same se

Yes.

Name: NPST Student Tracking System
Location: Atlanta, Georgia, USA (Backup in Dallas, Texas, USA

Description: A student assessment and develo
clinic contact information, student performan
evaluations.

to match students with pre
the patient encounter
Preceptors contribute i
with evaluation of the s
Program.

Categorii

~ ges made to the scope of this PIA in the future, the public
PIA update and submit for approval.

Consent form docume i eeds to be retained by the School of Nursing until a records
retention and disposition séhedule can be determined for these records.
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Part 7 - Program Area Signatures

/x%:f //)

THLEVOR S/7ZT H

Name of Individual leading the Date
Program/Project
(Normally the individual who

completed the PIA)

ignature

DA

TlELVoy SY*M77 7#

Program/Department Manager or Signhature Date

Project Sponsor

Contact Responsible for Systems Signature Date

Maintenance and/or Security
(if applicable)

AN,

DSC . T 2005

Date

Head of P I|c Body, ‘or designate Signatur
(at UNBGCthis is the University
Secretary)

ve signatures to Heather Sanford, University Secretary for comment,
review, approval & filing.

A final copy of this PIA { ghatures) will be kept on record with the Access, Privacy & Records Office.
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