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Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIP.
to conduct a privacy impact assessment (PIA) in accordance with the directio
Public bodies should contact the Privacy Officer to determine internal polici
have any questions about this PIA template or FOIPPA generally, plea

office(r) even if it is thought that no personal informat
assessed.

e

Part 1 - General

Name of
_Department:

PIA Drafter:

Email:

Program Manager:

Email:

sion of the institutio
tion and Co 1

The Convocation OfficeWill be the major administrative stakeholders in this project, and will utilize
ITS expertise in order “to develop a system, in conjunction with University Tickets, to
validate/authenticate graduating students’ registration, which may include integration with
Banner or regular automated reports.
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2. Scope of this PIA

This PIA covers the all three phases, which will fit within an ei
development, and completion. Phase one is the initial consultq,
on requirements. Phase two is the development of the pr
resources. The final phase is the roll out of the product, a

3. Related Privacy Impact Assessments
There are no additional PlAs related to this proj
4. All Elements of Information or Data

The elements of information that will be involv j 1 : 1 last), Student
ID (if applicable), email, event(s) a ] 1 ion. be using this

software.

if personal information is involved i
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replac

5. Storage or Access outside Canada

All the information gathered from the online registrati

system may be required, and therefore, ther:
thus the information).

Payments will not be utilized for th
Moneris as the vendor. Mon
compliant.

d are PCI-

6. Data-linking Initiative*

In FOIPPA, i itic are strictly defined. Answer the
following i i gualifies as a “data-linking
initiative” 3 uestions, your initiative may be a

YES
personal informati NO
compiled;

NO

if you have answe o all three questions, please contact the Privacy n/a
Officer to discuss the regquirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

programs and activities.

1. This initiative involves a program or acti
services);

2. Those services are provided thro

(b) one public body work
bodies or agencies;

N/A

n/a

king initiative” or a “common or
and consultation on this PIA must
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8. Personal Information Flow Diagram and/or Personal information Flow T

E-ticketing: Personal Information Flow Diagram

Phase 3 Roll Qut
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Personal |n ormaion Flow Tablet = EBACA WA
FOIPPA

v escpti = AR, GRTED, NS !
- N Authority

1. ides authentica data to Uniwersity Tickets Disclosure 22(4)(i)(ii),
33.1(a.1),
(b),(e.1)(i)

2. rsonal inform@tioa.i to verify eligibility Collection 26(c), (d), (e);
27(1)(a)(i),
(b),(c)(i)

3. University Ticket. res the data Disclosure & As above

Use

4. | university Tickets validates eligibility Use As above

5. | Student/Guest granted access to RSVP Collection As above

6. University Tickets stores the data Disclosure & As above
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| e ‘ u '
7 UNBC ut/I/zed data storage to pull reports d Use ‘ ASabove |

- ———— . e — et A — —_ 3 — — — - -|

8 | UNBC Access Adm/n modlfy RSVP data, if requlred Dlsclosure & As above
| Use !

9. Risk Mitigation Table

Mltlgatlon.Strategy ‘ | ) ;Likelihood ‘Impact

10. Collgction Notice
The following is the'@hoposed™ Widkding for each category of collection:

1. Univessity Tigkets is a third party provider of e-ticketing services, under contract by
the Unidersity ©f Northern British Columbia. Collection of personal information will
be stored'@n a U.S. based Cloud server. University Tickets shall not use or disclose
personal information except as required by law, to comply with services under the
agreement with the University of Northern British Columbia, or as otherwise
authorized by the customer. If you do not wish your personal information to be
stored outside Canada, please contact the Convocation Office to arrange an

6
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alternative method of acquiring tickets and/or RSVP for event{s). Convocatioh
Office; University of Northern British Columbia; 3333 UniversityWay PrincelGeorge
BC, V2N 429; 250-960-6304 or (fax) 250-960-5281; cop¥ocation@unbc.ca

2. The University of Northern British Columbia will usgfthe infagfation ptovided in
your registration for tracking and reporting purpesesJAll siich activities comply with
the BC Freedom of Information and Protectioglof PrivacyAct, andwith the policies
and procedures of the university.

Part 3 - Security of Personal Information

If this PIA involves an information system, @F if it isfotherwise deemed neessarpto do so,
please consult with the Privacy Officer, CIO ordE Security Officer when filling aut thisisectiof.

11. Please describe the physical securityymeasures relatéddo the initiative{ifiapplicable).

12. Pleasefdescribe theltechnical security méasuresirelated to the initiative (if applicable).
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13. Does your department rely on any security policies? Jffs@)indicate here:

14. Please describe any access controls and/or says in wihich you will limit or resttict uhaufhorized
changes (such as additions or deletions) to'persondlinformation.

15. Please describe how'yoWtrack'Who has access to the,personal information.

Rart 4 - Accuracy/Correction /Retention of Personal Information

16. How is an individual’sSinformation updated or corrected? If information is not updated or
corrected (for physigal, progedural or other reasons) please explain how it will be annotated. If
personal information'Will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Students have access to update their own information on University Tickets, and with the
Convocation Office. Accuracy of data will be based on the current student record, or current
contact information for guests, and any information that is collected at time of registration.
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Confidential lists of student status are required for the verification process
taken to only /nclude pert/nent information. Students/guests will be noti

process.

17. Does your initiative use personal information to make deci
individual(s)? If yes, please explain.

Students will not be able to register for tickets unle ible to graduate, so use o

correction when documentary evidence,
tantiate the correction.

17, ou have a records retention and/or disposition
al information is kept for at least one year after it is used in
individual?

, for a minimum of 13 months, an individual’s personal information
which directly relates e Convocation attendance, such as the Convocation and Parchment
Information forms. Guest information (i.e. invitees who are not students), and University Ticket
reports will be kept indefinitely, in order to assist in planning future events which may not occur in
several years, such as Installation of President.

Part 5 - Further Information

9
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20. Does the initiative involve systematic disclosures of personal inform@tion? : ase explain.

The University Tickets’ registration page will need to §
the company is outside Canada, and similarly will

to students and guests, such as invitations,
front line communications.

Please check this box if the rel
(1SA) is attached. If you r:
contact the Privacy O

Privacy
rotection
! Schedule to

be signed by
contractor

ition to internal admi
ence in Univegsi

es, student information may also be used in strict
ning. Certain student information is provided on a
ns, to Statistics Canada as governed by the Canada Statistics

Guests, who are not ents; do not fall under this section, and therefore, their information will
not be utilized for aca ic research or statistical purposes related to any publications or usage
outside the university. However, reports and information which include guest information may be
utilized by the Convocation Office to plan future events, such as tracking VIP attendance to confirm
or remove invitations to the same event next year.
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Please ensure Parts 6 and 7 are attached to your submitted PIA.

Pa

Please check this box if the related Research Agreement (.

(a) its title and location:

a. physical program
b. physical ticket
(b) a description:
a. The curre full name, credential(s) and hom
b. The name rovided), locati

use data for reporting, and archives.
b. The ph ] are the responsibility of the attendee, and therefore its disclosure

e e et e e et et N I . 1 e sl e e i, A A et M

a——

rt 6 - Manager Access/Privacy/Records Comments
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No additional comments. Corrected document where require
ensure no data-linking or common/integrated program.

12

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC UNIVERSITY OF Privacy ImpaCt Assessment
NORTHERN BRITISH COLUMBIA . . ) . .
[University Tickets - E-ticketing

Form adapted from the BC Government template for Non- ] ]
Ministry Public Bodies. June 2014 SO Iu tl O n
PIA#14-006 (Privacy Office toscomplete)

Part 7 - Program Area Signatures

mq hri

Troy Hanschen
(Registra)
4

T
KevirtStewart ignature Date

(Enterprise Applications Manager)

D&g/)*{_

Date

Date

Shelley McKenzie
(Manager Access/Privacy/Records)

<. ey L v

Please send a copy of th|s PIA W|th the respectlve signatures to Shelley McKen2|e for comment, review, approval & fi ling. |

Afi naI copy of thls PIA (with all sngnatures) wnll be kept on record w1th the Prlvacy Office.

— — q-—u. - -i-n _—
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