! UNIVERSITY OF
UNBC NORTHERN BRITISH COLUMBIA Privacy Imp act A ssessment
o VSim Wolters Kluwer (the Point)
orm adapted from the BC Govemment template for Non-

Ministry Public Bodies. June 2014 Amendment to PIA# 16-023 (Office of the University Secretariat to assign)

Why do | need to do a PIA {Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment {PiA} in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer to détermine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template or A generally, please contact Adam Cullum (Information
Governance Officer) at adam.cullum@unbc.ca or {250} 9 t hitp://www.unbc.ca/foi

What if my initiative does not include personal i
Public bodies still need to complete Part 1 of the PI

accurately assessed.

Part 1 - General
Name of

Department:

. PIA Drafter:

_Caroline Sanders

| carolin@sanders@unbc.ca

This PIA will cov@many NURS 317 and NURS 318 courses using VSim for Nursing, Pediatrics &
Maternity through'the BScN program at UNBC. This PIA will cover the initial personal data collected
by Wolters Kiuwer in order for students to set up their online account and access the software, and
the performance data generated by students in their activities using the software.

3. Related Privacy Impact Assessments

Amendment to PIA 16-023.
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UNB c UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Prlvacy lmp act AS sessment
. VSim Wolters Kluwer (the Point)
Formn adupted from the BC Government template for Non-

Ministry Public Bodies. June 2014 Amendment to PIA# 16-023 {Office of the University Secretariat to assign)

4. All Elements of Information or Data

According to the Privacy Statement provided by Wolters Kluwer, the following information may be
collected during the registration process:

d by WK, to collect information
jons they take on the Online

If no personal inform
You will receive ort

e submit Parts 1, 6, and 7 to the Information Governance Officer for review.
aining steps of the PIA.
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UNIVERSITY OF
UNBC NORTHERN BRITISH COLUMBIA Priva Cy Imp act A ssessment
Aty VSim Wolters Kluwer (the Point)
orm adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 Amendment to PIA# 16-023 (0ffice of the University Secretariat to assign)

Part2 - Pr ion of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

Back-up servers for Wolters Kluwer thePoint se
United States of America. Students will nee
the instructors to use this service to assess th

6. Data-linking Initiative*

In FIPPA, "data linking"
questions to determi
the Act. If you an

and you must
initiatives.

NO

3 .
g
S|

|

NO |
N/A |

|

linking initiativet
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normean srmsucotves - Privacy Impact Assessment
. VSim Wolters Kluwer (the Point)
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Minisiry Fublic Bodies. June 2014 Amendment to PIA# 16-023 (0ffice of the University Secretariat to assign)

7. Common or Integrated Program or Activity™*

In FIPPA, “common or integrated program or activity” is strictly defined. Answer the

following questions to determine whether
integrated program or activity” under the A
you must comply with requirements und
activities.

1. This initiative involves a progra
services);

2. Those services are pro

mmissioner (OIPC) as well. Contact the
rmine how to proceed with this notification and

Authority

1. be code for the online service either through the | Collection 26(d)

2. | Student registers for a thePoint account by entering their | Collection 26(d)
| access code, agreeing to the terms of service and providing
l their first name, last name, UNBC email, status as o

[_ | student, workplace (tﬁi_s__ggn b¢ marked as Nursing
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: U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment
VSim Wolters Kluwer (the Point)

Amendment to PIA# 16-023 (Office of the University Secretariat to assign)

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

education), specialty, password, security question and
security answer

post-simulation activities and creates
attempts at the simulation. The pre-si

tion activities
the scoring

the number of
y low, moder.

high risk for
quizzes

3. | The instructor adds a student to a class using the Collection 26(d)}
instructor’s My Classes profile which generat
for the students to enter into the student’s
connecting the student with a specific ¢

4. | The student completes the pre-simul Collection

Collection 26(d)
the service and collects | Collection / 26(d), 32(a),
d scenarios to 80%. Use 32(b}
Completion d contributes to the
ich determine the grade the
7. and submits grade to the Disclosure 33.1{1){e)
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9. Risk Mitigation Table

Examples can be removed and additional lines added as needed.

Risk Mitigation Table!' _ y A R AT
Risk Mitigatiol'Strategy Likelihood) Impact

1.
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UNIVERSITY OF
UNB NORTHERN BRITISH COLUMBIA Priva Cy Imp act AS sessment
nr VSim Wolters Kluwer (the Point)
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Ministry Public Bodies. June 2014 Amendment to PI1A# 16-023 (Office of the University Secretariat to assign)

10. Consent Notice

University aof Northern British Columbia

NURS 317 and 318 Courses Acf@ss All UNBC Campuses

{ understand that by purchasing and using VSi
online service, | am providing my p
address, status as a student, an

formation is stored on
ille, Massachusetts.

contribute
thePoint’s

any inaccurate information on my thePoint
upport from my instructor, | am responsible
formation removed from thePoint’s servers

Name (Print):

Signature:

Date:
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UNB c UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Prlvacy I mp act AS sessment
VSim Wolters Kluwer (the Point)
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Ministry Public Bodies. June 2014 Amendment to P1A# 16-023 (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the initiative (if applicable);

12. Please describe the technical securityineasures telated to the initiative {if applicable).

13. Does your department¢eély on any secukity policies? If so, indicate here:

14, Please describe any accessicontrol®®and/or ways in which you will limit or restrict unauthorized
changes (suchas additions,orideletions) to personal information.

15. Please describe how you track who has access to the personal information.
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; UNB c UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Prlva Cy Imp act AS Ses Sment
Form adapted from the BC Govemment template for Non- VSI m WO lte rS Klu We r (th e PO 1 n t)

Ministry Public Bodies, June 2014 Amendment to PIA# 16-023 (Office of the University Secretariat to assign)

Part 4 - Accur: rrection/Retention of Personal Information

cted? If information is not updated or
tated. If

16. How is an individual’s information updated or c

0 how the students have performed. If the
he instructor and student can contact
that there have not been technical errors

rmation is kept for at least one year after it is used in
ing an individual?
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Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 Amendment to PIA# 16-023 (0Office of the University Secretariat to assign)

Part 5 - Further Information

20. Does the initiative involve systematic disclosures of p@rsonal information? If yes, please explain.

primarily from IP addresses, account registra
for statistical purposes and management of t

anagement of the Online Service, and may
son-personally identifiable form.

completing an RA please contact the
cer, the UNBC Research Office or UNBC

22. Wi i ation bank (PIB) result from this initiative? If yes, please list the legislatively
ed in section 69 {6) of FIPPA. Under this same section, this information is

required to be ished in a public directory.

UNBC will not generate a personal information bank from this initiative.

Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 - Information Governance Officer Comments

The Consent Notice must be provided to students wit
of the notice, and an opportunity for the students t

ime for an adequate review of the contents
k questions, express concerns and,the

managing
es where
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Part 7 - Program Area Signatures

Caroline Sanders _ M{,{K’rq / L0 '7—

Name of Individual leading the Signature
Program/Project

(Normally the individual who
completed the PIA)

Trevor Smith d"‘ﬁj// ‘;

Program/Department Manager,or Signature Date
Project Sponsor

N/A

Contact Responsibigifor Systems Signature Date

Maintenance afid/or Security
{if applicable}

Tl ‘//25:{7

Date

AdampCullum
InformationGovernance Officer

&N m v
Once the PIA has been approved with o%hout conditions, the Information Governance Officer will collect signatures
from the individuals indicated above. ‘Atopy will be provided to all signatories for convenience or to attach to a

‘E s e requisition or file with a contract.
Afinal c0py of this RIA (W|th aII sngnatures) will be kept on record with the Information Governance Officer.
—u.l— "E....
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