UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva cy Imp act Assessment
VSim Wolters Kluwer (the Point)
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 16-023 (office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)? ' _
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA.
Public bodies should contact the Information Governance OffigéF to determine internal policies for review and sign-off
of the PIA. If you have any questions about this PIA template or FIPPA generally, please contact Adam Cullum
c.ca/foippa.

What if my initiative does not include
Public bodies still need to complete Part

been accurately assessed.

Part 1 - General
Name of School of ing-Terrace campus
Department: 4 .
PIA Drafter:

Phone: | (250) 615-3315

e
|
|

)

| Phone: | (250).960-6630 i e S

text and replace it with your own.

program at the Terrace campus are being asked to
purchase a product ¢ or Nursing, Maternity and Pediatric” (Wolters Kluwer - thePoint)
as part of their course 1 . This software program provides the student with an avatar,
atients in a simulated clinical setting. The software provides a score

instructor and students. NURS 317 (Maternity) and NURS 318 (Pediatric)
courses held inWinter 2017 will utilize all of these features. Students will be given a target overall
score of 80% for each scenario which they can attempt to achieve as many times as needed. While
completing the simulation scenarios will contribute to the students’ Pass/Fail clinical grade, the
simulations are primarily meant to provide a learning experience, rather than an assessment of
specific knowledge.
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2. Scope of this PIA

This PIA will cover all 3" year students using VSim for Nursing, Pediatrics & Maternity enrolled in
the BScN program at UNBC’s Terrace campus, whal@ire registered for NURS 317 and NURS 318 in
Winter Semester, 2017. This PIA will cover the iditial personal data collected by Woliéss Kluwer in
order for students to set up their online ac performance
data generated by students in their activiti

3. Related Privacy Impact Assessments

None.

as cookies and web beacons placed by WK, to collect information
links students click and other actions they take on the Online

The will be assigning a grade of Pass/Fail to students which become part of their
studen d on their participation in the clinical simulations.

If personal information is'involved in your initiative, please continue to the next page to complete your PIA.

| Ifno personal mformatlon is mvolved please submlt Parts 1, 6 and 7 to the Informatlon Governance Officer for review.
You will receive support completing the remaining steps of the PIA

2
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text.and replace it with your own.

5. Storage or Access outside Canada

Back-up servers for Wolters Kluwer thePoi
the United States of America. Students wil
allow the instructors to use this service to as

6. Data-linking Initiative*

linking initiative.
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or
following questions to determine whether
integrated program or activity” under t
questions, you must comply with requi
programs and activities.

ctivity” is strictly defined. Answer the
ur initiative qualifies as “
u answer “yes” to all

1. This initiative involves a program
services);

2. Those services are

at service; or
behalf of one or

NO

on or integrated
estions above. N/A

ormation and Privacy Commissioner (OIPC) as well.
Officer to determine how to proceed with this
notification and
activity.

8. Persona

Type FIPPA

Authority
1. | purchase the code for the online service either through the | Collection 26(d)
Iww.com online store or through the UNBC bookstore.
2. | Student registers for a the Point account by entering their | Collection 26(d)

access code, agreeing to the terms of service and providing
their first name, last name, email, status as a student,
workplace (this can be marked as Nursing education),

4
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specialty, password, security question and security answer

3. | The instructor adds a student to a class using the Collection 26(d)
instructor’s My Classes profile which generates ggelass code
for the students to enter into the student’s prafife
connecting the student with a specific cou

4. | The instructor for NURS 317 invites a
the class in order to monitor assessm

o join Disclosure
for S 31

5. | The student completes the pre-simulatioghsimula and Collection
post-simulation activities a for individual
n is not

graded while the sim j post-simulation activities
are assessed by t ] Results of the scori

quiz scores. ] ores show the number
incident ission or ission by low, m
high ri§lcfor patient harm categories. Post simulation
quizzes are graded by percentage of cor
over@lhscore of the§eé two scores is providee
result e.

nts co Collection 26(d)

Si

7. Collection / 26(d), 32(a),
Use 32(b)
7. Disclosure 33.1(1)(e)

COPY OF RECORD RELEASIgD JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Prlvacy ImpaCt Assessment
R e VSim Wolters Kluwer (the Point)

Ministry Public Bodies. June 2014 PIA# 16-023 (Office of the University Secretariat to assign)

9. Risk Mitigation Table

Examples can be removed and additional lines added as needed.

Risk Mitigation Table- s el o i &
Rsk | MitigaflonStratépy | Likelihgd | Impact |

6
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10. Consent Notice
University of Northern British Columbia

NURS 317 and 318 Cour

errace Campus

Consent Notice Regarding th
While Using VSim for Nursing -

online service, | am providing my
address, status as a student, a

these sim ] ibute towards my ¢
ifithe United States in

ill receive support from my instructor, | am
own personal information removed from

ulation service, and that | know if | have further concerns that are not addressed
t my instructor to work through my concerns as soon as they arise.

and Pediatr,
above, | will co

Name (Print):

Signature:

Date:

7
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Part 3 - Security of Personal Information

Please consult with the Information Governance Qfficer, the Chief Information Officer or the
IT Security Officer when filling out this section ifyou have any questions.

11. Please describe the physical security measuresirelatéd to the initiative (if applicable).

12. Please describe the technical's@curity meastiresirelated to the initiative (if applicable).

13. Does your depadtment rely. on any security policies? If so, indicate here:

14. Please deScribe any'agcesseontrols and/or ways in which you will limit or restrict unauthorized
chafiges (suchlas additions or deletions) to personal information.

15. Please describe how you track who has access to the personal information.

8
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16. How is an individual’s information upd
corrected (for physical, procedural or oth
personal information will be disclosed to
update, correction or annotation?

Wolters
access to

19. If you answ, i 7, do you have a records retention and/or disposition
ersonal information is kept for at least one year after it is used in

for one year. e instructor will shred or erase the records after one year. The instructor will
inform students that they need to request their own records be erased from Wolters Kluwer’s
thePoint databases when the courses are finished and they no longer need access to the software.
The instructors will ask that any information about the students on their instructor profiles will be
erased from thePoint servers after a year.

Part 5 - Further Information
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20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

pon registration. According to their Privacy
aggregate user and usage inform

No. Students provide their personal information on
Statement, Wolters Kluwer “may process and s
preferences among users of the Online Servi
primarily from IP addresses, account regi

Please check this box if t
(ISA) is attached. If you

21. Does the progra
purposes? If yes,

non-personally identifiable form.

ed in the courses within the scope of this PIA

lated Ii‘esearch Agreement (RA) is |
ompleting an RA please contact the ‘

Information Officer, the UNBC Research Office or UNBC
Archives. ‘
22. will bank (PIB) result from this initiative? If yes, please list the
legi ired descriptors listed in section 69 (6) of FIPPA. Under this same section, this
inform red to be published in a public directory.

UNBC will n nerate a personal information bank from this initiative.

Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 - Information Governance Officer Comments

The Consent Notice must be provided to students with time for an adequate review of the contents
of the notice, and an opportunity for the students to questions, express concerns and the
option to reject the use of the software. Each studefit must sign and date an individual ferm and

the date below. If, in future any substantive
body will have to complete a PIA update and
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Part 7 - Program Area Signatures

Name of Individual leading the
Program/Project

(Normally the individual who
completed the PIA)

&

LELA ZIMMER L. 2 /b

Program/Department Man te

Project Sponsor

N /) N/A

Signature Date

Maintenan
(if applicable)

Qo 22/F

Date

ance Officer

ithout conditions, the Information Governance Officer will collect signatures
e. Acopy will be provided to all signatories for convenience or to attach to a
requisition or file with a contract. l

12
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Prlvacy ]mpact Assessment
VSim Wolters Kluwer (the Point)
Form uadapted from the BC Government template for Nun-

Mimistry Public Bodies. June 2014 PIA# 16-023 (office of the University Secretariat to assign)

Part 7 - Program Area Signatures

/Jr my Wlegpeta,
Namd of Individual leading the
Program/Project
(Normally the individual who
completed the PIA)

Program/Department Mana
Praject Sponsor

ignature

Signature Date

Date
Once the PIA has been approv out conditions, the Information Governance Officer will collect signatures
from the individ indi ! will be provided to all signatories for convenience or to attach to a
requisition or file with a contract.
A final atures) will be kept on record with the information Governance Officer.
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