u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA: 22-02 VitalSource

Here are a few examples of situations where you should consider a PIA:

*You collect, use or disclose new personal information that you did not collect, use or disclose
before.

* You give access to personal information to new
* You implement a new service delivery or
retrieves personal information.

You implement a new or different electroni
such as adding portable devices with wireles
* You enter into an agreement with a new b

The most important g
privacy of personal i
Data matching is t
custodian who carri

rogram or activity
personal information?

Update
the PIA.
A
|
Is t{here.a ready a PIA Has anything
or this program
: changed?
or activity?

._@

Updating the PIA |

is likely not
required.

Please fill out PART A to determine your need for a full PIA.
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PART A

Document Version, Review and Approval History

Version Author Nature of
1.0 Zarrah Holvick Initial PI
1.1 Doris Marshall

Greenlaw

1. Introduction

hite label store ag
access VitalSource

yith VitalSource which allows students,
extbooks for purchase through links

Does th rk N&@Ren online, in person, or both?
Online
Will there be public events?

No

Will you hold meetings over the phone, face-to-face, or online?
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b) Name of Department, Branch and Program Area — UNBC Bookstore
We may hold meetings over the phone or online if support is needed.

c¢) Name of Program or Service Represent — VitalSource (Kellie Ranum)

d) Key Program or Service Dates —
Monthly commissions will be issu

When will the initiative take pla

Hoping to have the service u e start of M r.

Is this a one-time ev

No, it should be ongoing e semester.

ture?

ue to pravide tRis option for students.

a) Description rogram or Service or the Change

, Goals and Objectives

reliability and responsiveness of products and services provided
to students.

reate streamlined admin processing of e-textbooks.

ecrease student support requirements currently placed on Bookstore
staff.

ii. List of All Stakeholders Impacted / Involved
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Stakeholder Role
UNBC students Purchaser of products and service
UNBC Bookstore Agreement holder with VitalSource and coordinates integration

with our system

VitalSource Provider of t

UNBC Finance Process p ce (monthly missi ia

N

fee, they pay out 10% (5% less than
ed that we will decrease order cancellations and

Business Se
responsiveness,
three pillars.

has been focusing on three R’s of good customer service — reliability,
relationship building. Implementation of this system should improve all

iv. Governance Model
Accountability — who is ultimately accountable for the program or system
UNBC Bookstore
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V. Relevant Existing Policies
Privacy and personal information policies.
University Branding on the store front.
Direct deposit banking for vendors.

Vi. Related PIAs
Not that | am aware of.

Vii. Relevant contracts
CampusEBookstore — ensuring we don’t hav
textbooks.

Will not be addressi
with VitalSource

Add any applicalil® definitions here:
See Appendix C for examples

Term/Acronym Definition
Custody The keeping, care, watch, preservation or security of the
record for a legitimate business purpose
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Control The power or authority to make a decision about the
creation, use, disposal or disclosure of the record

Personal Information -PlI | means recorded information about an identifiable
individual other than tact information

Personal Information A PIB is any coll of personal information
Banks is organized by:

d) User Access
How is the project, syste
Customers access Vit
Customers can also

ed, stored or shared as part of this initiative:

Depending on thevapproach and integration specifics the data collected can vary from:

only needing a obfuscated token that anonymously represents a user

an institution provided token that anonymously represents a user

User provided identifiers (name, email)

Purchase required information (not stored by VitalSource, but securely provided to a
credit card processor)
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In the table below, complete the Data Element (personal information usually) rationale and

method for collection, use, or disclosure highlighting separately by row each instance that
information is collected, used, stored, protected, disclosed and disposed of during this initiative.

compliant with sections under the Act.

c) List of Personal health in
to be Collected, Used and/or di

EXAMPLE:

Data Element Method of
Collection or
Disclosure

Individua i Direct

Name

Method of Collection or
Disclosure
Direct

Customer email Direct

Payment inf Direct

Transaction Indirect

dates

Access cod Direct

urchase reporting

If you do not use personal information in your initiative: how will; you reduce the risk of
unintentionally collecting personal information?
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For example, if you are collecting opinions as part of a public engagement strategy,
participants may offer personal information about themselves or others, even though
you've instructed them not to. If you do inadvertently receive or collect personal
information, what steps will you take to:

e Destroy it
e Returnit

« Transfer it to the correct recipient

the personal information
to the appropriate publ
FOIPPA.

or using itin
formation without

u have collected person

your own
i ed a privagy breach.

authorizatj

Signature

Date
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PRIVACY OFFICE USE ONLY

This initiative does not require a full PIA decument.

Governance Officer name

Governance Officer Signature

Date
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PART B

| 4. Collection, Use and Disclosure of Personal Information

a) Legal Authority for the Collection, Use a isclosure of Personal Information

Personal Information is being collected
Section 26 of BC’s Freedom of Informati

a) Consent Requirements for Collection,
system or program)

i. Collection

As you work throug
personal informatioris nec
personal informaii@iy without ri

ription of tgpnformation flo [ ther each element of
' could collect less
. Limiting the
ollect is one of the 10 inteNg@tionally recognized privacy

you need for your i
to do your wark may |8

(if)a reasonable person would consider that collection appropriate in the circumstances,

(e)the information is necessary for the purposes of planning or evaluating a program or activity of a
public body,

10
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How personal information is to be collected

27 (1)A public body must collect personal information directly from the individual the information is
about unless

(a)another method of collection is authorized by

(i)that individual,
(ii)the commissioner under section 42 (

(iii)another enactment,

Consent

If your initiative is coll individuals, you must

tells you more about when you do not need a collection notice.
ot need a collection notice, explain why.

Copy/Paste or in your Privacy/Consent Notice here:

Find eBooks for your UNBC course through VitalSource. Shop VitalSource eTextbooks for your
course needs. Use of VitalSource is optional. Personal information is collected by VitalSource
and stored outside Canada. To review our full privacy notice, click here.

i, Use

11

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA: 22-02 VitalSource
FOIPPA was amended effective November 26, 2021 and those amendments affect this

section.

Use of Personal Information
Section 32
A public body may use personal information in its cu

purpose (see section 34),

(b)if the individual the information is
prescribed manner, to the use, or

(c)for a purpose for which th

sed to that pu\

information in its custody or r its control only as permitted

of the P nal Information

the personal information you collect, store, use and
lly if the information will be used to make a decision
e personal information is accurate and complete
ith the person it is about prior to recording it.

tion — the individual or another source (e.g. another
a family member, provincial program database)?

used and disclosed?

the customer provides some inaccurate information, but payment
information would have to be accurate for purchase, and contact information would need
to be accurate to receive the access code.

12
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FOIPPA section 29 states that a person can ask you to correct any of their personal
information in your custody or control. If you cannot correct the record itself, you must make
a note on the record (annotate the record). If you've disclosed the personal information to
any other public body or third party in the last year, y@ must also notify them of any
corrections you make.

- How does the information get corrected?

updated with the Bookstore, VitalSou
the Bookstore staff would direct the ¢

FOIPPA was amen i endments affect this
section.

Disclosure insi
33. A public 33 inside or

if the inform

(D or 0);

information and
e Or outside

d / or service provider operate from an office outside
of Canada?
Yes

Does any u [ tion managed in this initiative access this information from outside
of Canada i -term temporary travel?
Yes

Does this initiati any components that temporarily process information outside of
Canada?
Yes

Does this initiative store information for operational use outside of Canada?
Yes

Does this initiative back up or make additional or redundant copies of information outside of
Canada?

13
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Yes

Will it be stored on portable devices?
No

Will the data be interfaced with data from other sy
No

s? (Data matching or linkage)

In FOIPPA, "data linking" and “data-linking ini
guestions to determine whether youii

Is personal information
another database?

rogram or activity” is strictly defined. Answer the following
initiative qualifies as “a common or integrated program or
swer “yes” to all 3 of these questions, you must comply with
common or integrated programs and activities.

ve a program or activity that provides a service (or services) through a
public body a t least one other public body or agency working collaboratively to provide that
service?

No

Does this initiative involve a program or activity that provides a service (or services) through a
public body that is working on behalf of one or more other public bodies or agencies?
No

14
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The common or integrated program/activity is confirmed by written documentation that meets
the requirements set out in the Regulations? (Privacy Officer will answer).

Please note: If your initiative involves a “data-linking 4
program or activity”, advanced notification and co
the Office of the Information and Privacy Commi
Governance Officer — Access, Privacy and

itiative” or a “common or integrated
ation on this PIA must take place with

information in your initiative to make a decision about an
rmation to make decisions include but are not limited

or income to decide whether a person qualifies for a
ment history to decide whether they can move forward in a job
's health information to decide the level and type of care they receive

Keeping inform
the minimum req

for one year after it is used to make a decision that affects an individual is
rement under FOIPPA.

You may have other operational or administrative requirements that dictate how long records
must be kept and when they must be disposed of. It's important to maintain the records in your
initiative according to an approved records schedule.

15
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Answer here or state N/A: Information is kept for the length of the content license use.

If you answered yes above, please describe retention schedules that apply where retention
exceeds the one-year requirement under the Act. Please contact the Governance Officer —
Privacy, Access and Records Management if you re assistance.

A personal information bank is a collectlon of ation that is org
or searchable by the name of the i g number, symbol o
A personal mformatlon bank can be [ personal information. Perso

s and organizations involved.
ology solutions provider based
te, deliver, and distribute

2 VST develops and
manage and deliver content to student
earning System is supported by
italSource Explore, VitalSource Launch,
ly referred to as the VST Core Learning

in Raleigh,
affordable

|mpactful learning e
to help customer i
ntegrated process.

r digital rights management for individual end users without the
storage of personally identifiable information.
VitalSource Manage: The core application of the VitalSource Core
arning System, VitalSource Manage provides user and content access
rights management to facilitate effective and secure delivery of publisher
and institutional content to end users.
e VitalSource Store: Used for providing a mechanism for direct business to
consumer sales of licensed content with secure transaction and delivery.
Additional ancillary services include content ingestion and prep for delivery, data analysis and
reporting, plus publisher-specific technical and logistical support for some publisher partners.

16
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Will a database or series of folders be created in this initiative that organizes information by

name, identifying number, symbol, or other particular identifier of each individual involved?
No

If yes, will the records or information collected abo
personal information. If yes, | will contact the P
this is a Personal Information Bank (PIB) an
listed in section 69 (6) of FOIPPA.

Name:
Location:
Description:

Authority: This perso
and section 26 (a),
(FOIPPA).

aut of the University Act
and Prot of Privacy Act

Purpose:

Category

/Aggregation for Personal Information
ntified or anonymized and by whom?

y the institution ( for integration with the

urce-Technologies-LLC-Privacy-Policy

g) Au

This questio about how you will know if the sensitive personal information is accessed,
including access by service providers. The answer should include a description of what
information is available through logs and how the ministry will access logs (e.g. in real-time
or by request).
Please reference our privacy policy at https://support.vitalsource.com/hc/en-
us/articles/201646123-VitalSource-Technologies-LLC-Privacy-Policy

17
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i. Audit Logs

ii. Record of user activity

iii. Proactive Audit

iv. Focused Audits

5. Access Rights for Individuals to their Pers rmation

Access Request Manageme

e right to access any gec nder t

e managed?
y Officer in conjuncation with our legal counsel.

ke a formal FOI request to access their own information

curity Safeguards

This question i ut the controls you have in place to protect against unauthorized collection,
use, disclosure or'storage of sensitive personal information. These include preventing or
managing access to sensitive personal information.

Describe technical, security, administrative and/or policy measures (e.g. the access controls
that protect the sensitive personal information). If you are using a cloud-based service provider,

18
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include a description of controls at each layer in the stack (software level, platform level,
infrastructure level).

A digital tool, database or infOfg@&tion system may lea@per@anal informati@h exposed or
otherwise vulg@saBle to security Wilgats. Security asseSsmentS§@ie used on information systems
and other difital tools to assess arfd document security risks, riskqg@tings and planned risk
responses@An in-depth sggurity assessment kgi@imnas a STRA (Se@rity Threat and Risk
AssessmeRl) results in a @®cument called the Sgatee@maL acceptable risk.

[z PrivaeyRisk Identificatigh and Mitigation |\

PleaS& identify any privacy isks, &g@n very unlik8l ones, associated with the initiative and the
mitigati@n strategies thatwill be impla@@ented. Please provide details of all such strategies. The
PrivacyOfficer will help Td@gtify the likeW@mod (low, medium, or high) of this risk happening and
the degree of impaghit wotig@lhave on ind¥iduals if it occurred.

Please explain the risksin,detailfusing the associated CSA Model Code (Appendix B).

EXAMPLE

Risk 72 Cause: Data is not being deleted from the IT platform in a timely

_ manner once it is no longer needed.
Data that iS\g@,longex

needed is at riSKief Probability:
being breached

because it is being Low
retained in the IT

platform longer than | IMPact:
necessary. High

19
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Related CSA Mitigation:
Principle:

Implement a process on the IT platform that automatically deletes data
Safeguards once it is no longer needed, per the policy established by X

20
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PART C

8. Conclusions and Approvals

Once the PIA has been approved with or without cg
signatures from the individuals provided below.
signatories for convenience or to attachtoar

lons, the Privacy Officer will collect

Name of Individual leading the Program/P
| confirm the information management practic

appropriate information manag
appropriate. | commit to follewi
amendment if | am awarea

Signature:

Director or D

I am acco
informatio . | will arrange for the project lead
A amendment if required.

Date:

Date:29 March 2022

21
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APPENDIX 1
DEFINITIONS

Confidentiality

Consent

can be impli
s a requirement for th

Core privacy : ian
principle asic principles for safeguarding
. ishes 10 basic principles for all
or use personal information. In some cases,
[ i apply to public sector regimes. For example,
[ [ sent” principle listed as number three below
is
1. Accou ility - An organization is responsible for personal

individuals who are accountable for the organization's compliance
the following principles.
dentifying Purposes - The purposes for which personal information
collected shall be identified by the organization at or before the
time the information is collected.
3. Consent - The knowledge and consent of the individual are required

for the collection, use or disclosure of personal information, except
where inappropriate.

4. Limiting Collection - The collection of personal information shall be
limited to that which is necessary for the purposes identified by the
organization. Information shall be collected by fair and lawful
means.
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5. Limiting Use, Disclosure and Retention - Personal information shall
not be used or disclosed for purposes other than those for which it is
collected, except with the consent of the individual or as required by
law. Personal information shall be retained only as long as
necessary for the fulfi nt of the stated purposes.

7. Safeguards -
safeguards ap

formation)

Data matching

ains. Included in this definition of data-matching is data linkage, also
n as data profiling.

For data to be categorized as personal information (rather than just
information, in general), it must have details sufficient to identify an
individual. Individual identification is thus the threshold for transforming
general information into personal information and where rights,
protections, and requirements associated with the proper handling of
personal information are triggered.

Personal i

23
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Without restricting the generality of the foregoing, personal information
may include, for example:

¢ information relating to the race, national or ethnic origin, colour,
religion, age or m | status of the individual,

are about another individ
rd or a prize to be

orrespondence s
dividual that is implicitly or icitly of a private or confidential
nature, and replies to such corr ndence that would reveal

information relating to the individual or where the disclosure of
the name itself would reveal information about the individual,

ome jurisdictions, personal information may not include information
t an individual who is or was an officer or employee of a

government institution that relates to the position or functions of the
individual including,
e the fact that the individual is or was an officer or employee of the
government institution,

¢ the title, business address and telephone number of the
individual,

e the classification, salary range and responsibilities of the
position held by the individual

24
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¢ the name of the individual on a document prepared by the
individual in the course of employment, and,

¢ the personal opinions or views of the individual given in the
course of employm

individual
services,

the granting of
, uding the name of
e of the benefit, and

Privacy

A privacy o i within an organization whose job it is to:

ce with sound privacy principles, prevailing
privacy laws;

sts for access to and correction of personal
ation and general issues within a public body concerning
information; and

information and privacy commissioners during the
investigation of a privacy complaint against an organization.

ivacy‘officers may also be responsible for managing changes to an
ization’s:

¢ information management practices, policies and procedures;
e stalff training, vis-a-vis privacy and information handling;
e privacy policies and procedures; and
e inquiry and complaint processes.
Privacy protection Preventing unauthorized collection, use and disclosure of an individual’s

personal information.

25
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Program manager

The person responsible for managing and directing the projects of a
public body, with emphasis on coordinating and prioritizing resources,
and managing the risks which emanate from projects in development or
underway. Program ma rs are responsible for ensuring that the
projects they lead or di are compliant with government policies and
the law.

Risk assessment

The process of
process, system

Threat and Risk
Assessment (TRA)

potential
nfidentiality.
provide

d impacts o
ompleted in conjunction

26
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APPENDIX B

CSA MODEL CODES

1. Accountability

The principle of Accountability states that an izati all designate someon

accountable for the management of personalii jon. This i des the collegtion,
usage, disclosure, retention, and transfer of

processing.

2. ldentifying Purposes

application forms which require personal
ording to trick individuals into giving their

e to provide a product or service to an individual if that
ersonal information that is not required or related to the

individual
produ

4, Limitin

The principle of Limiting Collection states that the personal information an organization
collects should only be limited to that which is necessary for the purposes identified.

27
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Information Handling Policies and Procedures

An organization’s privacy officer or person(s) responsible for privacy compliance should create
information handling policies and procedures and specify what type of personal information is
collected. This works in tandem with the Openness

Fair and Lawful Means

shall identify the purposes for doi
clear and straight-forward.

s that an organization
onal information.

s that an organization should ensure that the personal
should be accurate, complete, and up-to-date for the purposes for which it

How Accurate?

An organization should ensure that personal information is accurate, taking into consideration
what the personal information is being used for and also taking into consideration the best
interests of the individuals.

28
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For example, if an organization collects personal information to conduct pre-employment
screening, it should ensure that it makes a serious effort to ensure its accuracy. Not making
reasonable strides to ensure the collection of accurate personal information means that an
individual’s employment could be at stake.

Updating Personal Information

An organization shall not routinely update d for
purpose that requires its continual use. This i i i ird
parties.

d be protected again nauthorized access, disclosure,
ion, regardlessef what it is stored in (paper, electronic, etc).

re sensitive personal information, such as credit card
be expected to have much stronger safeguards in place to

8. Openne

The principle of Openness states that an organization shall make its policies and
procedures about how it manages personal information readily available.

29
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It should not provide barriers to access — if an individual is making a request to know

about your organization’s information handling pragtices, the request should be done
without an unreasonable effort.

When providing the information, it shoul
understandable. The information should [ at
someone without a university degree can
and contracts

Individual Access

9.

personal information, the
involve correcting,

ould also provide the individual information about their complaint procedures
or how to contact'the Privacy Commissioner of Canada if the individual wishes to file a
complaint about the denied access request.

Requesting Identification

30
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Before providing access to or amending personal information, an organization should verify that
it is communicating with the correct individual.

Some organizations choose to do this by asking for government-issued identification. Others

individual has been identified, the organizat
has already fulfilled its purpose.

An organization should also not s use str

access.
Third Party Disclosure
If an individual desir which thi arties his or ersonal ation has been

all let the individual kn

ties personal information

ave been disclosed to, then
which the infor i

n may have

n for doing so, and notify the individual of his or her
e Privacy Commissioner of Canada.

Making Inf

Ifano
mean to

31
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10. Challenging Compliance

The principle of Challenging Compliance states individuals shall be able to chall

an organization’s compliance on any of the pri

This means that an organization must have p
complaints and inquiries. The procedures sho

ot ignore it. If the complaint is
dy it. This may involve

officer (or person res acy compliance) is responsible

gating inquirie d com
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U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
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PIA: 22-02 VitalSource
APPENDIX C

SAMPLE PRIVACY AND CONSENT NOTICE

WE NEED TO COLLECT INFORMATION FROM YOU
UNBC Continuing Studies needs to collect information fro

1. Enrollyou
Confirm sponsorship arrangements

u to:

Process your payment
Generate a class list for instructor:

vk wnN

&

The University of Northern Bri i i i and when applicable deletes
mation and Protection of

6. Assist our partners in verifyi

Privacy Act [RSBC 199
HOW WE WILL US
Continuing Studi i i course completion status to your
sponsor, incl
information
course.

HOW LONG WE WILL KE
The Freedom i
eriod of usefulness is over we will securely delete or destroy it. In the case of
Certificate Program, hardcopy materials are kept for the life of the Certificate,
e being destroyed.

RMATION WE HAVE COLLECTED FROM YOU IS INCORRECT, OR YOU HAVE
QUESTIONS?
Please contact U ontinuing Studies at: 250-960-5980 OR cstudies@unbc.ca

If you still have questions or concerns, please contact: Doris Marshall-Greenlaw, Governance Officer for Access,
Privacy and Records Management at 250-960-5139 OR privacy@unbc.ca

By registering for this course, you indicate you have read, understand, and agree to the privacy statement. You also
understand that you have the option to ask questions about any part of this statement before registering.
Signature: Date:
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