: UNBC %ﬁg’ff'f?éﬁys%fm COLUMBIA Privacy Impact Assessment
WhentoWork

PIA#19-004 (Office of the University Secretariat to assign)

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) req a public body to

a for FIPPA. Public

Public bodies still need to compiete Part 1 of the PIA and
Governance Officer even if it is thought that no personal i
accurately assessed.

Part 1 - General

Name of
Department:

PIA Drafter: |
Email:

| Department
~Manager:

Geoffrey R. Weller Li

|
Phonedh 250-960-5226 = 1

hone¥ | 250-960-5419 4|

ndkeplace it with your own.

ing employees to enter work time preferences,
e best schedule based on those preferences, allowing
ployees, and allowing managers to approve schedule

. Scope of this PIA
Applies to all Circulatio ff and student assistants.

3. Related Privacy Impact Assessments

Uses principles from E-Schedule.ca (PIA 16-004)
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Prlvacy ImpaCt Assessment
N e WhentoWork

Ministry Public Bodies. June 2014 PIA#19-004 (Office of the University Secretariat to assign)

4, All Elements of information or Data

Employee first name, UNBC email address, scheduled shifts, scheduling ployee

salary/hourly wage, proposed shift trading, approval or denial of em

If no personal information is involved, please submit Parts 1, 6, an
You will receive support completing the remaining steps of the
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it

5. Storage or Access outside Canada
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Ministry Public Bodies. June 2014 PIA#19-0 04 (Office of the University Secretariat to assign)

7. Common or Integrated Program or Activity*

{ In FIPPA, “common or integrated program or activity” is stri
following questions to determine whether your initiativ
integrated program or activity” under the Act. If you answe
you must comply with requirements under the Act for
activities.

3 questions,
programs and

1. This initiative involves a program or activi a i e
services);

2. Those services are provided throu
(a) a public body and at least on
collaboratively to provide that serv
(b) one public body working on behal

~ bodies or agencies;

3. The common or int

&

brogram involves a common or integrated
bove. N/A

or Pe al Information Flow Table

ion/Purpos Type FIPPA
Authority
1. Geoffrey R. Libraryets administrative options and Protection 30
account acce
2. | Manager, ula Services adds basic information Disclosure 33.1(a.1)

including fir me, @ail address and salary.

3. | Employees get amipvite to generate their own password to | Use 32(a), 32(b)
access their individual instance of WhentoWork.

4. | Employee enters scheduling preferences. The manager can Collection 26(c), 26(d)
choose which employees are allowed to use this feature.
CUPE employees have predetermined schedules. Students

4
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| will be able to indicate when they have classes or other | . —r T

7' obligations. |

5. | Employees may make requests for scheduled time off for Col/ectlon T—26(c) 26(d)
| vacat/ons wh/ch they enter into My Time Off

e —————— e — o A, e ——— s —————s st A S _— i ——

I

6. | The manager generates a schedule using auto-fill with Use 32(0), 32(b)
I manual adjustments made as needed to the schedule. Jihé

| manager publishes the completed schedule for emplaffées to

l view.

7. I Employees access their schedule to see Wthh Shifts they are\QUse
scheduled for.

8. | Employees can swap shifts through internalngésaging Use 32(a)82(b)
system or a trade board for those who want t@xgive ugla
shift without necessarily tradinggshift for shift. Eagloyees
may accept traded shlfts which updates thelr schedules

9. | Employee schedules aregtored'en Wheniio Work to allow Storage / 30. l(a)
managers to review I@Bour needs between the previous@nd@l Disposition 30.1(b), 31
current years. Scheduleskem@in on WhentoWork servers
until UNBC no longehieceivesservice. The manager

| manually deletes sehetiing information after thieelears.

9. Risk Mitigation Table

Pleasé’identifys@ny privacy risks, evendery unlikelheones, associated with the initiative and the
mitigation strategies that will be implemented. Pleaseprovide details of all such strategies. Also,
please identify thelikelihood (low, ntedium, alhigh) of this risk happening and the degree of impact
itt wollldhhave odindividuals if it ogeurred.

Examples can be removed and'additional lines added as needed.

g e et b e i o 1 i i e e "]’l = "*“"“3"“#"""“"—"?"—

1

AL A G La e T DL S A A RS I GRS [ RS S ._.s_...h,h..._.... b5 i

7 Mitigation Strategy | Likelihood | Impact
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S

10. Collection Notice
University of Northern British Columbi
Geoffrey R. Weller Library

personal information pertaining to my own employee
WhentoWork in order to facilitate more efficient shi

their servers on behalf of the Geoffrey R. Wi
necessary part of operating the Geoffre

[at the fiscal year
ed as YYYY-04-DD]. | will

formation to use on the WhentoWork
employee wages or salary. | will not
ited to: personal cell phone numbers,

f my personal information to WhentoWork before | am
any questions regarding the storage, use, disclosure or
entoWork program, | can contact the Supervisor — Circulation

Services at Vaunda.dumo “ea,or 250 960 5226.
By signing below, | consent wit conditions in the above Consent Notice.

Full Name (Please Print):

Signature:

Date:
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Part 3 ~ Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questiéns.

11. Please describe the physical security measures related to the initiative (if@pplicable).

12. Please describe the technical security measuresg@lated to the initiative (if applicable)

13. Does your department rely on anyssecurity, policies?If so, indicatejhere;

14. Please describe any acé@ss controls and/or ways in which you will limit or restrict unauthorized
changes (such as additionsior deletions) to personal jnfermation.

15. Pleasefdescribe how you track who has access to the,personal information.

Part 4 - Accurac orrection/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

7
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Individual information may be updated by employees trading or giving up shif ges are
reviewed and approved by the manager.

17. Does your initiative use personal information to make decisions th
individual(s)? If yes, please explain.

Yes

18. If you answered “yes” to question 17, please explain

and giving up shifts, or vacation requests be
schedules.

19. If you answered “yes” to question
schedule that will ensure that perso
making a decision directly affg

one itis used in

ers until C no longer has a
i/l be manually deleted by the

Basic employee Informati
contractual relationshi

ela nformation Sharing Agreement
assistance completing an ISA, please N/A
ance Officer.

ss to personally identifiable information for research or statistical

purposes? If yes, please@xplain.
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Please check this box if the related Research Agreement (RA) is attac
If you require assistance completing an RA please contac
Information Governance Officer, the UNBC Research Office
Archives.

ance Officer as of
PIA, the public

of Canada if it is

over expecting employees to
and that if they are managing

it it outside of Canada.

understand whi

ropriate to manage.in the
addition in n tra

9
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Part 7 - Program Area Signatures

Vaunda Dumont /‘4/&/’ /%) F
Name of Individual leading the Signature Date’/
Program/Project

(Normally the individual who

completed the PIA)

Q. V4

Annelise Dowd

Department Head Date '

VA Ve N/A
Contact Responsible for Systefs Signature Date
Maintenance and/or Security

(if applicable)

Adam Cullum
Information GovernanceQOfficer
(Privacy Qfficer)

/L rC)( L;/ /l{//ZOX y

Date /

PR b N b &

Once the PIA has been approved withior without conditions, the Information Governance Officer will collect signatures }

from thelindividuals indicated abovei A copyWill be provided to all signatories for convenience or to attach to a |
requisition or file with a contract.

A'final copy of thi@ (withlall signatures) will be kept on record with the Information Governance Officer.
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