UNB xgg/EFTgFI?LYB%‘;TISH COLUMBIA Privacy ImpaCt Assessment

Windows 10

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 18-005 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)? _
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) reqt
conduct a privacy impact assessment (PIA) in accordance with the directions of t iniste ible'for FIPPA. Public
bodies should contact the Information Governance Officer to determine inte ici iew'and sign-off of the
PIA. if you have any questions about this PIA template or FIPPA generall
Governance Officer) at adam.cullum@unbc.ca or (250) 960-5139 or visi

What if my initiative does not include personal informati

Public bodies still need to complete Part 1 of the PIA ang
Governance Officer even if it is thought that no persona
accurately assessed.

Part 1 - General
| Name of . i |
| Department: | v .
‘ PIA Drafter: | ient Services Mana B

Email: | | Phone:l, 250-960-6467

Department
Manager:

Email: Phone: | 250-960-5289

nd replace it with your own.

s, delete t&t
ofi

indows 10 in the UNBC computing environment.

to a Windows 10 PC
within the Windows 10

ard capital equipment replacement processes. Applications utilized
jronment are not in the scope of this PIA.

3. Related Privacy Impact Assessments

N/A

COPY OF RECORD RELEASE]D JULY 31, 2024 IN RESPONSE TO FOI 24-18
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Windows 10
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-005 (Office of the University Secretariat to assign)

4, All Elements of Information or Data

Windows 10 does not directly collect nor hold personal information. T,
applications, (examples: spreadsheets, Word Documents) these
information within them that may result in records containi, ] on and their
metadata being stored within the Windows 10 environment,

COPY OF RECORD RELEASEDZJULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC NORTHERN BA/TISH COLUMBIA Priva cy I mpact Assessment

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

Windows 10

PIA# 18-005 (Office of the University Secretariat to assign)

Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it

5. Storage or Access outside Canada

send information outside of UNBC and need

6. Data-linking Initiative*

se for which the

Information Governance O
ing initiatives

inally obtained or no
en either (1) two or more public nes
s and one or more agencies.
If ee questions, please contact the
uss the requirements of a data- N/A

COPY OF RECORD RELEASéD JULY 31, 2024 IN RESPONSE TO FOI 24-18
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Windows 10

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 18-005 (Office of the University Secretariat to assign)

7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or
(27.1.e)(33.2.d)(69.5.2)(69.5.4)(69.5.2)(76.2.h.1) Answer
determine whether your initiative qualifies as “a common

services);

Those services are provided thro

bodies or agencies;

3.

The common or in

regulation.

Please check t
program or acti

‘

N/A
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8. Personal Information Flow Diagram and/or Personal Information Flow Tablef”
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10. Collection Notice

There is no collection of personal information from identifiable in
result of using the Windows 10 environment. PIAs utilizing th jafof personal information
will address collection notices for Microsoft and third party
10 environment.

COPY OF RECORD RELEASI'ZD JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC NONTHIERIN BAITISH COLUMBIA Priva cy Imp act Assessment
Windows 10
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 P IA# 1 8 - 0 05 (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chiefdnformation Officer or the
IT Security Officer when filling out this section if you have any quéstions.

11. Please describe the physical security measures related to the initiative’(if applicable).

12. Please describe the technical security measures relatéd to the initiative (if applicable).

13. Does your department rely on anysecurity policiesg#f so, indicate here?

14. Please describe any accé§s,.controls’and/or Ways in whichdfouwill limit or'r@strict unauthorized
changes (such as additions‘or,déletions) to personal information,

15. Pleas@desctibe how you track who haslaccessto,the personal information.

Part 4 - A€cura rrecti Retention of Personal Information

1640w is an individuaks informatioh updated or corrected? If information is not updated or
corrected (for physicaliprocedural or other reasons) please explain how it will be annotated. If
personal information willbe disclosed to others, how will the public body notify them of the
update, correction orannotation?

N/A

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

8
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18
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The operating system itself does not collect or use personal information that céuld be

18. If you answered “yes” to question 17, please explain the efforts that will beimade to ensure

that the personal information is accurate and complete.

N/A

19. If you answered “yes” to question 17, do you have a recor,

schedule that will ensure that personal information is ear after it isfused in
making a decision directly affecting an individual?
N/A
Part 5 - Further Information
20. Does the initiative involve systematic osures ersonal info Vz , e explain.
N/A

, the UNBC Research Office or UNBC |

required descriptors listed in section 69 (6) of FIPPA. Under this same section, this information is
required to be published in a public directory.

N/A

COPY OF RECORD RELEASI?D JULY 31, 2024 IN RESPONSE TO FOI 24-18
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Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 - Commen ondition ncer

If any future changes to the base configuration
environment, a PIA update will be made to a

10
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Part 7 - Program Area Signatures

Do Suertfsen

ClapenHanson "M ‘1% L 20! %
Name of Individual leading the Dated) ’
Program/Project

(Normally the individual who

completed the PIA)

C(CL' ‘"! *D"\ HMS—C)(}

Director or Dean Overseeing the
Program/Project

(;rez & O’\J onN

Contact Responsible for Systems
Maintenance and/or Security
(if applicable)

GZ‘T af) 2o/t

Date

wa
oo/ 5
Daté J

ux i 4 /20/5

Adam Cullum
Information Governahee Officer Signature Date
(Privacy Officer)

Py h '

Once the PIA has!bee‘nfapproved with.or without conditi onls} the Information Governance Officer will collect signatures

from the individuals indicated abovey A ch be provided to all signatories for convenience or to attach to a |
wlsm"q or file with a contract. !

A finalicopy of this PIA (W|th!aII15|gnatures) will be kept on record with the Informatlon Governance Officer. |

COPY OF RECORD RELEASEB JULY 31, 2024 IN RESPONSE TO FOI 24-18






