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UNBC
Branch or unit: ITS
Your name and title: Trevor Fuson, Chief Information Officer
Your work phone: 2509605687
Your email: trevor.fuson@unbc.ca
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Initiative Lead name and | Trevor Fuson

title: Chief Information Officer

Initiative Lead phone: 2509605687

Initiative Lead email: trevor.fuson@unbc.ca

Privacy Officer:

Privacy Officer phone:

Privacy Officer email:

General information about the PI

Data linking

Is personal informati i d with onal information

or which the personal

rogram, t rivacy Office must submit this PIA to the
ommissioner, and be subject to their examination,

activity

rogram or activity that provides a service (or services)

No [

Does this initiative involve a program or activity that provides a service (or services)

through a public body that is working on behalf of one or more other public bodies or

agencies?
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No|X |

If this PIA addresses a common or integrated program, UNBC must submit this PIA to the
Office of the Information and Privacy Commissioner and be subject to their examination,
advice, and timelines.

Related PIAs, if any:

1. Whatis the initiative?

Describe your initiative in enough

on can perform this work.

discontinu

3. Wh e th ta or information elements involved in your initiative?

Please list all t ments of information or data that you might collect, use, store, disclose or
access as part of your initiative. If your initiative involves large quantities of information or
datasets, you can list categories or other groupings of personal information in a table below or

in an appendix.
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Data Element Rationale for collection, use or disclosure Method of
Collection or
Disclosure

Individual’s Required to register and correctly identify individual. Direct

Name

Individual’s Required for notifying indivi [ Direc

Email Address changes.

Individual’s Role | Required to know wh ' ct

the content edits qualit

Individual’s

Picture

Individutal’s

Intro Document

No personal i in this system outSide th itors of the system.

Upload a picture

Full name Email address Edit

Trevor Fuson trevorfuson@unbc.ca

Your intro document, tell your team who you are!

uct manager.. ] Choose adoc

3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than

business contact information. Personal information includes information that can be used to

identify an individual through association or reference.
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Only business contact information is required, the user may add additional information on

their own accord.

e Ifyes, gotoPart2

4.

5.
Use column 2 to identi eth e action in column 1 is a collection, use or disclosure of

ns 3 and 4 to identify the legal authority you have for the
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Use this column to describe the way personal Collection, | FIPPA Other legal
information moves through your initiative step use or authority authority
by step as if you were explaining it to someone disclosure

who does not know about your initiative.

Step 1:

Step 2:

Step 3:

Step 4: !
Optional: Insert a drawi r leere or in an appendi ou thin
explain how each di i .

8. Does your initiative involve sensitive personal information?

Yes |:|
No [
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e Ifyes, goto question 9
e If no, goto question 10

9. Isthe sensitive personal information being disclosed outside of Canada under
FIPPA section 33(1)?

Yes |:|
No [
If yes, go to question 10
e Ifno,gotoPart4d
initiative?

10. Where are you storing th ation involved i

E OF CANADA

Complete section if you are disclosing sensitive personal information to be stored outside

of Canada. jvacy Officer. More help is available

. ble w (add more rows if necessary) and go to question 13

Name of cloud infrastructure | Where is the sensitive
and/or platform provider(s) personal information stored

(if applicable) (including backups)?
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12. Provide details on the disclosure, including to whom it is disclosed and where the

sensitive personal information is stored.

13. Does the contract you rely on include privacy-related terms?

Yes |:|
No [

e [f yes, describe the contractual meas

15. What controls are in place event uthoriZed access to sensit

information? \
16. Provide detai&u will'track acc@lal information.
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17. Describe the privacy risks for disclosure outside of Canada.

Privacy risk

Impact to

individuals

of the sensitive

rsonal information

ow, medium, high)

privacy risk

considering

t
likelihood)

b

Is there any outstanding
risk?

If yes, please describe.

$

&
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Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on

whether to proceed with the initiative, with consideration of the risks and risk responses,

including consideration of the outstanding risks in tion 17. The public body may

document the decision in an appropriate for
body or by using this PIA template.

PART 5: SECURITY OF PERS

volve digital too s or information systems?

O}rmine whether you need a security

sessment to edsure the initi meets the reasonable security requirements of FIPPA

section 30
18.1 ill yo ve a security assessment to help you ensure the initiative
meets ments of FIPPA section 30?
Yes
No

e If yes, you may want to append the security assessment to this PIA. Go to question 20

e Ifno, goto question 19

10
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19. What technical and physical security do you have in place to protect personal
information?

Describe where the digital records for your initiative are stored (e.g., on your organization’s

LAN, on your computer desktop, etc.) and the technical security measures in place to protect

those records. Technical security measures include s e passwords, encryption, firewalls, etc.

Physical security measures include restricted acc cabinets or server locations, locked

doors, security guards, etc.

If you have completed a security assessment, to the PIA.

20. Controlling and tra g acc

Please check each st at describ w you limit orgestrict w n access personal

information and how you ke ck of who has acce nal information in the past.

Insert your strategies if nee

Strategy

personal information

RRECTION AND RETENTION

In Part 6 i nstrate that you will make a reasonable effort to ensure the personal

information th u have on file is accurate and complete.

21. How will you make sure that the personal information is accurate and complete?

FIPPA section 28 states that a public body must make every reasonable effort to ensure that

an individual’s personal information is accurate and complete.

11
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22. Requests for correction
FIPPA gives an individual the right to request correction of errors or omissions to their

personal information. You must have a process in place to respond to these requests.

22.1 Do you have a process in place to correct personal information?

Yes |:|
No [ ]

you know you

ation in the last year, quires you to notify the

hird party of the r correction. Will you ensure that you

ations when necess

N\

information to make decisions that directly affect

12
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24. Do you have an information schedule in place related to personal information

used to make a decision?
FIPPA requires that public bodies keep personal information for a minimum of one year after

it is used to make a decision. In addition, the Information Management Act requires that you

dispose of government information only in accordance with an approved information

schedule.

Yes |:|
No [ ]

rmation will be kept for a mi um of

in

te t ble below.

Describe the on in the bank

Name of mai anization involved

Any other ministries, agencies, public bodies or organizations involved

13
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Business contact title and phone number for person responsible for managing the Personal

Information Bank

PART 8: ADDITIONAL RISKS

Part 8 asks that you reflect on the risks to person ormation in your initiative and lis

risks that have not already been addressed by

26. Risk response

Describe any additional risks that arise from collecting,

personal information in your i tive t ot been addres

template.

Add new rows if negéssary.

Possible ri Response
PART 9: SIGNA4UR
You have completed a Sub e PIA to your Privacy Officer for review and comment, and

then have t se responsible for the initiative.

Privacy

Privacy Office Signatures

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

14
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Role Name Electronic signature Date signed

Privacy Officer /
Privacy Office

Representative

Program Area Signatures

collected, used, stored or disclose rea will engage with their Pr

if necessary, complete a PIA up .

Program Area Comme \

Na Electronic sig re Date signed

Initiative lead

15
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