B c UNIVERSITY OF
UN NORTHERN BRITISH coLumBiA  APPROVED.

PRIVACY IMPACT ASSESSMENT PIA #14-002

| BASIC INFORMATION - New or Existing Program, System or Legislation

1. Program Area
Public Body University of Northern BC
Program/Unit Office of the Registrar/Office of Gradua
Initiative Title ezRecruit Implementation Project

2. Contact Position and/or Name, Telephone Nu

(This should be the name of the individual most

Name, Title Troy Hanschen, Registr;

Phone Number | x6301

E-Mail troy.hanschen@unbc.ca
3. Description of the Program/Sy

(Please note here if the initiative d

and the proposed changes. ' i i ith the recruitment of

students. It provides g : i if they wish). The
iCi islati nd students can

unsubscribe any iSh. Students can view information ab NBC and RSVP for
communications wij i and monitor the

*Yes | No

(as

The primary purpose of the implementation of the ezRecruit product is to assist in the recruitment
of students to UNBC in order for the university to achieve its enrolment goals. The tool provides a
mechanism to collect, communicate with, and track prospective students, as well as the ability to
track the conversion of students from prospects, to applicants, to admitted/registered students at
the University.
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5. What are the potential impacts of this proposal? (Include privacy impacts in this description).

The potential impacts of the proposal are significant from an institutional perspective, as the
university has not done a good job of collecting and utilizing prospective student information. All
of the information collected by the tool will be collected with the full knowledge of thesprespective
student, and will be utilized within well-established processes. The personal information.of,the
prospective students will be hosted on secure servers provided by Edge Intefactive, as part of the
service provided to UNBC. The servers are housed in Toronto, Canada.

Edge Interactive has provided the following information regarding segurity in its propesal to
UNBC:

w
(1
(2]
[=
=.
-
| <

Full Access Compliant

In order to‘€nsure fullaccess and a user-friendly experience for all site visitors and staff, EDge
closely follows the access guidelines outlined by the W3C Org and Section 508, as they relate to
website design.“These include:

All images willhave alt tags (important for the visually impaired as they may use software
which converts text to audio, and images with alt tags)

Complex images (e.g. graphs or charts) must be adequately described

Tables must be built to read serially (in a cell-by-cell mode)

Frames, if used, must have "NOFRAME" alternatives

Forms must “tab” in a logical sequence

No non-standard document formats will be used

Title and headers will be built using standard “h1”, “h2” styles
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e Web pages must not have absolute font sizes (that do not enlarge easily)
e Web pages must have consistent layout and be easy to navigate when enlarged
e We will be aware of browsers that do not support user override of authors' style sheets.

The solution is developed using XHTML mark-up language, and will be validated XHTML 1.0
Transitional. This standard requires quality code, which improves the way in which

requirement.

6. Provide details of any previous PIA or other form of personal inf
done on this initiative (in whole or in part).

N/A

about an identifiable individual other than
name, title, telephone or facsimile numb
place of business to be contacted (e.g. info

] DESCRIPTIVE INFORMATION

1. Describe the elements of pers
disclosed and the nature
the definition of perso
For example: Name, ho

2. Provide a description (either a narrative or flow chart [preferred if possible]) of the
linkages and flows of personal information collected, used and/or disclosed.
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System Architecture
ezRecruit™ CRM is developed in Java / Oracle. The technical architecture for the product is depicted
below.
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PERSONAL INFORMATION COLLECTION
(Section 26 and section 27 of the Freedom of Information and Protection of Privacy Act "FOIPP Act")

*IMPORTANT NOTE: Recent amendments to the FOIPP Act have clarified wi

information has not been collected by a public body. See section 27.1 or co
further details.

sonal
2 Officer for

o  nl/a

Is personal information being collected?

IF THERE IS NO PERSONAL INFORMATION BEING CO CT TO | SE OF
PERSONAL INFORMATION

1) Authorization for Collection:

A public body may collect personal info

s. 26

(a) Is the collection of personal informatio
under, an Act, other th

If yes, please speci

ions activities

program or activity of a public body?

Last Updated:

(f) of personal information necessary for the purpose of
hat an individual will be a victim of domestic violence, X
jolence is reasonably likely to occur?
(9) Is the personal information being collected by observation at a
presentation, ceremony, performance, sports meet, or similar event
where the individual voluntarily appears and that is open to the public? X
Please identify event:
(h) Is personal identity information being collected by:
January 2012 Page 5 of 20
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or

s. 26 Yes | No . n/a
A designated provincial identity information services provider and the
collection of the information is necessary to enable it to provide services
under section 69.2, X

A public body from a designated provincial identity information se
provider and the collection of the information is necessary to enab
public body to identify an individual for the purposes of providi

provider to provide services under section 69.2.

If none of the above questions has been answered "ye
authority under the FOIPP Act to collect the person
questions or require clarification please contact F

Will the personal information be
information is about?

IF YOU ARE ONLY CC

NOTED ABOVE,

LLECTION. GO

idual it is about, check

Yes @ No | nla
(5.1)(6 """"""""""""""""""" ion necessary for the medical treatment of
ot possible to collect the information directly
(a.1)(ii) information necessary for the medical treatment of
anin al and it is not possible to obtain authority under (iv) for
another method of collection?
(b) Is the public body collecting personal information disclosed to it by
another public body under an authority within sections 33 to 36 of
the FOIPP Act?
Specify relevant section(s) or subsections that apply.
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s. 27(1) Yes No | n/a

(c)(i) Is the personal information being collected for the purpose of
determining suitability for an honour or award including an honorary
degree, scholarship, prize or bursary?

(c)(ii) Is the personal information being collected for the purpose of a
proceeding before a court or a judicial or quasi-judicial tribunal?

(c)(iii) Is the personal information being collected for the purpose of
collecting a debt or fine or making a payment?

(c)(iv) Is the personal information being collected for the pur
enforcement?

(c)(v) Is the personal information being collected to re

(d) Is the personal information being tran ferre

(e) Is the personal information bein

(f) Is the personal information abou

purposes of managi
between a public bod

(9)

method of collection)

our office does not have the authority
tion in question If you have any questions

under the
or require

Yes No | n/a

al from whom personal information is being collected, been informed of:

(a) the purpose for collection? X
(b) the legal authority for collection? X
(c) the contact information of the person who can answer questions
regarding the collection? X
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27(2) Yes No n/a
Additional details as required (e.g., method of notification)
The user will be provided with information on the collection and use of personal
information prior to submitting it to the university through the prospective student portal
Notification is not required if the answer is “yes” to any of the followi
27(3) n/a
(a) Is the personal information about law enforcement or
to in section 15(1) or section 15(2) of the FOIPP Act?
(b) Has the Minister responsible for the FOIPP Ac
because it would
(a) result in the collection of inaccurate infermati
or :
(b) defeat the purpose or prejudi
information is collected?
(c) The information
(a) is not required, un
from the individual X
X
X
ditional details a reqm
you have not provide req notification as outlined above, please contact FOIPOP
fficer.
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USE OF PERSONAL INFORMATION - (Section 32 of the FOIPP Act)

v
n/a
Is personal information being used?
s.32
(a)
(b) Will the information be used only -
obtained or compiled or for a use co
ess of particular
plicants, etc.)
nother
X
oes not use the personal information in
Vv FORMATION
.2, section 33.3, section 34, section 35 and section 36 of the

(Section 33, sec
FOIPP Ac

Yes | No | n/a
Is personal information being disclosed? (This has been confirmed with Edge. X
September 15, 2014)
IF THERE IS NO PERSONAL INFORMATION BEING DISCLOSED, GO TO
VI. ACCURACY AND CORRECTION OF PERSONAL INFORMATION.
Page 9 of 20
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

A public body may disclose personal information in its custody or under its control only
as permitted under sections 33.1, 33.2, or 33.3 of the FOIPP Act.

1) Disclosure of Personal Information

Sections 33, 33.1, 33.2 and 33.3 of the FOIPP Act provide the legislative authori

is authorized under section 33.1 or 33.2.

Please choose the main authorization(s) for disclosure below. Al
apply do not need to be checked, only the main authorizations

s. 33.1  Disclosure inside OR outside Canada No : n/a

(1)(a) In accordance with Part 2 (pursuant to an

(1)(a.1) : If the information or disclosure is of a

(e) the information is about the thir
remuneration as an officer, empl

ry benefit of a financial
body, not including
ort of the application

nent of British Columbia (other than the
nd Protection of Privacy Act)or Canada that
disclosure

(1)(c.1)
Columbia under an enactment, (other than the Freedom of Information
and Protection of Privacy Act) that authorizes or requires the
information to be made public

Specify name of enactment and relevant section(s)
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

s. 33.1  Disclosure inside OR outside Canada Yes No nl/a

(1)(d) In accordance with a provision of a treaty, arrangement or written
agreement that

(i) authorizes or requires its disclosure, and

(i) is made under an enactment of British Columbia (other than the
Freedom of Information and Protection of Privacy Act) or Can

Specify name of enactment and relevant section(s)

(1)(e) To an individual who is a minister, an officer of the publi

Canada

If paragraph (1)(e)(ii) applies,

(1)(e.1)  To an individual who is
employee or associ

(i) the infor
the individ

of the public body or to a minister, if the
ecessary for the protection of the health or

(1)(h)

er responsible for the Coroner's Act or a person referred to

in section 36 of that Act, for the purposes of that Act

i i

(i) the disclosure is for the purposes of collecting amounts owing to the
government of British Columbia or a public body by

a. anindividual, or
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IX

DMIP OR FOIPP COORDINATOR - REVIEW cont'd

b. corporation of which the individual the information is
about is or was a director or officer,

and

(i) in relation to disclosure outside Canada, there are reasonable
grounds for believing that

a. the individual the information is about is in, resides
or has assets in the other jurisdiction, or

b. if applicable, the corporation was incorpor
doing business in or has assets in the o

1(i.1)

For the purposes of

(i) a payment to be made to or by the governm
or a public body,

(ii) authorizing, administering, processing
a payment, or

(iii) resolving an issue regarding s

(1)0)

(i) Repealed.

(1)(k)

For the purposes of

(1)

regulated inside or outside Cana
s and occupations

(1)(m)

alth or safety, and

own address of the
he head of the public

(1)(0)

(1)(p)

(A) installing, implementing, maintaining, repairing, trouble
shooting or upgrading an electronic system or equipment that
includes an electronic system that is used in Canada by the public
body or by a service provider for the purposes of providing
services to a public body, or

Last Updated: January 2012
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

(B) data recovery that is being undertaken following failure of an
electronic system that is used in Canada by the public body or by
a service provider for the purposes of providing services to a
public body

and

(ii) in the case of disclosure outside Canada

(A) is limited to temporary access and storage for the mini
time necessary for that purpose, and

(B) in relation to data recovery under subparagrap
limited to access and storage only after the sys
occurred

If paragraph (1)(p)(ii) applies, please explai ' ccess and
storage is for the minimum time necess

(1)(q) If the information was collected by

individual voluntarily appeare
Please identify event:
(1)(r) If the information

Was disclosed on a s
is about,

Was obtai

ms or activities of the public body or r
p the public body,

purposes).

To comply

(2)(a)

(2)(b) To a law enforcement agency in a foreign country under an
arrangement, a written agreement, a treaty or provincial or Canadian
legislative authority.
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

()

The minister responsible for this Act may, by order, allow disclosure
outside Canada under a provision of section 33.2 in specific cases or
specified circumstances, subject to any restrictions or conditions that
the minister considers advisable.

(4)

In addition to the authority under any other provision of this section or
section 33.2, the Insurance Corporation of British Columbia may
disclose personal information if,

(a) the information was obtained or compiled by that public be

(5) and
(6)

(7)

To respond to citizens’ enquiries as permj

Additional details as required

s. 33.2

Disclosure inside Ca

No | nl/a

For the purpose fe

al information

to a minister, if the
he duties of the officer,

(f)

To the auditor general or any other prescribed person or body for audit
purposes

(9)

To a member of the Legislative Assembly who has been requested by

the individual the information is about to assist in resolving a problem

Last Updated: January 2012
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IX

DMIP OR FOIPP COORDINATOR - REVIEW cont'd

s.33.2 Disclosure inside Canada only Yes  No  nla

(h) To a representative of the bargaining agent, who has been authorized
in writing by the employee whom the information is about, to make an

inquiry

(i) To a public body or a law enforcement agency in Canada to assist in a
investigation

(i) undertaken with a view to a law enforcement proceeding, or

(ii) from which a law enforcement proceeding is likely to re

)] To the archives of the government of British Columbia
of a public body, for archival purposes
(k) Repealed. a4
U] To an officer or employee of a public body ofdo-@minister, if theyd

information is necessary for the purposes
program or activity of a public body

Additional details as required

No n/a

s. 33.3 | Disclosure to Public out Request

No n/a

ers information under section 33.2 occur

g Agreement been completed for these

elated to the Information Sharing Agreement(s)
into the Personal Information Directory?

Last Updated:

Personal information exchanges within a public body do not normally require an
Information Sharing Agreement (ISA) if they are for a consistent purpose as defined under
section 33.2(a) of the Act or are necessary for the performance of an employee of the
public body under section 33.2(c). However, depending on the nature and sensitivity of the
personal information exchanged, the public body might choose to prepare an ISA or
similar written statement of understanding.
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

3) Research or Statistical Purposes (Section 35)

Yes No  n/a

Has a researcher requested access to personal information in an identifiable
form for research purposes?

If “yes”, a research agreement that conforms to the criteria establishe
must be in place. Contact the FOIPOP Officer for assistance.

Please note: Research using personal information may only b
the terms of section 35.

4) Archival or Historical Purposes (Section 36)

The archives of the government of British Columbia,
francophone education authority (as defined in th
in its custody or under its control to be disclose
by section 36.

Please check the authorization(s) for disclo

(a) The disclosure would no
privacy under secti

(b) The disclosure

&6, 1

thorizations for disclosure you do
. If you have any questions or

Vi F PERSONAL INFORMATION
P Act)
ion will be used by a public body to make a decision that
idual, the public body must make every reasonable effort to ensure
urate and complete. An individual must also have the ability to
access, or have r annotated, their personal information for a period of one year
after a decision ha en made based upon the personal information.
Yes | No nla
1. Are there procedures in place to enable an individual to request/review
a copy of their own personal information? X
2. Are there procedures in place to correct or annotate an individual's
personal information if requested, including what source was used to X
update the file?
Last Updated: January 2012 Page 16 of 20
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

notify other holders of this information?

3. If personal information is corrected, are there procedures in place to

and phone number.

If yes, please provide the name of the policy and/or procedures, a contact person

Policy/procedure:

Contact person:

Phone number:

Additional details as required

Users have the ability to update/change their own info

If any of the questions above have been answered "
further clarification.

Vil SECURITY AND STORAGE FOR THE PROT.

maintenance and securi
section.

ould be completed
ture of the ITS manager is not

t personal information in its custody
angements against such risks as

posal
Yes No . n/a
in place to protect against X
X
es and procedures in place for the security of
ation during routine collection, use and disclosure of X

and phone number.

provide the name of the policy and/or procedures, a contact person

Policy/procedure: | Acceptable Use Policy; Employee Confidentiality Agreements

Contact person: IT Security Officer; Human Resources

Phone number: 250-960-5651; 250-960-5521

Last Updated: January 2012
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

Additional details as required

4. Have user access profiles been assigned on a need-to-know basis? X
Do controls and procedures exist for the authority to add, change or
delete personal information? X
6. Does your system security include an ongoing audit process that.an
track use of the system (e.g., when and who accessed and updated X

the system)?

Please explain the audit process and indicate how frequently audits ‘aredindertaken
and under what circumstances

User names and passwords will be granted for alldnternal‘users of the system
7. Does the audit identify inappropriate accesses 10 the system? X

If any of the questions above have been answered "no®, please contact ITS. Ifyou have
any questions or require clarification, please ‘contact the FOIPOP Officer.

Vil SECURITY ARRANGEMENTS'EOR THE PROTECTION OF PERSONAL)INFORMATION cont'd

Section 30.1 requires'a public body to ensure that personal information‘inits custody or
under its control is stored only in Canada and accesséd onlyiin,Canada unless the
individual the information'iS about has consented or the disclosure is otherwise allowable
under the Act.

Yes No nl/a

Will thedinformation be stored or @cecessed onlyfin Canada? X

Personaliinformation in a public body’s custody,or under its control must be stored and
accessed only in Canada, unless one of the following applies:

Yes No : n/a

(a) Has the individual thetpersonal information is about identified it and
consented, in theyprescribed manner, to it being stored in or accessed X
from another jurisdietion?

Please explain

(b) Will theypersonal,information be stored in or accessed from another
jurisdiction,for the purpose of a disclosure that is authorized under the X
Freedom of Information and Protection of Privacy Act?

Please explain

(c) Will the personal information be disclosed under section 33.1(1)(i.1)?
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IX DMIP OR FOIPP COORDINATOR - REVIEW cont'd

Please explain

If you have not answered “yes” to any of the above authorizations for storage or access of

Officer.
VIl RETENTION OF PERSONAL INFORMATION - (Section 31 of the FOI
If a public body uses an individual’s personal information to

affects the individual, the public body must retain that infor,
after using it so that the individual has a reasonable opp i ss to it.

schedule?

2. Is there a records retention schedu
make a decision that directly affe
least one year after use? The ret
UNBC.

Comments:

SMc, Sep15: Met with P
functionality of ezRecr!
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X SIGNATURES

UNBC APPROVALS:

Unit Director/Manager Signature
Information Tech Services (if Signature Date
necessary)

Shelley McKenzie

FOIPOP Officer

Provost, if necessary Signatu E Date
?tta ents and Appendixes
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