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A GUIDE TO THE COMPLETION OF A 
PRIVACY IMPACT ASSESSMENT (PIA) 

 
What is a PIA? 
A PIA is a privacy risk assessment tool that is used in identifying and assessing privacy related impacts for any 
system/program/legislation which collects, uses, discloses, and/or secures personal information.  A PIA is also 
used when a change occurs to an existing system/program/legislation that collects, uses, discloses and/or 
secures personal information.  
 
Why Complete a PIA? 
PIA’s are a legal requirement for all public bodies under S.69 (5.3) of the Freedom of Information and 
Protection of Privacy Act (FIPPA).  In addition to being a legal requirement, PIA’s act as an “early warning 
system” by identifying deficiencies with regards to privacy protection. It can assist management in making 
informed decisions and avoid privacy breaches by ensuring an organization is complying with FIPPA.  The PIA 
demonstrates accountability by including privacy as part of the design of new initiatives or systems.  When 
designing a new initiative or program with privacy in mind, unnecessary costs are avoided throughout the 
process as it is inclusive from the beginning.  Initiatives cannot proceed to implementation without completion 
and formal signoff of a PIA. 
 
When to Complete a PIA? 
PIA’s should be drafted during the initial development stage of any new system/program/legislation.  PIA’s 
should also be drafted for amendments to existing programs/systems/legislation that detail the privacy impacts 
of the changes.  In many circumstances, the PIA is an evolving document that becomes more detailed over time 
as the initiative progresses. 
 
If the initiative involves data-linking or a common or integrated program or activity, as defined by FIPPA, the 
Office of the Information and Privacy Commissioner of British Columbia (OIPC) must be notified at an early 
stage in the development of the document by UFV’s Privacy Consultant. 
 
The PIA must be completed and signed off prior to the implementation of a new initiative or “launch” date of a 
new system or program. 
 
Who is Responsible for a PIA: 
PIA’s should be drafted by the program area project manager responsible for the implementation of the 
system/program/legislation.  Program area managers are responsible for the approval of the PIA ensuring 
compliance with FIPPA before implementation.   In developing a PIA, the project manager must work closely 
with both Legal Counsel and the Information Technology Services department. 
 
How to Write a PIA: 
The Province of British Columbia provides a template for writing a PIA: 
http://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-
technology/privacy/privacy-impact-assessments 
 
If you have any questions regarding the completion of a PIA, please contact Maureen Murphy, UFV Legal 
Counsel,  at  604-854-4572 or Maureen.murphy@ufv.ca. 
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4.  

 
 

 
 

 
 

Medium Medium 

5.   
 

 
 

 
 

Low Medium 

 
 

10. Collection Notice 

 
 
You are about to enter an area that is monitored by Closed Circuit Video cameras (CCTV).  The use of 
CCTV helps promote safety and reduce crime at UFV.  Images are recorded and may be monitored 
for the purpose of public safety and crime prevention/detection. The personal information collected by 
the CCTV program is collected under the authority of section 26(c) of the Freedom of Information and 
Protection of Privacy Act.  For more information please contact (contact position and contact details). 
 

Part 3 – Security of Personal Information 

 
11. Please describe the physical security measures related to the initiative (if applicable).  
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12. Please describe the technical security measures related to the initiative (if applicable).  
 

 

 
 

13.  Does your branch/department rely on any security policies?  
 
UFV relies on both Standard Operational Procedures (SOPs) as well as UFV policy (#233) noted below in the 
attached link: 
 
https://www.ufv.ca/media/assets/secretariat/policies/Closed-Circuit-Television-(233).pdf 
 
 

14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized changes 
(such as additions or deletions) to personal information. 

 
The CCTV camera system is set up so that images and recordings cannot be altered or deleted. However, 
in conjunction with AIPPO, the Director, Security and Emergency Management may edit a digital file in 
order to show only the image of the individual(s) under investigation or the individual who has requested 
access to his or her personal information.  
 
The recordings are automatically deleted once a maximum of 30 days of recording has come to an end. 
The system then begins recording over itself. In rare cases, the system may run out of space. What is 
meant by this, is that the system only records when there is movement in the camera frame. More 
movement requires more recording space. If the recording space runs out prior to 30 days, then the 
system will automatically commence a new recording cycle.  

 
 
15. Please describe how you track who has access to the personal information. 
 

The Director, Security and Emergency Management or the Manager, Security or their designates, UFV 
Security Coordinators will be responsible for managing access to the CCTV system by adding, modifying 
and deleting users. The CCTV system logs all access to information in the system. Authorized users may 
review the audit log to identify who access information and the date, time and duration of access.  
 
Four (4) people are authorized to export information. They are: both UFV Security Coordinators, the 
contracted Security Site Manager and the Supervisor for the Security Operation Center (SOC). Only these 
four (4) designates have the authorization and the controlled access levels to facilitate the exporting of 
this sensitive information. All other contracted security personnel have VIEW ONLY access.  
 
 

s. 15(1)(l), s. 17

s. 15(1)(l), s. 17
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Maureen Murphy 
Legal Counsel 
University of the Fraser Valley 
 
 

 Signature  
 
 

Date 
 
 
 






