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Part 3 – Security of Personal Information 

If this PIA involves an information system, or if it is otherwise deemed necessary to do so, 
please consult with your Ministry Information Security Officer (MISO) when filling out this 
section. Your MISO will also be able to tell you whether you will need to complete a separate 
assessment called a Security Threat and Risk Assessment (STRA) for this initiative. 
 

11. Please describe the physical security measures related to the initiative (if applicable). 
 
Access Control: Prevention of unauthorized access to data processing systems 
Physical access control systems (Badge access control, Security event monitoring); Alarm system; 
Intrusion detection system; Video surveillance; Visitors only when accompanied by an employee 
permitted; Verifiable key control; Locking of office doors in absence / outside working hours; Visitor 
Access Management determination of authorized persons (employees and non-employees); Third 
party companies always under supervision; Security areas defined

12. Please describe the technical security measures related to the initiative (if applicable).  
 
Server Access Control
Data importer (Brazen) implements suitable measures to prevent its data processing systems from 
being used by unauthorized persons. This is accomplished by: 
 
Access Control: Prevention of unauthorized system use

 
 

 
 

 

 
 

 
Data Access Control 
Data importer (Brazen) ensures that the persons entitled to use its data processing systems are only 
able to access the data within the scope and to the extent covered by their respective access 
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permission (authorization) and that personal data cannot be read, copied or modified or removed 
without authorization. This is accomplished by: 
 
Access Control: User control; Prevention of unauthorized reading, copying, modification or removal 
within the system

 
 
 

 
 

 
 

 
 

 
 

 
 
Pseudonymization: for reasons of data minimization 
 Pseudonymization/ obfuscation takes place at Brazen where appropriate and possible on request in 
which case the processing of the personal data takes place in such a way that the data can no longer 
be assigned to a specific person without the need for additional information

Transfer Control
Data importer (Brazen) implements suitable measures to prevent the personal data from being read, 
copied, altered or deleted by unauthorized parties during the transmission thereof or during the 
transport of the data media. This is accomplished by: 
 
Transfer Control / Transmission Control: Prevention of unauthorized reading, copying, modification or 
deletion during electronic transmission
Use of an up-to-date firewall; Use of up-to-date virus protection; Data protection compliant deletion / 

 

 

 
Enter Control
Data importer (Brazen) implements suitable measures to ensure that it is possible to check and 
establish whether and by whom personal data have been input into data processing systems or 
removed. This is accomplished by: 
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Data Processing Control 
Data importer (Brazen) implements suitable measures to ensure that, in the case of commissioned 
processing of personal data, the data are processed strictly in accordance with the instructions of the 
principal. This is accomplished by: 
 

 
 

 
 

 
 
 

 
 

 
Established internal privacy policies, agreements and conduct regular privacy trainings 
Privacy and confidentiality terms in place within employee contracts; Regular data privacy and 
security trainings for employees and contractors; Appropriate contractual provisions to the 
agreements with sub-contractors to maintain instructional control rights; Regular privacy checks for 
external service providers; Regular security audits

Change & Release Management 
Change and release management process including (impact analysis, approvals, testing, security 
reviews, staging, monitoring etc.); Role & Function based (Segregation of Duties) access provisioning 
on production environments
 
Loss Control 
Data importer (Brazen) implements suitable measures to ensure that personal data are protected 
from accidental destruction or loss. This is accomplished by: 
 
Protection of accidental or intentional destruction or loss 
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Backup and Recovery

 
 

 
 

 
 

 
Separation Control
Data importer (Brazen) implements suitable measures to ensure that data collected for different 
purposes can be processed separately. This is accomplished by: 
 

 

 
 
 

13. Does your branch rely on security policies other than the Information Security Policy?

Please describe any specific policies and procedures and provide contact details for someone who 
could answer further questions regarding these policies and procedures. 

14. Please describe any access controls and/or ways in which you will limit or restrict 
unauthorized changes (such as additions or deletions) to personal information.

 
There are few access levels available in the Brazen Platform:

 Administrator: Those who create virtual events or utilize plugin solutions 
 Booth Owners: Those assigned to build and brand booths, including assigning Representatives
 Representatives: Those who represent a booth or QuickChat (Recruiters, presenters, hiring 

managers, faculty) 
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Attendees: Those who attend the event as a registrant

15. Please describe how you track who has access to the personal information.

Audit trails 

Part 4 – Accuracy/Correction/Retention of Personal Information
 

16. How is an individual’s information updated or corrected? If information is not updated or 
corrected (for physical, procedural or other reasons) please explain how it will be 
annotated? If personal information will be disclosed to others, how will the ministry notify 
them of the update, correction or annotation? 

 
Users have access to update their own information in the Brazen profile. 
How to documents: 

How to edit account information  
  How to update resume. 

 
17. Does your initiative use personal information to make decisions that directly affect an 

individual(s)? If yes, please explain.

Brazen: Yes, the information that is provided by event participants will be used to make hiring 
decisions.  
 
VIU: No 

 
18.  If you answered “yes” to question 17, please explain the efforts that will be made to ensure 

that the personal information is accurate and complete. 

Information is provided directly from the individual.  Representatives will be using information 
provided to conduct interviews.  

 

 

19. If you answered “yes” to question 17, do you have approved records retention and disposition 
schedule that will ensure that personal information is kept for at least one year after it is used in 
making a decision directly affecting an individual? 

Brazen maintains all records for the life of the contract plus 12 months.  User records are kept 18 
months after they are no longer active. 
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Please ensure Parts 6 and 7 are attached unsigned to your submitted PIA. 

Part 6 –  PCT Comments and Signatures 

This PIA is based on a review of the material provided to PCT as of the date below.  If, in future any 
substantive changes are made to the scope of this PIA, the ministry will have to complete a PIA 
Update and submit it to PCT. 

 

 

 
 
 
 
 
 
 
 

   
Privacy Advisor
Privacy, Compliance and Training 
Branch
Ministry of Finance 

Signature  Date 

   
Director or Manager 
Privacy, Compliance and Training 
Branch 
Corporate Information and 
Records Management Office 
Ministry of  Finance (if Personal 
Information is involved in this 
initiative) 

Signature  Date 

 






