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network traffic volume, and bandwidth consumption, all of which are examined or used solely 
for the purpose of providing the cloud service. 

i. System data is not personal information and is distinct from user generated content.  
System data is used solely for the purpose of providing, operating and maintaining the 
service, or diagnosing and/or troubleshooting in the event of problems or system 
outages. 

ii. This non-personal data is accessed by authenticated system administrators, service 
technicians and operators with the appropriate and minimized levels of access. As a rule, 
technicians are granted just-in-time2 minimum privileges necessary to troubleshoot the 
system on an exceptional basis, and only for a fixed period. Upon completion of any 
maintenance task, administrative privileges and access to service data are revoked, and 
all associated data around these activities are logged. 
 

b) Employee Contact Data  
Employee Contact Data is basic information used to identify or differentiate users within the 
cloud service. Examples include User ID, Organizational ID and basic user contact information 
such as phone number or email address. This business contact information may be accessed by 
Microsoft staff providing requested level 2 support if VIU’s IT help desk technicians are unable 
to resolve an access issue.  As there are no plans to expand VIU’s IT help desk services, only the 
absolute minimal support will be provided by them for O365 issues, so Microsoft will be heavily 
relied upon for service support. Microsoft is never provided with a user’s password.  
 

c) Customer Content 
Customer (in this case, VIU) content consists of data, information (including personal 
information of staff, students, alumni, and faculty), documents, spreadsheets and other artifacts 
that are authored, edited, communicated, maintained and eventually disposed of by VIU users.   

i. Content is considered sensitive in nature. In Microsoft Cloud Services, customers control 
their own content data.  Microsoft’s role is limited to that of data processor, a position 
that is further reinforced in the Microsoft Online Privacy Statement and their security 
audits, third party attestations and certifications.  

ii. Specific content will range in type, volume and sensitivity according to the VIU users that 
are making use of Microsoft Cloud Services.  

iii. Customer content is not accessible or visible to Microsoft Cloud Services administrators, 
except in non-routine maintenance scenarios. In these cases, Microsoft, with explicit 
consent from VIU, would be able to investigate and/or fix an ongoing problem with a 
cloud service. 

                                                

2 “Just-In-Time (JIT) access and elevation” refers to Microsoft’s policy that limits staff access based on the actual time required to address an 
identified problem at a specified time.  
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There are three areas of concern regarding the potential disclosure, processing and storage of 
information outside of Canada with this implementation of O365.  The first relates to non-
employees’ names (i.e., students) and VIU email addresses disclosed to Microsoft in the Azure 
active directory which is replicated around the globe within Microsoft’s global private network.   
As only VIU staff are in scope for the project, there is no personal information involved, just 
business contact information so no consent is required for this disclosure.  However, when 
expansion to include non-staff users, VIU will need to reassess the requirement for consent 
depending upon the data fields being disclosed to Microsoft Azure AD. See question 10. 
Collection Notice for further details regarding potential consent requirements in future when 
students’ personal information involved. 
  
The second relates to the Microsoft Online Services Terms3 (OST) which appears to give 
Microsoft the discretion to transmit, store and process information at other locations beyond 
the chosen Canadian data centres. The third relates to the use of microservices, such as the 
spell check and translate functions, which requires information be sent outside of Canada for 
processing.  In both cases the concern is that personal information could be disclosed, 
processed and retained by Microsoft outside of Canada in contravention of FIPPA.    Microsoft 
was contacted regarding these concerns and provided details on both, summarized below (full 
response available in Appendix B):   
 
The Online Services Terms states “Except as described elsewhere in the OST, Customer Data 
and Personal Data that Microsoft processes on Customer’s behalf may be transferred to, and 
stored and processed in, the United States or any other country in which Microsoft or its 
Subprocessors operate.”  This applies to other cloud services where Microsoft does not have a 
contractual commitment to maintain that data in country, such as Sway, Yammer and some of 
the other non-core Office 365 services.  As Microsoft enables more core services in the 
Canadian datacentres, the OST is updated.  Teams has been the most recent service made 
available in the Canadian datacentres and the OST soon will reflect that contractually. Further 
in the OST, Microsoft stipulates that they maintain Office 365 core data in Canada and then go 
on to define exactly what services that entails (Exchange, SharePoint, OneDrive, etc.).  Given 
this response, the discretion given to Microsoft in the OST to transmit, process and retain data 
outside of Canada does not appear to impact this initiative.  

 
Regarding the concern related to O365 microservices, Microsoft will not allow customers to 
disable them as it would effectively stop them from writing code for a modern cloud.  
Microsoft has added the ability for an organization’s IT to disable “connected services” 
features from the Office Pro Plus tools, and while this reduces the use of microservices within 
Office 365, it does not eliminate them, as other services will continue to use them.  See more 
here: https://docs.microsoft.com/en-us/deployoffice/privacy/overview-privacy-controls.  This 
complex issue is one that Microsoft’s BC Government team continues to work through with 

                                                
3 http://www.microsoftvolumelicensing.com/Downloader.aspx?documenttype=PT&lang=English 
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the BC Office of the Information and Privacy Commissioner (OIPC), as it has implications for all 
of BC public sector.  Risk 

 
Regarding access to personal information from outside of Canada, VIU authorized users can 
access data via the Internet so it is possible that this could occur. This access would primarily be 
users accessing their own created content, however, could also involve accessing personal 
information being used in a collaboration with other authorized users. Currently VIU has no 
administrative or technical safeguards to mitigate this risk.  Risk 

 
It should be noted that due to recent COVID-19 pandemic, the B.C. Minister of Citizens’ 
Services issued a Ministerial Order (See Appendix D) which has been extended multiple times, 
and currently expires on December 31, 20214 (unless rescinded or extended again).  A portion 
of the Order states: 

 
2. A public body may disclose personal information inside or outside of Canada in accordance 

with s. 33.2(a) or (c) of Freedom of Information and Protection of Privacy Act through the use 
of third-party tools and applications on the condition that the disclosure is for the following 
purposes:  

 
a. the third-party tools or applications are being used to support and maintain the operation 

of programs or activities of the public body or public bodies,  
 

b. the third-party tools or applications support public health recommendations or 
requirements related to minimizing transmission of COVID-19 (e.g. social distancing, 
working from home, etc.), and  

 
c. any disclosure of personal information is limited to the minimum amount reasonably 
necessary for the performance of duties by an employee, officer or minister of the public body.  

 
However, the public body must ensure the deletion of all personal information stored outside 
of Canada as per item 3 of the order which states: 

 
3. A public body must not disclose information under sections 1 or 2 unless the head of the public 

body is satisfied that with respect to the information disclosed:  
 

a. the third-party application is reasonably secure in compliance with s. 30 of the Freedom of 
Information and Protection of Privacy Act; and  
b. the public body makes all reasonable efforts to remove personal information which is 
collected, used or disclosed using a third-party application from the third-party application as 

                                                
4 https://www.cwilson.com/british-columbia-extends-covid-19-related-data-residency-exemptions-for-health-care-and-
public-bodies/ 
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A unique “Subscription ID” is also used for each tenant. The Subscription ID property is written once 
and cannot be changed. Once a site is assigned to a tenant, it cannot be moved to a different tenant 
later using the content store API. The Subscription ID is also the key that is used to create the security 
scope for the authentication provider and is tied to the tenant.  
 
SharePoint Online uses SQL Server and Azure storage for data storage. At the SQL level, the partition 
key for the content store is “Site ID”. When running a SQL query, SharePoint Online uses a Site ID that 
has been verified as part of a tenant-level Subscription ID check.  
 
SharePoint Online stores file binary “blobs” (e.g., the file streams) in Azure. Each SharePoint Online 
farm has its own Azure account and all the blobs saved in Azure are encrypted individually using a key 
that is stored in the SQL content store. The encryption key is not exposed directly to the end user and 
is protected in code by the authorization layer.  
 
Finally, SharePoint Online has real-time monitoring in place to detect when an HTTP request reads or 
writes data for more than one tenant. It does this by tracking the Subscription ID of the request 
identity against the Subscription ID of the resource being accessed.  
 
Document Records Management: This technology in Office 365 enables clients to control how long to 
keep items in users' SharePoint sites and define what action to take on items that have reached a 
certain age.   
 
eDiscovery, Advanced eDiscovery and/or Data Loss Prevention: Microsoft provides a tool 
characterized as an “eDiscovery Center” for SharePoint. This tool can be delegated to specialist client 
users (i.e., compliance officers, human resources personnel) to search for and preserve records for 
litigation purposes. eDiscovery uses the content indexes created by SharePoint Search. Authorized 
client users can perform an eDiscovery search of mailboxes or SharePoint content by specifying 
search criteria such as keywords, start and end dates, etc. The function can also be used to proactively 
identify client-defined sensitive information for data loss prevention purposes. After the search is 
complete, authorized users can then:   

 Obtain an estimate of the total size and number of items that will be returned by the search, 
based on the specified criteria;  

 Preview search results 
 Copy search results; and  
 Export search results.  

 
Advanced eDiscovery builds on the eDiscovery capabilities by enabling an initial search of all content 
sources to identify and collect data that may be relevant to a specific legal case.  With it, the data set 
size that is relevant can be reduced before further review by applying text analytics, machine learning 
and Relevance/predictive coding.  
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Teams  

Microsoft Teams are like SfB regarding its audio, video, web conferencing, and chat functionality, but 
it differs in its integration with other O365 applications that enables enhanced collaboration between 
members of a Team.  In contrast to SfB, Teams can integrate with over 140 Microsoft and third-party 
apps to further improve collaborative work. Teams Chat data, as noted earlier, while now stored on 
Canadian servers, was initially stored on servers outside of Canada and will be migrated to Canadian 
servers by June 2022.  
 
As per the Microsoft Office 365 Foundational PIA (2020 Update): 

Teams is a “chat-based workspace in Office 365.”  Teams is a graphical-user interface that 
integrates many of Microsoft’s already existing Office 365 products in to one application. 
Conceptually, Teams is an interface that lays on top of other Microsoft Services (OneDrive, 
SharePoint, Exchange/Outlook, etc.). Teams can be accessed either through the Teams client or via 
web browser. 

 
The basic premise of Teams is to provide users with the capability to communicate privately, as 
well as publicly in groups or “teams”, while being able to facilitate document exchange and 
collaboration on projects. This can be done for internal, as well as external parties, who also use 
Office 365, to facilitate secure document exchanges. SharePoint Online provides the back-end 
document management capabilities available in Teams.  
 
Teams’ video conferencing largely encompasses the same capabilities of its predecessor, Skype for 
Business. The key difference is that users may schedule meetings from within a team, allowing 
anyone within that team to join the meeting. Video conferences may also leverage Stream to 
broadcast the meeting/content to other users across the organization or publicly.  
 
Task management is built into MS Teams via Microsoft’s Planner application, which allows user to 
assign tasks and track their progress/completion.  
Teams has also implemented its own application store. Here, users are able to access Microsoft-
developed, as well as third-party developer’s applications that integrate with Teams. 

 
File level encryption is used with Microsoft Teams such that customer data at rest may be stored in 
the form of files or presentations that have been uploaded by meeting participants. The Web 
Conferencing server encrypts data content using AES with a 256-bit key. The encrypted data 
content is stored on a file share. Each piece of content is encrypted using a different randomly 
generated 256-bit key. The encryption key is stored in a corresponding metadata XML file that is 
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also encrypted by a per-conference master key. The master key is also randomly generated once 
per conference.  
 
When a piece of content is shared in a conference, the Web Conferencing server instructs the 
conferencing clients to download the encrypted content via HTTPS. It sends the corresponding key 
to clients so that the content can be decrypted. The Web Conferencing server also authenticates 
conferencing clients before it allows them access to conference content. When joining a Web 
conference, each conferencing client establishes a SIP dialog with the conferencing focus 
component running inside the front-end server over TLS first. The conferencing focus passes an 
authentication cookie generated by the Web Conferencing server to the conference client. The 
conference client then connects to the Web Conferencing server, presenting the authentication 
cookie to be authenticated by the server. 
 
All client-facing servers negotiate a secure session using TLS with client machines for data in 
transit. This applies to various protocols such as HTTP, POP3, etc., that are used by clients such as 
Outlook, Microsoft Teams, and Outlook Web App. 
 
Microsoft Teams users interact with that service through the Teams client and Web browsers. 
Teams voice and video traffic is transmitted using Secure Real-time Transport Protocol (“SRTP”). 
Teams does not store customer calls, but it can be configured to store calls in Exchange Online.  
 

Microsoft Teams the conversations are persistent and, by default, retained as long as the Client 
maintains their tenant. It is, however, possible for admins can configure retention policies (both 
preservation and deletion) in the Security & Compliance Center for Teams chat and channel messages. 
This helps either retain data for compliance (preservation policy) for a specific period or get rid of data 
(deletion policy) if it is considered a liability after a specific period. Teams retention policies ensure 
that when an organization delete data, it is removed from all permanent data storage locations on the 
Teams service 
 

Office 365 Customer Lockbox 

In exceptional and rare instances, where VIU is not able to self-remediate an issue using available 
resources a ticket may be opened in the service portal to have the problem resolved by Microsoft. 
The issuance of a ticket is the required first step in provisioning access to a Microsoft Engineer 
through the Customer Lockbox mechanism.  
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with ISO27018 means that they only process personal information in accordance with 
customer instructions, are transparent about what happens to customer data, provide 
strong security protections for personal information in the Microsoft cloud, do not use 
customer data for advertising, and they inform customers about government access to 
their data 

 Statement on Standards for Attestation Engagements No. 16 (SSAE 16) - Office 365 has 
been audited by independent third parties and can provide SSAE16 SOC 1 Type I and Type 
II and SOC 2 Type II reports on how the service implements controls 

Robust Customer Controls 
Office 365 combines the Microsoft Office suite with cloud-based versions of their next-generation 
communications (Exchange Online) and collaboration services (SharePoint Online and One Drive). 
Each of these services offers individualized security features  

 
  

  
   
  

 
Office 365 Built-in Security 
Along with the encryption technologies that are addressed at the service-level in Office 365 and 
managed by Microsoft, Microsoft also offers various technologies that VIU can implement and 
configure.  The available technologies listed below offer a variety of ways to encrypt data in 
different workloads and offer ways to encrypt data at rest or in transit. 

 Rights Management Service (RMS) 
o With RMS, VIU can not only encrypt data but also apply policies on the data to limit 

or allow the actions by the recipient of the data.  
 Secure Multipurpose Internet Mail Extension (S/MIME) 

o S/MIME (Secure/Multipurpose Internet Mail Extensions) is a standard for public key 
encryption and digital signing of MIME data. S/MIME allows a user to (1) encrypt an 
email (2) digitally sign an email.  

 Office 365 Message Encryption 
o Allows users to send and receive encrypted email as easily as regular email directly 

from their desktops. Email can be encrypted without complex hardware and 
software to purchase, configure, or maintain. 

 Transport Layer Security (TLS) for SMTP messages to partners  
o VIU may setup an SMTP connection to their trusted partners that is secured using 

Transport Layer Security negotiation. Sending email via an encrypted SMTP channel 
can prevent data in emails from being stolen in man-in-the-middle attacks where one 
corporation is sending emails to their business partner. 

 Anti-malware/anti-spam controls 
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changes are made. VIU can turn on additional access monitoring functionality in Azure and use 
third-party monitoring tools to detect additional threats.  

 Customer Lockbox. Customer Lockbox gives customers explicit control of the very rare 
instances when a Microsoft Engineer may need access to customer content to resolve a 
customer issue. 

 
Nearly all service operations performed by Microsoft are fully automated and human involvement 
is highly controlled and abstracted away from customer content. All access control activities in the 
service are logged and audited. 
 

14. Please describe how you track who has access to the personal information. 
 

 
 
As noted above, Microsoft Cloud Services include access monitoring and logging which can 
identify access patterns and proactively identify and mitigate potential threats. Microsoft 
administrative operations, including system access, are logged to provide an audit trail if 
unauthorized or accidental changes are made. Activity reports9 specific to the in-scope O365 
applications are also available to authorized administrators.  Additional access monitoring 
functionality in Azure and third-party monitoring tools to detect additional threats may also be 
used by VIU.   
 
Access to VIU data is strictly controlled and logged, and sample audits are performed both by 
Microsoft and third parties to attest that access is only for appropriate business purposes.  
Microsoft recognizes the importance of VIU’s content, such as Exchange Online email body data 
and SharePoint Online team site content. If someone - Microsoft personnel, partners, or VIU 
administrators—accesses VIU content on the service, VIU can obtain reports regarding that access 
by either running a non-owner mailbox access report or an external admin audit log.  
 

 
Part 4 – Accuracy/Correction/Retention of Personal Information 

 
15. How is an individual’s information updated or corrected? If information is not updated or 

corrected (for physical, procedural or other reasons) please explain how it will be annotated? If 
personal information will be disclosed to others, how will the public body notify them of the 
update, correction or annotation? 
Authorized users of the O365 applications and services are responsible for their own content, 
which would include updates and corrections. There are currently no policies or procedures to 
guide how other individual’s personal information should be updated or corrected in VIU records. 

                                                
9 https://docs.microsoft.com/en-us/office365/admin/activity-reports/activity-reports?view=o365-worldwide 
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APPENDIX B – Communication with Microsoft

Greg Milligan
 6, 2019, 1:02 PM (3 days ago)

to David, me, David

Hi Shelly – I’d be happy to help.  As you can imagine, this is something Microsoft is working on with 
the BC Government and the OIPC, as it has implications in healthcare, municipal governments, core 
BC government ministries, as well as education.  I’ll do my best to explain it from an EDU perspective.

The details of how Microsoft stores and processes your data, including what we will and won’t do 
with it are described in the Online Services Terms.  It’s in the second section on this page:
https://www.microsoft.com/en-sg/licensing/product-licensing/products
The current English version of the OST is at the top of the second column.

I’ll address the second question first, as it’s the most straightforward:  On page 11, we stipulate that 
“Except as described elsewhere in the OST, Customer Data and Personal Data that Microsoft 
processes on Customer’s behalf may be transferred to, and stored and processed in, the United States 
or any other country in which Microsoft or its Subprocessors operate.”  This has caused some anxiety 
to a few  because they didn’t understand the implications of the first phrase.  In the 
OST (later on page 11), we stipulate that we maintain Office 365 core data in Canada and then go on 
to define exactly what services that entails (Exchange, SharePoint, OneDrive, etc.).  

The first paragraph that describes transfers allows us to provide other cloud services where don’t 
have a contractual commitment to maintain that data in country.  Examples of this would include 
Sway, Yammer and some of the other non-core Office 365 workloads.  As we enable more core 
workloads in the Canadian datacentres, we update the OST to reflect that.  Teams has been the most 
recent workload to come into the Canadian datacentres and we will update the OST soon to reflect 
that contractually.  This resource can be useful for determining which services run 
where:  https://products.office.com/en-us/where-is-your-data-located, under “See data storage 
locations.”

The other question about Microservices is more complex.

When the BC-FIPPA legislation was drafted 20 years ago, it was in a world of outsourced datacentres, 
where a hosting company would run effectively the same workloads as a customer would in their own 
datacenter.  Microsoft Exchange was a good example of this.  BC-FIPPA has concerns about data 
residency and data access, which were really about where the data was written to a disk, and who 
could access that data.  Microsoft’s contractual obligations are focused on data residency, meaning 
data at rest, as this is a common requirement in lots of geographies.  As such, we point to the OST and 
assert that we meet the data residency (or data at rest) requirements of BC-FIPPA.
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Recently, the OIPC started to look into where electronic processing of data takes place.  In our world, 
we categorize that as “processing” and differentiate it from “data residency”, because we don’t 
persist that data to disk or other form of persistent storage.  The challenge is that the world of cloud 
computing has changed drastically in the last 20 years and workloads are no longer run on a set of 
VMs running in one single datacenter.  Microsoft Azure, Amazon AWS and Google Cloud Platform all 
provide “Microservice” or “cloud fabric” APIs to complete a task, without requiring the overhead of 
an entire virtual machine to process the task.  Modern SaaS apps like Office 365, D2L Brightspace, 
Salesforce, etc. use these microservice APIs to scale out their applications.  In our world, Azure 
microservices run in any datacenter, but because it’s a machine-to-machine API call with no data 
persisted to disk, we don’t view that as a data residency violation (nor do our European customers, by 
the way).  The OIPC, however, looked at these microservices as an opportunity for data access, even 
though our understanding of the data access concerns of BC-FIPPA were about humans having access. 
 
Some of the examples of where Office 365 uses microservices are in the Office apps like Word and 
PowerPoint.  Design Ideas takes content from a set of slides and makes an Azure Machine Learning 
microservice call to determine appropriate fonts, photos, layouts, etc. that might enhance a user’s 
presentation.  Similarly, Excel has an Insights feature that takes data, makes an Azure Machine 
Learning microservices call and then enhances the data’s visibility with suggested charts, 
etc.  See https://techcommunity.microsoft.com/t5/Excel-Blog/Get-rich-insights-from-your-data-with-
intelligence-in-Excel/ba-p/138261 for more details. 
 
I think that the OIPC wanted Microsoft to find every place where any of our tools use microservices 
and allow institutions to disable them.  Microsoft won’t do that, as it effectively stops us from writing 
code for a modern cloud.  Note that this isn’t a Microsoft only issue – all SaaS apps under 
consideration or use by  will need to be examined to understand how the vendors 
used the underlying microservices capabilities of the cloud they run on. 
 
In the consumer world, we ask the user to opt-in before we enable these features.  In a corporate 
world, IT does that effectively on behalf of their users, so one thing we’ve added is the ability for IT to 
disable these “connected services” features from the Office ProPlus tools.  This reduces the use of 
microservices within Office 365, but doesn’t eliminate them, as other services will continue to use 
them.  See more here: https://docs.microsoft.com/en-us/deployoffice/privacy/overview-privacy-
controls. 
 
As you can see, this is a complex topic and one that I generally turn to the BC Government team 
within Microsoft to work through with the OIPC, as it has implications for all of BC public sector. 
 
Hope that helps. 
Cheers, 
Greg 

culbertsm
Text Box
s. 21(1)



Privacy Impact Assessment for Non-Ministry Public Bodies

Microsoft Office 365

64 

APPENDIX C – Online Service Terms

Microsoft Online 
Services Terms for Ed     

APPENDIX D – Ministerial Order and Amendments

M085-2020.pdf m0192_2021.pdf m0192_2021.pdf
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10 MTICS (Ministry of Technology, Innovation and Citizen’s Services) PIAs – unknown if content has changed  
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