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PRIVACY IMPACT ASSESSMENT 

for 

Momentive/Survey Monkey Site license 

1. Purpose of the Privacy Impact Assessment (PIA) 
This form is used by VIU to determine if a current or proposed policy, system, project, 
program or activity meets or will meet the protection of privacy requirements under Part 3 
of the British Columbia Freedom of Information and Protection of Privacy Act (FIPPA).  
The Act makes it a legal requirement that VIU conduct a PIA in accordance with the 
directions of the minister responsible for the Act. The PIA is a risk management tool to 
identify potential privacy issues and impacts, allowing correction and mitigation, thus 
avoiding costly system, program, service, or process redesign; privacy complaints or 
breaches; and harm to personal, professional and institutional reputation.   
 
See Schedule A for definition of terms. 
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2.3.1. Background 

This PIA is for VIU's acquisition of the SurveyMonkey survey platform, for use by members of the VIU 
community in conducting survey research. VIU currently operates two other survey software platforms, 
Qualtrics and Lime Surveys, and previously operated two others, FluidSurveys and Checkbox. These are 
all similar in their function.  
 
There are implications for data hosting both before and after survey administration. A common method in 
surveys is to upload an Excel cohort file with respondent information such as name, email, and student 
record data or employee file data. The software creates a unique record for each respondent and can 
recall those details in the survey to ask about them. The software also uses unique records to send 
"reminder emails" only to those who have not completed the survey. This can be done anonymously, or 
more commonly, confidentially. Confidential in this case means that project team members, who should 
be explicitly named in the survey and its communications, have access to the raw data, but typically 
guarantee that individual responses will not be disclosed under any circumstances.  
 
In most cases, the survey administrator will download the responses for analysis, but the responses will 
likely stay in the cloud unless the survey administrator takes the active step of deleting them. Note that 
responses and respondent metadata or stored in a Canadian Data Centre to keep in line with Canadian 
Privacy Laws (see Section 2.7 more details). When users apply for a license, we ask survey 
administrators to download the data to a secure storage medium and then delete the participant table and 
responses from the cloud-hosted survey account. In addition, before users can obtain a survey software 
license, they must sign the “Terms of Use Agreement for Survey Software Account (TOA)” (See appendix 
A). In the TOA, they must sign that they will store survey data securely in accordance with FIPPA and that 
they will contact the University Secretariat immediately if they become aware of unauthorized access to 
the data. 
 
Institutional research, meaning that which serves the planning/operational/performance measurement 
needs of VIU or its departments, can use student and employee record information for this purpose, with 
the approval of senior leaders backing the survey, and the Survey Management Committee, which 
oversees surveys on behalf of the Provost. Students agree to this use of their information on VIU’s 
current application form.  
 
Other types of surveys conducted by the VIU community usually have their own membership/contact lists 
that are separate from student records, or which are otherwise pre-approved based on the type of 
research (e.g., event attendance, class enrolments). VIU community survey platform users are also 
required by the Terms of Use Agreement to review and acknowledge the Survey Privacy Guidelines 
document, which covers confidentiality/anonymity, personal information, protecting the privacy of survey 
respondents, boilerplate consent statements, and so on (see Appendix B).  
 
Note that SurveyMonkey has been in use at VIU for several years; this contract with Momentive, the 
parent of SurveyMonkey, consolidates expenditures on SurveyMonkey, and adds features of an 
enterprise account. In addition, by providing VIU-sanctioned software and a management framework, 
there is a greater level of oversight, quality control, and attention to privacy/FOIPPA matters.  
 
Survey methodology rules as well as definitions of survey categories are described in a forthcoming 
Survey Policy and Procedure being submitted to the Governance Practices Committee in May 2022. 
 

2.3.2. Student Information 

The following applies to 2.3.2  - 2.3.4: 
 

Collection: Survey software collects identifying information including demographic and 
opinion information.  

Access: Access to the data should be limited to the research team and its management 
hierarchy. In institutional research, this is typically OUPA staff, the project sponsor and 
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Instructor Individuals responsible for the teaching of credit and non-credit courses 
including professors, associate professors, assistant professors, professors 
emeritus, adjunct professors, visiting faculty, practitioner faculty, post-
retirement appointees, lecturers, instructors, teaching assistants, tutors and 
markers, faculty associates, in-service associates, associate members and 
program coordinators. 

Personal 
information 

Recorded information about an identifiable individual, other than business 
contact information, including but not limited to: 

27. names, home addresses and telephone numbers; 
28. age; 
29. sex;  
30. marital or family status;  
31. identifying number;  
32. race, national or ethnic origin;  
33. colour;  
34. religious or political beliefs or associations;  
35. educational history;  
36. medical history;  
37. disabilities;  
38. blood type;  
39. employment history;  
40. financial history;  
41. criminal history;  
42. images; 
43. anyone else's opinions about an individual;  
44. an individual's personal views or opinions; and,  
45. name, address and phone number of parent, guardian, spouse or 

next of kin. 

Record Includes books, documents, maps, drawings, photographs, letters, 
vouchers, papers and any other thing on which information is recorded or 
stored by graphic, electronic, mechanical or other means, but does not 
include a computer program or any other mechanism that produces 
records. 

Service provider A person retained under contract to perform services for VIU or a person 
with whom an employee automatically enters into an agreement by virtue 
of using their product or service and in so doing accepts the service 
provider’s terms of use. 

Unauthorized 
collection, use, 
disclosure and 
disposal 

Occurs when a person who has access, whether authorized or 
unauthorized, to personal information in the custody or control of the 
University, collects, uses, discloses and disposes of that information and it 
is not authorized by the Act. 

Use Employ information to accomplish a specific purpose.  

Volunteer A person who provides a service to the University without being paid. 

 




