


1.0 Privacy Context

1.1 Description of Systems and Linkage to Legislation
[[Describe the systems being implemented or changed as a result of this project, and what implications there are
in terms of FIPPA.]]

The Automatic License Plate Recognition System (ALPR) utilizes a vehicle with an on-board computer and
rooftop-mounted cameras to scan and photograph license plates in a geographic area. A photograph is taken
when a license plate is detected, and the license plate photo is converted into data format. This data is cross-
referenced with permit-holder data (license plate number/province, permit number, timestamp data) that has
been securely uploaded to the on-board computer (laptop) from the existing The
will then query the
in Burnaby as a final check to determine if the suspected vehicle has purchased parking in the last few moments.
Permit-holder information is periodically updated throughout the day via the same secure connection,
encrypted, to ensure permit-holder information on the laptop remains current. All data and photos on the
laptop are automatically deleted at the end of the day via the vendor’s proprietary process, when the data is
downloaded to the The data in the will be immediately deleted as it is
not needed.

When a violation is detected, the officer issues a citation via the existing citation process.

The existing citation process involves an officer manually entering citation data onto an app on an iPhone
dedicated for this purpose, taking a photo of the license plate and a wider-angled photo of the entire vehicle,
attaching the photos to the citation, and securely downloading the citation and photos to the

The citations and associated photos are stored in the at UVic indefinitely, which is the existing
process.

Implications regarding FIPPA would be the capture of data that can be directly linked to a registered owner, as
well as location and duration of data storage, and security of data during transmission.

As part of the next phase of the project, Implementation, Campus Security (CSEC) will be consulting with various
areas on campus to advise the community of the technology being implemented, in an effort to allay privacy
concerns. Signage will be erected on campus in affected areas to advise of the technology being utilized for
parking enforcement.

1.2 Use of System
ALPR Process:

The ALPR system will be used to manage parking enforcement, to ensure that vehicles parked on the Gordon
Head Campus have a valid permit, have paid for parking and are not currently suspended from parking on
campus. The system will be operated by a Security Officer and operate through cameras mounted on a vehicle,
that would scan vehicle license plates in parking lots on campus. Data will only be retrieved for the purpose of
managing parking on campus by authorized Campus Security personnel.

Data (License Plate information, province, permit number, expiry date/time information) from the

Permit Database) for valid permit holders, as well as from the when this functionality

is enabled in the future, will be downloaded encrypted via 3G to an encrypted laptop located in the vehicle. A

server in the UVic datacenter called runs core software that sets up
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pulls data every 2-6 weeks, a list of license plates related to unpaid
citations. A Campus Security (CSEC) officer manually uploads the data file to

using CSEC’s ID and Password. processes the information and deposits a file with information
about those vehicles to . CSEC logs in and receives the data file, prints it,
and manually inputs the information into the Information received from Vehicle Owner

Name, address, postal code. CSEC stores printed copies in a locked filing cabinet, and deletes electronic copy
immediately after manual entry.

CSEC then sends emails if they have an email address for the violator, or letters if only a home address.

iPhone control/security is addressed in section 1.3, Record Management, Manual citation system (iPhone)

1.3 Custody and Control
[[Describe what records will be under the possession or use of the institution or system and how the records will
be managed to address FIPPA.]]

Records in custody and control of the University include:
1. Permit data:

Data from the nd external Pay by Plate Provider (License Plate number, province, permit
number , expiry date/time information) will be uploaded to a laptop located in the vehicle.

2. ALPR Data:

There are four types of data collected from parked vehicles via camera. Retention schedules for each type of
data can be configured separately, these rules are laid out in the Risk Table item #9 .

Hits/Hit photos: Data associated with an infraction.

Read/Read photos: data not associated with an infraction. The types of hits are: Accepted and enforced,
Rejected hits, Accepted but not enforced.

Image of license plate, image of vehicle, date/time of infraction and GPS are retained for as long as laptop is
active that day, then automatically scrubbed when the data is downloaded encrypted to
at the end of each day.

Permit-holder information is periodically updated throughout the day via the same secure connection
encrypted, to ensure permit-holder information on the laptop remains current.

3. Manually input into enforcement app:

License Plate Number, Colour, Style (convertible, van, etc), Make, Model, Violation info, Location, Timestamped
by app. Photos associated with a violation (license plate/entire vehicle)

4. File uploaded manually to by CSEC: BC License Plate information

5. File received from ICBC manually downloaded from by CSEC: Vehicle Owner Name, mailing address
with postal code
Record Management:

ALPR:

Communication between the Vehicle laptop and the will be encrypted.
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e Account Management is subject to the operating procedures and processes of the University.

Security Control PL-4
Control:

e Establishes and makes readily available to individuals requiring access to the information
system, the rules that describe their responsibilities and expected behavior with regard to
information and information system usage;

e Receives a signed acknowledgment from such individuals, indicating that they have read,
understand, and agree to abide by the rules of behavior, before authorizing access to
information and the information system;

e Reviews and updates the rules of behavior; and

e Requires individuals who have signed a previous version of the rules of behavior to read and
re-sign when the rules of behavior are revised/updated

Security Control AT-2
Security Awareness Training
Control:

e The organization provides basic security awareness training to information system users
(including managers, senior executives, and contractors):

e As part of initial training for new users;
e  When required by information system changes; and
e Organization-defined frequency thereafter.

Response:
e Privacy training will be required for new users to ensure compliance with FIPPA.

IA-2
Identification and Authentication (organizational Users)
Control:

e The information system uniquely identifies and authenticates organizational users (or
processes acting on behalf of organizational users).

Response:
e See SC-8
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