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PART 1: GENERAL INFORMATION & OVERVIEW 
 

 

1.1 Executive Summary 
UBC has recently updated its Adobe Cloud Storage offering. Since 2018, UBC provided Adobe cloud user 
subscriptions with cloud storage initially disabled. However, with the renewal of UBC’s Adobe licensing in July 
2023, a change was introduced. Under the new agreement, UBC now includes 100 GB of cloud storage for 
faculty, staff, and students with active software licenses. 
 
While this service enables users to store and share digital assets and records online, it also introduces privacy 
and security risks, such as data leakage, record loss, and data residency concerns. To address these risks, UBC 
has implemented mitigation strategies: 
 

1. Mitigation measures include domain-specific restrictions on file sharing capabilities, with the 
deactivation of public links to enhance security. 

2. Advising users against using this service unless necessary, requiring them to acknowledge 
responsibility for any associated risks. 

3. Measures are in place to ensure that Adobe Cloud Storage complies with UBC’s Information Security 
Standards, which cover aspects such as log management, administrator monitoring, and access 
management. 

 
The project team is currently assessing whether the benefits of using Adobe Cloud storage outweigh the risks 
associated with providing all users access to this service. 
 

1.2 Project Description 
Since 2018, UBC has provided Adobe cloud user subscriptions, with cloud storage initially disabled. In July 2023, 
UBC renewed its Adobe licensing. Under the updated terms of this new agreement, UBC will now offer 100GB 
of cloud storage for faculty, staff, and students holding active software licenses.  
 
Currently, the project team is evaluating whether the advantages of utilizing Adobe Cloud Storage outweigh the 
potential risks associated with granting all users access to this service. 
 
RISK CLASSIFICATION 
The inherent privacy risk classification level of this PIA submission is 4 – High. 
The residual risk classification level of this PIA submission at closure is 3 – Medium. 
 

1.3 Scope  
The scope of this review encompasses the privacy risks related to the use and administration of Adobe Cloud 
Storage at UBC. It should be noted that the mitigations detailed in this report assume that the storage feature 
will be enabled for all UBC individuals who are granted an Adobe license. 
 
This review does not include an assessment of Adobe’s Information Security posture. Additionally, it does not 
cover potential privacy risks associated with other Adobe products. 
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1.4 Data Elements  
The evaluation of Adobe and Adobe Cloud Storage at UBC involves two primary categories of data elements: 
 

1. User Account Data: This includes information collected to create Adobe user accounts. UBC provides 
following details to Adobe: 

a. For faculty and staff: Account creation details provided to Adobe through a partnership 
platform, including basic identification and contact information relevant to their location. 

b. For students: Account creation involves assigning anonymized identifiers synced from UBC’s 
internal systems to ensure privacy while enabling service usage. 

2. Digital Assets and Records:  These are stored within Adobe Cloud Storage. The usage is confined to 
certain Adobe services. The stored digital assets are not intended to contain information classified as 
High Risk or Very High Risk according to UBC’s Information Security Standards U1. Specific applications 
with the cloud storage feature enabled are detailed in Section 3.4: Tracking Access / Access Controls. 

 

1.5 Storage or Access Outside of Canada (including back-ups and recovery) 
Adobe Cloud Storage, utilized by UBC, is hosted on Amazon Web Services (AWS) in the Virginia, USA region. 
Given that the data elements involved are not classified as sensitive in the context of FIPPA legislation or UBC 
Information Security Standards, an enhanced PIA was not deemed necessary for this initiative. 
 

1.6 Data-Linking Initiative 
This project is not considered a data linking initiative as contemplated under FIPPA s. (36). 
 

1.7 Is this a Common or Integrated Program or Activity? 
This project is not considered a common or integrated program or activity as defined in FIPPA Schedule 1. 
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PART 2: PROTECTION OF PERSONAL INFORMATION 
 

 

2.1 Personal Information Flow Diagram/Table 
 
Faculty/Staff Adobe Account Provisioning Flow: 

1. Faculty and Staff log in to the UBC Software Download Webstore (https://ubc.onthehub.com). 
2. The Kivuto webstore validates the user’s affiliation and eligibility, displaying a software menu. 
3. Once an order is placed, the Kivuto webstore processes it and executes license provisioning. 
4. Adobe’s license server subsequently assigns and activates the license. 
5. Finally, the Kivuto webstore sends an order confirmation email to the user. 

 
Student Adobe Account Provisioning Flow: 

1. Course/Program Coordinators submit a list of courses requiring Adobe Software. 
2. Student identifiers and course enrollment details are transferred to the Integrated Data Reporting 

team through a designated platform for processing. 
3. The team compiles and uploads a spreadsheet of students’ CWLs for the specified courses to a secure 

folder in Teamshare. 
4. A random UUID is generated. 
5. Adobe licenses are then assigned using the Adobe synchronization tool. 

 
  









PIA02691 

PrISM Safety & Risk Services   |   7 

PART 4: ACCURACY, CORRECTION, AND RETENTION 
 

 

4.1 Updating and Correcting Personal Information 
Updating and correcting personal information in this context is not applicable.  Account assignment utilizes 
personal information from existing UBC systems. Therefore, any updates or corrections to personal 
information must be made at the source. 
 

4.2 Decisions That Directly Affect an Individual 
This project does not capture personal information that directly affects an individual. 
 

4.3 Records Retention and Disposal 
Departments and faculties at UBC choosing to use Adobe Cloud Storage must implement and uphold 
appropriate records retention and disposal policies. These policies should align with individual and UBC-wide 
requirements.  Adobe’s guidelines indicate a 30-day retention period for files in the “deleted” folder. Files older 
than 30 days are permanently removed. Users can opt to immediately delete files from this folder. 
 
Regarding UBC data retention and disposal upon revoking a user’s Adobe license: UBC Adobe Administrators 
can recover records for up to 30 days post-license removal. Beyond this period, file recovery is not assured. 
However, Adobe Account Representatives have indicated that, upon request, Adobe Support may assist in 
recovering files for unlicensed users. 
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PART 5: FURTHER INFORMATION 
 

 

5.1 Systematic Disclosures of Personal Information 
This project does not involve the systemic disclosure of personal information. 
 

5.2 Access for Research or Statistical Purposes 
This project does not involve the disclosure of personal information for research or statistical purposes as 
contemplated under FIPPA s. (35). 
 

5.3 Other Applicable Legislation and Regulations 
This project is not subject to other applicable legislation or regulations. 
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PART 6: ACCESS AND PRIVACY MANAGER COMMENTS 
 

 

6.1 Information or Materials Reviewed 
To ensure an accurate assessment for this review, Adobe documentation was examined, and meetings with 
Adobe support staff were conducted. This approach was crucial in gathering all relevant information. 
 

6.2 Analysis and Findings 
The deactivation of Adobe Cloud Storage was considered unfeasible. Consequently, UBC has taken measures to 
mitigate risks. These measures include ensuring administrators have the necessary controls to comply with 
UBC ISSs, limiting file sharing capabilities, and advising users against using the service. Should users choose to 
ignore this advice, the responsibility for any resulting risks must be acknowledged by the Unit’s Head (or 
equivalent) or their respective delegate. 
 

6.3 Conditions of Approval 
Conditions of Use of Adobe Cloud Storage for all Licensed Users: 
 
Condition #1 – Appropriate Stakeholder Approval 
Implementation for widespread use requires approval from the office of the CIO. Any final decisions must be 
documented in the amended PIA. 
 
Condition #2 – User Acknowledgment 
Users must be informed that UBC does not recommend Adobe Cloud Storage due to potential risks. They are 
required to acknowledge their responsibility for these risks.  The acknowledgment includes:    

 Acceptance of risks associated with Adobe Cloud Storage use. 
 Awareness of limitations on file sharing. 
 Compliance with UBC’s retention requirements, recognizing that data linked to unlicensed users will be 

permanently deleted after 30 days. 
 Understanding that Adobe Cloud Storage stores records outside of Canada and cannot contain Very 

High Risk data. 
 
Condition #3 – Implementation of Information Sharing Controls 
As outlined in RK0021524, mitigation plans should be executed to restrict users’ file sharing capabilities and 
minimize associated risks.    
 
Condition #4 – Implementation of Data Loss Prevention Controls 
As specified in RK0021524, integration of Adobe Cloud Storage with UBC’s existing file storage solutions is 
necessary for aligning data loss prevention controls. 
 
 
 
 
 
 
 
 
 
 
 




