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PART 1: GENERAL INFORMATION & OVERVIEW 
 

 

1.1 Executive Summary 
The UBC Sauder School of Business MBA division uses Oncehub, an appointment scheduling system, to assist with 
booking advising appointments within the unit. Users are able to select appointment times and conveniently schedule 
discussion time slots with advisors. 
 
This service has been in use since 2019 and will be phased out in 2022 as part of the implementation of a new CRM 
system based on the Salesforce platform, subject to a separate PIA. A new PIA will like likewise be required for the 
forthcoming replacement service. 
 

1.2 Project Description 
We require a system that allows students to conveniently sign up for appointment times on a system, and that allows 
a team of 4-6 Recruitment & Admissions Managers to manually and independently provide appointment times, and in 
varying time zones (as we do overseas appointments too). We would also require a system such as 10to8 that 
provides students with automatic and customizable reminders via text and email. The system we are looking at is 
known as 10to8: http://10to8.com PIA Advisor Note: The project has proceeded with Oncehub instead of 10to8 as 
outlined in the original project description above. 
 
RISK CLASSIFICATION 
The inherent privacy risk classification level of this PIA submission is 4 – High. 
The residual risk classification level of this PIA submission at closure is 3 – Medium. 
 

1.3 Scope  
The scope of this assessment covers the implementation of an appointment scheduling tool by the business school 
staff who are authorized to use the product on behalf of UBC, as outlined in this PIA. 
 

1.4 Data Elements  
For advising appointments, the system collects essential contact information and academic program details. 
 
For recruitments and admissions appointments, personal information collected includes first name, last name, email, 
mobile telephone number, location (country), program of interest, and resume/CV. 
 
Oncehub also collects personal information via tracking cookies embedded within user's web browsers (e.g. Google 
Analytics) Users may opt out of using cookies at the start of a browsing session. 
 

1.5 Storage or Access Outside of Canada (including back-ups and recovery) 
Includes storage outside of Canada using internationally recognized cloud services providers. 
 

1.6 Data-Linking Initiative 
This project is not considered a data linking initiative as contemplated under FIPPA s. (36). 
 

1.7 Is this a Common or Integrated Program or Activity? 
This project is not considered a common or integrated program or activity as defined in FIPPA Schedule 1. 
 

1.8 Related PIAs 
PIA01785 - Sauder RHL Recruitment and Admissions System  
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PART 2: PROTECTION OF PERSONAL INFORMATION 
 

 

2.1 Personal Information Flow Diagram/Table 
Users navigate to the Sauder web page and provide their personal information via the embedded Oncehub portal, in 
order to schedule an appointment. Users are not required to create an account to use the service. 
 
Advising appointments web form: 
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Recruitment and Admissions web form: 
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2.4 Consent for Storage/Access Outside of Canada & Opt-Out Procedure (If Any) 
Users will be required to consent to having their personal information collected and stored outside of Canada. Users 
who elect to withhold consent for storage of their information outside of Canada are provided a different choice, 
typically an email option. 
 

2.5 Consent Withheld Procedure 
Users may reach out to the Sauder MBA program directly to schedule an appointment and are not required to use the 
Oncehub service, The PI will be collected from users when they complete the booking. The service is not required to 
book an appointment, however, as users will be told that they can contact the MBA Office directly for an appointment 
booking if they do not wish to use Oncehub. There will be a privacy and consent notification on the appointment 
booking page that users can see before booking an appointment. 
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PART 3: SECURITY OF PERSONAL INFORMATION 
 

 

3.1 Physical Security Measures 
This project is required to comply with UBC Policy SC14 (Information Systems Policy) and applicable UBC ISS 
(Information Security Standards). 
 

3.2 Technical Security Measures 
This project is required to comply with UBC Policy SC14 (Information Systems Policy) and applicable UBC ISS 
(Information Security Standards). 
 

3.3 Security Policies, Procedures, and Standards 
This project is required to comply with UBC Policy SC14 (Information Systems Policy) and applicable UBC ISS 
(Information Security Standards). 
 
UBC requires data centres to comply with a detailed set of security requirements. Oncehub servers are hosted at AWS 
US. UBC has relied on publicly available documentation and vendor supplied documentation to establish a level of 
comfort over the physical security of AWS data centres. The physical security capabilities of AWS data centres meet 
the UBC standard. 
 

3.4 Tracking Access/Access Controls 
Sauder MBA staff as well as Oncehub technical support teams will have access to personal information contained 
within the platform. 
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PART 4: ACCURACY, CORRECTION, AND RETENTION 
 

 

4.1 Updating and Correcting Personal Information 
Not applicable. 
 

4.2 Decisions That Directly Affect an Individual 
This project does not capture personal information that directly affects an individual. 
 

4.3 Records Retention and Disposal 
This project is required to comply with UBC Records Management Policies. 
 
A data retention and destruction plan has not been made available and it is recommended that the project consult 
with the UBC Records Management Office for the records retention and destruction guidelines. This observation is 
included in the risk mitigation table. 
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PART 5: FURTHER INFORMATION 
 

 

5.1 Systematic Disclosures of Personal Information 
This project does not involve the systemic disclosure of personal information. 
 

5.2 Access for Research or Statistical Purposes 
This project does not involve the disclosure of personal information for research or statistical purposes as 
contemplated under FIPPA s. (35). 
 

5.3 Other Applicable Legislation and Regulations 
This project is not subject to other applicable legislation or regulations. 
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PART 6: ACCESS AND PRIVACY MANAGER COMMENTS 
 

 

6.1 Information or Materials Reviewed 
The following documents have been reviewed in the context of this PIA. The provided information was deemed 
reasonable to provide an understanding of operating privacy and security controls. 
 

6.2 Analysis and Findings 
The information provided for the review has established that Oncehub and the associated use-case, as presented by 
the UBC Sauder School of Business, can be used in the proposed manner in compliance with FIPPA and UBC policies 
and standards. 
 
The following are the key factors in that determination: 

 Personal information is collected, stored, and accessed within Canada, and outside of Canada with 
appropriate consent; 

 Personal information is not disclosed to third parties external to authorized UBC staff members; 
 Access to the service requires use of a valid login credentials with appropriate access authorities; 
 Information is kept secure during transmission and at rest. 

 
Privacy and security risks were noted during our review. Specifically, concerns were raised about the overcollection 
and retention of personal information within the Oncehub service, and the need to address these risks. The project 
has been made aware of the recommended remediation actions as outlined in the risk mitigation plan to minimize 
risk exposures and to comply with FIPPA and UBC Information Security Standards. Accordingly, Oncehub can continue 
be used as proposed subject to the conditions outlines in the following section. 
 

6.3 Conditions of Approval 
 Implementation of the recommended risk mediations to limit overcollection and data retention risks. 
 A new PIA will be required for the replacement service as well as any further integrations with other UBC 

tools/services. 
 Any email plugin use that requires advisors to share their login credentials is not authorized. 

 
  




