


1.0 Privacy Context

1.1 Description of Systems and Linkage to Legislation

The University of Victoria’s Vikes Athletics and Recreation (ATRS) provides services to varsity athletes, students, faculty
and staff as well as users from the local community. These services include varsity sports programs, membership sales,
instructional and fitness programs, intramural leagues, aquatics, a fitness and weights center, a climbing wall, sports
clubs, summer camps, facility rentals, drop-in activities, point of sale (POS), and equipment lending.

Vikes Athletics and Recreation has used ACTIVE Network’s CLASS recreation management software since 2007. The
CLASS system has played a crucial role in the management of the department’s daily business operations. CLASS is
scheduled to reach end-of-life after November 2017.

Project PCO651 (ATRS Recreation Management System RFP) was completed to identify a suitable enterprise-level
replacement. Based upon the proposals received and a comprehensive selection process, InnoSoft Fusion
(http://www.innosoftfusion.com) was identified as the preferred solution for Vikes Athletics and Recreation. InnoSoft
offers self-hosted and fully hosted options. Fusion offers an all-in-one solution to campus recreation departments to run
daily business operations. It continues to evolve based on client feedback, utilizing the latest technology on the market.
InnoSoft is the number one recreation software supplier for university and college Campus Recreation departments
across the continent with over 180 university and college customers in Canada and the US.

This project will focus on the implementation of the Fusion recreation management system. The preferred approach for
the University of Victoria will be to host the solution on-premises in the UVic Enterprise Data Centre. Professional
Services staff from InnoSoft will be engaged to assist with both the functional and technical implementation of the
system.

Much like the current CLASS system, this system will collect and store the personal information of Vikes Athletics and

Recreation members, including students, staff, faculty, alumni and community members. The purpose of this document
is to establish what implications there are in terms of FIPPA related to the implementation of this system.

1.2 Use of System
An installation of Fusion is based on the following 3-tier deployment architecture:
1. Database Tier
2. Application Tier
3. Client Tier
For additional technical details regarding the 3-tier deployment architecture, please refer to Appendix C.
The Fusion recreation management software (Client Tier) consists of the following two components:
1. Smart-Client Desktop Application: an employee-facing interface that is used throughout each recreation facility
to manage all in-person processes (i.e. facility access, equipment checkout, in-person sales etc.).

2. Web-Based Member Portal: an online, customer-facing storefront that is used by customers to access online
services and purchase items (i.e. register for programs, view facility availability etc.).
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1.3 Custody and Control

The University will self-host Fusion on-premises in the Enterprise Data Centre and deploy a hosted environment based
on InnoSoft’s recommended server configuration documentation. The University will have complete custody and
control over the data that is imported and/or entered into the Fusion application. No data will be stored outside of
Canada or in the public cloud.

The scope of FIPPA applies to any records in the custody or control of the public body. The University will only maintain
custody or control as contemplated in FIPPA over those records that are created as a function of the University’s use and
implementation of Fusion.

In addition, under section 26, the University of Victoria will collect personal information as it relates to the
administrative activities of the public body and use that information only for the purpose for which that information was
obtained or compiled, or for a use consistent with that purpose; and if the individual the information is about has
identified the information and has consented, in the prescribed manner, to the use.

The information collected relates directly to and is necessary for the operation of recreation and varsity programs by
Vikes Athletics and Recreation at its facilities. Personal information will be imported into Fusion from the Banner ERP
system if an individual has recreational entitlement or if an individual provides their personal information for the
purpose of creating an account. Full-time regular employees are eligible to access recreational facilities as part of their
employment compensation and benefits. Students who pay athletics and recreation fees with their tuition are also
eligible to access recreational facilities. Community members will be able to request creation of an account in-person or
create an account online (if online account creation is enabled) using the Fusion member portal that will be hosted by
the University.

In addition, use of Fusion is subject to the policies and guidelines listed below:

o Acceptable Use of Electronic Information Resources Policy
e Protection of Privacy Policy

e Records Management Policy

o Information Security Policy

e Purchasing Services Schedule 3-6 Privacy Protection Schedule (to be attached to contract)

¢ InnoSoft Privacy Policy:

InnoSoft Terms of Use:

System users (clients/members) will participate and control their personal information as dictated by the University’s
policies. The University of Victoria will define what information is to be collected (i.e. member record creation,
additional information collected during course or program registration etc.). The sharing and destruction of this data will
be the responsibility of the University.
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The University will define all limits on information collection, use and disclosure. Please note, if the University elects to
MNOT collect certain data {i.e. date of birth) certain system functionality may be compromised {e.g. program age
restrictions).

In compliance with FIPPA and as stated in Section 30, personal information in the custody and control of the University
of Victoria will be protected by making reasonable security arrangements against such risks as unauthorized access,
collection, use, disclosure and disposal. If the University wishes to collect and store sensitive information, it can choose
tn ranfiaura Fucinn’e fiald-laual eneryption feature on sensitive data fields. Each designated fialdic ancruntad neina

rhe entire Fusion database can be encrypted at rest usin

irts Transparent Data Encryption). The University will Utiics 1o viivos proisii suy secared
data transfer metnod to transmi* ' =+~~~ A=+~ f--——yg customer import files) to the hosted environment (e.g. SFTP
or SSH). Additionally, appropriat ill be used to secure data in transit.

Significant product releases are available approximately once a quarter, and are preceded by release notes outlining the
changes, additions and improvements made to the Software. InnoSoft’s team members are certified and follow industry
best practices and methods in secure development of the Fusion application {OWASP, Veracode testing etc.). InnoSoft
will continue to monitor publications similar to OWASP 10 and will address any security =4~ ~eddine
recommendations as they are made available. Additionally, database structuring follow

University system administrators will be responsible for maintaining User’s roles/privileges/access. Fusion provides
administrative users with the ability to define and assign security roles to subordinate users. Each security role then
determines what system functionality each user has access to as soon as he/she logs in to the application. For example,
a part-time student employee can be restricted frem scheduling facilities, processing refunds, viewing sensitive
demographic data etc. An unlimited number of custom security roles can be created and managed, allowing
administrative users to layer system access appropriately based on different departmental roles.

Fusion provides a “Password Policies” configuration area that provides an administrative user with the ability to set and
change complexity requirements (i.e. minimum length, is non-alpha required etc.) for both application and web user
accounts. Fusion is also compatible with campus LDAP / Active Directory authentication as well as Shibboleth or CAS
single sign-on services. Deploying one these integrations will allow users to access the Fusion member portal with
existing campus credentials {i.e. without creating a web account). LDAP/AD integration can also be used to control
employee access to the desktop application. Once an employee is successfully authenticated, his/her level of access to
the application is controlled by the security role{s) assigned to the account.

The majority of system events, such as user access attempts, system alterations and transactions are tracked within a
thorough audit process. Some of these events are displayed directly within the Fusion Ul {i.e. user login history, facility
scheduling history etc.) whereas others are stored outside of the Ul. Furthermore, various logs/events can be viewed
within Fusion’s reporting tool {i.e. zero-dollar membership sales, refunds, facility access history etc.). Access to any
stored log/audit trail that is not displayed within the system can be provided by the vendor if required.

During the implementation, it may be necessary to provide InnoSoft technical staff with temporary guided remote
access using Remote Access Software {(e.g. Remote Desktop over VPN connection or similar service) to servers that host
Fusion to help install and configure the software. Additionally, upgrades may require temporary guided remote access
for InnoSoft technical staff to be scheduled at the convenience of the University. Access is based on the University's
rules and will only be allowed for the duration of the work being done.

The Contractor (InnoSoft) understands and agrees that the Contractor, including without limitation its agents,
employees, and subcontractors, may, from time to time or to the extent necessary to carry out the Contractor’s
responsibilities under the contract, be exposed or have access to confidential data and/or information maintained by
the University. The Contractor shall presume that all data and/or information received pursuant to the Contract is
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confidential information and shall have a material duty to maintain the confidential character of such information unless
otherwise designated by the University.

No confidential data collected, maintained, or used in the course of performance of the Contract shall be disseminated
except as authorized by law and with the written consent of the University, either during the period of the Contract or
thereafter. Any data supplied to or created by the Contractor shall be considered the property of the University. The
Contractor must return any and all data collected, maintained, created or used in the course of the performance of the
Contract, in whatever form it is maintained, promptly at the request of the University.

All InnoSoft employees are thoroughly screened before hiring. The screening process includes extensive reference
checking and background checks. Only select InnoSoft technicians (Tier 2 & 3 technicians and developers) may access
University data during the course of providing support and/or development resources to the customer. Any employee
that has access to University data has been properly screened and trained. All access to these servers is closely
monitored by the InnoSoft management team and audits are reviewed on a routine basis. No data will be taken offsite
without the written consent of the University.

1.4 Personally identifiable information Data Types and Information Flows

Fusion allows staff and customers to create user accounts during which personal information is collected and stored in
the database. Accounts are created in Fusion in several ways:

Campus accounts: are managed through -usion provides a robust import interface that will be
used to schedule and automate recurring nnpors ur uenmineu 1mes supplied by the ERP system. Each import routine is
configured within Fusion to retrieve particular member files and update the Fusion database on a scheduled basis. The
University will populate each data file with desired fields from the Banner ERP system that will then be imported into
Fusion.

Community accounts: are created either online (if the University enables this feature) or in person with the assistance of
a staff member. Existing community accounts may also exist in the system if obtained during the legacy import from
CLASS. During online account creation, users are prompted to opt in or out of promotional email communication in
accordance with Canada's Anti-Spam Legislation (CASL). During in-person account creation staff will toggle the option to
opt in or out for the client.

Organization accounts: are created in person with staff or exist having been imported during the legacy import
mentioned above.

Family accounts: are created by linking member records in the system (using “edit family” feature). The system does not
create duplicate records for families, but rather simply links accounts (head of household, dependent, spouse etc.) to
provide functionality to parents.

Recurring Import Routines

A major aspect of implementation of Fusion is configuring an automate outine between the
ERP system and Fusion. The purpose of this automated import routine is w pupuiate rusiun wiur campus-affiliated
customers, their demographic data, and their membership and/or eligibility privileges.

Although the design of each import routine must follow some specific guidelines (i.e. file delimitation, field data format
etc.), no specific template is utilized. Each institution’s data feed tends to be unique as the exact structure of each file
depends on many factors (i.e. a client's business rules, desired fields and available fields).
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1. Directory Share: an open share would be created between the campus photo directory and the Fusion
Application Server via an application service account. The Fusion Application Server would then map through the
photos to each client workstation (the photos would not reside in the application).

2. Photos Downloaded to the Fusion Application Server: photos would be transferred to the Fusion Application
Server from the campus directory. These photos would then be “mapped” through to each client workstation
(but would not reside in the application).

3. Campus-Supplied RESTful Web Service: a client can supp": ~ PEETE 1 rainb mavinn bbb ~ne o yged tn renniact
~~-obk ~emte—-=-'- ~hoto as it is needed. Fusion supports th ind the

vethods for security.

~r--—- RESTful Web Service: InnoSoft can supplv a RFSTful weh carvire that ran he need ta rennect

~neb ~ickamear’s ~hoto as it is needed. Fusion supports the

nethods for security.

Although an interface with the central photo directory populates Fusion with the majority of the desired customer
photos, the directory does not include photos of non-campus customers (i.e. Spousal Members, Community Members
etc.), so new photos must be captured for these customers onsite at the recreation facility (typically via a webcam
device). Only these new, captured photos are stored in the Fusion database as Binary Large Objects or BLOBs.

Field Level Encryption
By default, Fusion automatically encrypts any data that is stored in the following two fields on each customer record:

¢ Medical Information
e Special Needs

These fields are often used to store important information that is collected from customers during program registration
processes (i.e. the registrant could be prompted with “Do you have any allergies or medical concerns that we should be
aware of?”).

Custom fields can be added to keep track of any data Fusion does not track via standard fields (i.e. shirt size,
certifications, etc.). Custom fields are often created by each client to enhance both registration functionality and
reporting capabilities. Fusion’s import tools can also be used to import data obtained from ERP systems into these user-
defined custom fields.

To protect any sensitive data that is stored in these custom fields, administrators can enable field-level encryption on
any field. This encryption is availahle with ar withnant the ntilizatinn of TDE and SSL. Encryption for custom fields and
prompts is accomplished using th 1 the business layer.

Authentication / Single Sign-On

A number of authentication and single sign-on interfaces can be deployed in order to secure customer authentication to
the online Fusion member portal as well as user authentication to the Fusion desktop application.

User Authentication

An integration with existing LDAP/AD, Shibboleth or CAS authentication/SSO services will be deployed to control
employee access to the desktop application. Once an employee is successfully authenticated, his/her level of access to
the application is controlled by the security role(s) assigned to the account.
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