





o This server is no longer required at UVic and will be decommissioned.

3. Raiser's Edge database server (changed state)
e All CRM data stored on the database server will be migrated to the new Blackbaud hosting
environment.
e This server is no longer required at UVic and will be decommissioned.

4. Raiser’s Edge web service server (changed state)
o This server is no longer required at UVic and will be decommissioned.

5. Single Sign On (new)
o Replaces Windows authentication.
e Clients use the ‘Sign in to UVic’ service to access the CRM.
e Single Sign On has three identity management pieces:
i. ‘Signin to UVic’ account
e Format is [UVic client ID]@uvic.ca
e Provisioned by UVic.
ii. Blackbaud account
e Linked to the ‘Sign in to UVic’ account.
e Contains UVic client ID, first name, last name.
e Provisioned by Blackbaud.
iii. Raiser’s Edge user
e Linked to the Blackbaud account.
e Raiser's Edge CRM users belong to the same security group as before upgrade.
e Provisioned by UVic.
o Single Sign On service prompts the client for consent to share UVic client ID, first name, last
name when provisioning the Blackbaud account. This standard attribute release is performed
every time the client signs in. The following language for consent is used for Single Sign On:

You are about to access the Blackbaud ID sign-in service.

Information to be provided to this service:

Full name

UVic ID

The information above would be shared with this service if you proceed.

Do you agree to release this information to the service every time you access it?
Select an information release consent duration:

(radio button) Ask me again at next login - | agree to send my information this time.
(radio button) Ask me again if information changes - | agree that the same information will be
sent automatically to this service in the future.

(button)Decline

(button)Confirm

The implications of the changes that will be the result of the project in terms of FIPPA are as follows.
FIPPA section 30.1 storage and access must be in Canada:

o All CRM data and personal information stored in the Raiser’s Edge database server will be migrated from
UVic to data centres hosted by Blackbaud and located in Canada: no implications for FIPPA so long as
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those Blackbaud’s information infrastructure remains in Canada, except as provided for under the
consent process described above for Single Sign On system.

Blackbaud must ensure that personal information in its custody is stored only in Canada and accessed
only in Canada: again, no implications so long as the Blackbaud information infrastructure remains in
Canada and contractual obligations will be used to ensure that at no point will it be permissible for the
contractor to store or access personal information outside of Canada.

Backup and failover data must also be stored in Canada: again, no implications so long as the Blackbaud
information infrastructure remains in Canada and contractual obligations will be used to ensure that at
no point will it be permissible for the contractor to store or access personal information outside of
Canada.

Blackbaud staff located in Canada will have administrative access to personal information stored in the
systems: FIPPA permits the university’s service providers to have restricted access on a need-to-know
basis to personal information that the university has collected but that access must be secured against
unauthorized collection, use, access, disposal, disclosure, or other interference; accordingly, contractual
obligations will be used to ensure that Blackbaud and the university do not make use of unauthorized
access to personal information.

Controls must be in place to ensure that Blackbaud staff located outside of Canada do not have
administrative access to personal information stored in these systems: FIPPA does not permit access to
personal information from outside of Canada except in accordance with ss. 30.1(by consent or for other
permissible purposes), 33.1(1)(e) (for access temporarily from outside Canada), and 33.1(1)(i.1) (for
processing payments); accordingly, contractual obligations will be used to ensure that Blackbaud and
the university meet their obligations to restrict access to personal information from outside Canada.

For storage and access of personal information outside of Canada, consent will be obtained to authorize that
storage and access:

FIPPA requires that for the operation of the Single Sign On procedures, consent will be obtained clients
to share their account information (UVic client ID, first name, last name) with Blackbaud servers in
Boston, Massachusetts when provisioning Blackbaud accounts.
Identity management must implement “attribute release consent” when provisioning a new account
and be capable of doing so every time the client signs in.
o Attribute release consent requires users to accept the release of attributes to service providers
during front-channel authentication profiles that include attribute data in the response.

1.2 Use of System
[[Describe what the systems will be used for, how it will be used, who will use it, and how this usage will address

1

This section limits the scope of the PIA to the impact that the changeover to NXT will have.

The Raiser’s Edge system is used to perform the same tasks on both the current system and the upgraded
system. The significant change is not how the clients use the system but rather how they access the system.

RENXT will be used for the purposes of managing the following:

Alumni engagement (events, volunteers, academic history, communications);
Prospective donors (research, ratings, assignment to fundraisers);

Eiindraicina artivitiace lidantifiratinn rultivatian calicitatinn ctownrardcehind.
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information at all times, even if some of that personal information comes into the custody of the university’s
service providers as they perform authorized functions for the university.

As a result of this project, an exact copy of the current Raiser’s Edge database will be made to migrate to the
new system. The Raiser’s Edge database and the records stored in the database do not change.

The NXT system including the Raiser’s Edge database is hosted on the Microsoft Azure platform, which is located
in Toronto, Ontario, Canada.

The migration of the Raiser’s Edge database to the new system follows these steps:

1. UVic Systems creates a backup file from the current Raiser’s Edee nroduction database located at UVic.

2. UVic Systems transfers the database backup file vi: t the new
Blackbaud hosting environment.

3. Blackbaud restores the backup file to the new Raiser’s Edge database server.

New Blackbaud account records are created for Single Sign On clients. These new records will be managed to
address ‘Consent’ as referenced throughout FIPPA:

e Single Sign On requires consent from clients to share their account information (UVic client ID, first
name, last name) when provisioning the Blackbaud account (data stored in Boston, Massachusetts,
USA.)

e |dentity management must implement attribute release consent when provisioning a new account and
be capable of doing so every time the client signs in.

1.4 Personally identifiable information Data Types and Information Flows
[[Enumerate all personally identifiable information (PIl) data types stored in and accessed by the systems, and
how these data types will flow in and out of the systems.]]

This section limits the scope of the PIA to the impact that the changeover to NXT will have.

The first RE NXT network diagram provides context to the Pll data types and corresponding data flow diagrams that
follow.

RE NXT Network diagram (Microsoft Azure platform)
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Page 67 redacted for the following reason:





































































