





Privacy Impact Assessment

In a few sentences, explain the scape af this PIA. For example, is this initiative limited to
specific individuals or departments at COTRZ? Is this PIA covering the full inifiative or just
one phase of a larger project? Are there exceptions to haw the Initiative will be
implemented?

This PIA is intended to capture insfitutional use, so the use by Health Care programs may be
expanded to other areas of use where the product demonstrotes value for specific student
assessment modes.

Is this an administrative/operational, teaching and learning, or research Inifiative? Select all that
apply.
O  Administrotive/Operational O Research {Contact COTR
Privacy Officer before

continuing this PIA)
X  Teaching and Leaming

Has a PlA previously been completed for this Initiative?

O Yes [ No O Not sure

wWhat activities will occur within the Initiative? Use the bullet points below to make action
statements.

Students view troining videos.
Students submit video assets (assignments) to Bongo. whereby peer-to-peer and instructor

feedback can be provided back to the student to foster collaboration, mentoring, and
enhancing team skills. Assessments may be completed on student submissions.
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o.  wiuwuneieu i, please list all the types of data or information you might collect, use., store,
disclose, or occess in your Initiative - even if they ore not Personal Informotion,

CoTR username, First Name, Last Name

email address

Institution name

Video/Audio submitted to the plotform

Peer comments, Assessment comments

contractual agreement

access times, viewed pages, clicked links

search terms entered

device information such as IP address, location, browser type and language
referral URLs

7. Did you list Personal Information in question 6% s any recorded information
about on identifiable individual, other than business contact intormation. Personal information
includes information that can be used to identify an individual through association or reference.

P2 Yes ] No

8. If you answered "No" to question 7. in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

X Yes O No 0O N/A

If yes, list below: [put N/A on the first row if you answered No or N/A above. Add or delete rows)

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA.
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Third parly tesling or support services

XBOSoft is utilized for some QA and support services without direct access to any customer data
except when needed for troubleshooting a specific customer support issue. That access is
controlled and audited according to our SOC2 palicies.

14, Why is the Persanal Informatian being collected? {check all that apply)

Personal Information is necessary and directly related to callege aperatians. The
callection of this Personal Information is directly related ta the callege’s documented
strategic directives, gaals, or mandate letter directians.

Personal Information is necessary and direcily related to requirements explicitly stated in
callege bylaws, palicy, and procedure.

Personal Information is callected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of o particular
law that applies if asked.

Personal Information is callected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

Personal Information is being callected for a quality assurance or impravement Initiative
that has been opproved by the college Executive,

15, How will you reduce the risk of collecting unnecessary Personal Informationg {Check all that

apply.)

X

O OO Od

The Initiative will only collect specific information deemed necessary for and directly
related to the initiotive

The Initiative will use forms with primarily closed-ended questions and minimal apen-
ended questians

The Initiative will use farms with drop-dawn menus

The Initiative will hove documented data gathering and aggregation processes for
open ended submissians ar fields
The Department needs Privacy Officer review and suppart because none of the abave

apply

16. FIPPA Callection Natice: When collecting Personal Information, FIPPA requires that you provide a
collectian notice {except in limited circumstances) Please fill in the temnlate collection notice

below and remove bald and

The College af the Rockics |
section 26 of the Freedom o
c. 165 for the purpases of vid
any questions about the pro
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Please ask the Privacy Officer for assistance drafting your callection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Infarmation from students ar employees on behalf of COTR). The Privacy Cfficer may
recommend chonges to the FIPPA Collection Notice thot you droft above.

The Privacy Cificer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form betore final submission.
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FIPPA sets cut requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Informatiorn and ensure that the use of Personal
Information is limited o the original purpose for collection.

7. What is the intended use of the Personal Information collected? {check all that apply)

X The Personal Information will be used for the purposes checked off in Question 14

O The Personal Infermation will be used for secondary purposes. and | have a consent
notice attached as an appendix ta this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate ond compliant with FIPPA.

O The Personal Information will be used for a purnose for which the information maoy be
disclcsed to the public bedy under The COTR Privacy Officer will attach the
relevant section number tc this selecnion m it cpplies.

18. How will you ensure that parties using the Personal Information will use it only for the purposes
stotedin 17 above? Check all that apply.

O Documented depcrtment information monagement practices and fraining

O Documented use restrictions communicoted from your department to another COTR
department

X Wwritten contract between COTR and a Third Party including explicit conditions

O The Department needs Privacy Officer review and support because nene of the
above apply

19.  Does your Initiative use Persanal Information to make decisians that directly affect an individual?

X Yes O Na
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22, Is all Personal Informaticn invelved in your Initiative stored within standard COTR storage
locations, technologies, or services?

. Yes S. 18(1)(1). s. 17(1} and s. 19(1) -No S. 15(1)(1), s. 17(1) and s. 19(1)

If you answered yes, pleose list the approved stondard COTR storage locations, technologies
and/or services.

|s. 15(1)(1), . 17{1) and s. 19(1) |
23. Isany Personal Information invalved in your Initiative stored outside af Canada?

O Yes 2 No (if Canada stored as hosted
location)

24.  Where is the Personal Information stared? Please identify applicable geographic locations for
primary storage and backups. If Personal Information is stored in more than one primary location,

the COTR Privacy Officer can expand the response field in this question. [s. 15(1)(), s. 17(1) and s. 19(1}
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25, Does your Initiotive involve Sensitive Personol Informotiong [Any Personal Infarmation can be
Sensitive Personal Information in different contexts. Please contact the COTR Privacy Officer to

discuss.)

-

S. 15(1)()), s. 17(1) and s. 19(1)

- No Is. 15(1)(), 5. 17(1) and s. 19(1) |

26. Is any of the Sensitive Personal Information stored outside of Canada?

- Yes [S-15(10). s 17()and's. 19(1) | - No [s.15(1)() s. 17(1) and's. 19(1)

27. Where is the Sensitive Personal Information stored? Please identify applicable geagraphic
locatians far primary starage and backups. Type N/A in the cells on the first row if Sensitive
Personal Information is not stored outside of Canodo as indicated in Question 24.

S.15(1)(1), s. 17(1) and 5. 19(1)
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FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Information, and consider risks related 1o
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIFPA section 33(2)(f) 2 This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes 4 No

29.  Isany of the Personal Information being disclosed outside of Canada under FIPPA section
33(2}{p}2 This sectional allows disclosure for the purposes of {i) o payment to be made to or by
COITR, (ii) authorizing, administering, processing, verifying, or cancelling a payment, or {iii}
resolving an issue regarding a payment.

O Yes K1 No

O The payment processor is out of
scope of this PIA
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36. If the Initiative invalves a Third Party, does an End User License Agreement [“EULA”) apply to the
individuals whose Personal Information is involved?

- Yes [S.1501X).s 17(hands 190) | ] No [515(N0).s 17(1)ands 19(1)

37. The Privacy Officer will need to review all draft/proposed Contracts/Agreements (and related
materials, i.e. contract appendices/schedules; Third Party privacy palicies or online terms and
conditions, if any) involved in the [nitiative. Have you ensured these have been provided?
Check anly ane.

8. 15(1)()). s. 17(1) and s. 19(1)

- Yes B o Il /A (NaTnid Porty

[s350)0). 5. 17(1)and s 19(1) | [S. 18(1MI. 5. 17(1) and s 19(1) invalved)
38. Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check all that apply) S. 15(1)(1), 5. 17(1) and 5. 19(1)

39. Controlling and tracking access

Review each strategy below that describes how to limit or restrict who can occess Personal
Informaotion and how to keep track of who hos aoccessed Personal Information in the post. Check
all that apply. Specify “Other” if applicable. 8. 15(1){l), s. 17(1) and s. 19(1)







43.

Privacy Impact Assessment

If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires thot COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
COTR or the Third Party ensure that these notifications are done when necessary?

O COTR will forword comrrection notifications
O Third Party will forward cofrection nofifications

K COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before o correction request was
made.

19
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FIPPA requires that public bodies keep Personal Information for a minimum of ane year affter it is
used ta make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retentian timelines.

44, How long will COTR need to retain the recerds containing Personal Infermation? If there are
different retentian fimelines for different types of records, please state each retention
timeline based on record type.

45. How long will the Third Party need to retain the records contoining Personol Informotion?@
If there are different retention timelines for different types of records, please state
each retention timeline bosed on record type. S. 17{1}{c)

46. How will you ensure that the records containing Personal Information are disposed of in
accordance with the retention schedule noted in questions above? (Check all that apply)

S. 17(1)(c)

47.  What methods will be used to dispose of Personol Information following retention period?
({Check all that apply.) 8. 17{1)(c)




S. 17(1){c)
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