





Privacy Impact Assessment

3. Is this an administrative/operational, teaching and learning, or research Initiative¢ Select all that
apply.
X Administrative/Operational a Research (Contact COTR
Privacy OFNicer before
continuing this PIA)
O Teaching and Learning
4. Has a PIA previously been completed for this Initiative?
O Yes X No O Notsure
5. What activities will occur within the Initiative? Use the bullet points belaw to make action

statements. Replace the example action statement. Add or delete bullefs as necessary.

o~

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose. or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

5. 17(1)}c)

/.

Did you list Personal Information in question 6% s any recorded information
about an identifiable individual, other than business contact intormation. Personal information
includes information that can be used to identify an individual through association or reference.
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L Tes X No

8. If you answered "No" to question 7, in three to five sentences explain how will you ensure that you

do not unintentionally collect Personal Information? 8. 17(1)}(c)

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

X Yes O No O N/A

If yes, list below: {put N/A on the first row if you answered No or N/A above. Add or delete rows)

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-2 to
the Privacy Officer along with the completed signatures page.
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FIPPA. sets out rules for public bodies and their employees to collect Personal Information.

Unauthorized collection is prohibited. This section will help you identify the legol authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for
the purpose of the Initiative.

10.  Whose Personal Information is collected in this initiative? Check all that apply.

M Students 0  Former employees

O Prospective students O Service provider employees
O Former students O Donors or other constituents
O Alumni O Volunteers

O Employees O  Other community members

11, How frequently will the Initiative collect Personal Information?

O Single instance of collection within one semester or quarter

O Ongoing collection up to a single year
O Ongoing collection over more than one year

2. How many individuals' Personal Information will be collected?
O 1-350 a 51 -3500 a Cver 500

13, If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collects?

O Yes O No C N/A [No Third-Party product
involved)
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14, Why is the Personal Information being collected? (check all that apply)

O

The Personal Information is necessary and directly related to college operations. The
collection of this Personal Information is directly related to the college's documented
strateqic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related fto requirements explicitly
stated in college bylaws, policy. and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

The Personal Information is collected for determining suitability for an honour or award
including a schelarship, prize, or bursary.

The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15, How will you reduce the risk of collecting unnecessary Personal Infeormation2 (Check all that
apply.)

O

O

O
O

O

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

The Initiative will use forms with drop-down menus

The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields
The Department needs Privacy Officer review and support because none of the above

apply

16. FIPPA Collection Noftice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackets.

The College of the Rockies {“COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act ("FIPPA”], R.5.B.C. 1996,
c.165 for the purposes of [explain purposes]. If you have any questions about the processing of
your Personal Information, please contact [COTR employee or depariment/faculty] at [COTR
email address).

Please ask the Privacy Offic
requires indirect collection
Information from students a
recommend changes to th
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The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.
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FIPPA sets out requirements and restrictions related 1o use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Informatian is imited to the original purpase for collectian.

17. What is the intended use of the Personal Information collected? {check all that apply)

O The Personal Information will be used for the purposes checked off in Question 14

O The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the CQOTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

O The Personal Informotion will be used for a purpose for which the information moy be
disclosed to the public body unde The COTR Privacy Officer will attach the
relevant section number to this selecnhon it it applies.

18. How will you ensure that parties vsing the Personal Information will use it only for the purposes
stated in 17 above? Check all that apply.

O Documented department information management practices and training

O Documented use restrictions communicated from your department to another COTR
department

O Written contract between COTR and a Third Party including explicit conditions

O The Department needs Privacy Officer review and support because none of the
above apply

19.  Does your Initiative use Personal Information to make decisions that directly affect an individual?

O Yes O No
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FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Infermation, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Persenal Information 1o be stored cutside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f) ¢ This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes O No

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2}{p)? This sectional allows disclosure for the purposes of {i) a payment to be made to or by
COTR, (i) authorizing, administering, processing, verifying. or cancelling a payment, or {iii)
resolving an issue regarding a payment.

O Yes O No
O The payment processor is out of
scope of this PIA















36.

37.

38.

39.

Privacy Impact Assessment

If the Initiative involves a Third Party, does an End User License Agreement {"EULA") apply to the
individuals whose Personal Information is involved?

O Yes O No

The Privacy Officer will need to review all draft/proposed Contracts/Agreements {and related
materials, i.e. contract appendices/schedules; Third Party privacy policies or online terms and
conditions, if any] involved in the Initiative. Have you ensured these have been provided?
Check only one.

O Yes O No O  N/A (No Third Party
involved)

Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check oll that apply)

In the body of the contract or agreement

Third Porty will sign COTR's Privocy Protection Schedule

Third Party will sign COTR's Data Security Schedule

In the Third Party's privacy or data protection policy or appended
schedules

In a separate Information Sharing Agreement

There are no privacy related terms in the contract or agreement {or related
documentation)

There is no confract or agreement for this Initiative

O OO0 O000g

Controling and fracking access

Review each strategy below that describes how to limit or restrict who can access Personal
Information and how to keep track of who has accessed Personal Information in the past. Check
all that apply. Specify "Other” if applicable.

Managed role-based access to Personal Information for COTR employees
Managed role-based access to Personal Information for Third Party

Third Party access is fime limited for installing, implementing, maintaining,
repairing. troubleshooting. or upgrading an electronic system

Third Party access escorted by authorized COTR employee

Audit logs at COTR

Audit logs from Third P

Other: (filt in details)

Oo0oOo oOoo






43,

Privacy Impact Assessment

If there is a request for comrection from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
CQOTR or the Third Party ensure that these notifications are done when necessary?

O COTR will forward corection notifications
O Third Party will forward correction notifications

O COITR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a comrection request was
made.

19









49.

Privacy Impact Assessment

Identify which of the following activities all employees and Third Party (as applicable}, will be
trained on when collecting and managing the Personal Information for the College Initiative.

o 0O o000

O

Collection: Limit the collection fo only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Fersonal Information inside or outside COTR
unless avuthorized under FIPPA

Storoge: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple
locations

Retention: to keep the Personal Information for a minimum of one year —
with longer retention periods only when necessary

Disposal: To dispose, when applicable, in a secure methoed that renders the
Personal Information permanently irretrievable

















