





Privacy Impact Assessment

8. 17{1)(c}




5.17(1)(c)

5. 17(1)(c)

7.

Privacy Impact Assessment

Is this an administrative/operational, teaching and learning, or research Initiative2 Select all that
apply.
X  Administrative/Operational O Research {Contact COTR
Privacy Officer before

continuing this PIA)
a Teaching and Learning

Has a PIA previously been completed for this Initiative?

O Yes X No O Not sure

What activities will occur within the Inifiative? Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

Did you list Personal Information in question &5 s any recorded information

about an identifiable individual, other than business contact intormation. Personal information

includes information that can be used to identify an individual through association or reference.
D Yes J No

If you answered "No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?
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9.  Does the Initiative involve integration between COTR IT systems and Third-Party systems?

X Yes O No 0O N/A

If yes, list below: {put N/A on the first row if you answered No ar N/A above. Add or delete rows)

S. 17{1)(c)

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA, If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to
the Privacy Officer alang with the completed signatures page.
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14, Why is the Personal Information being collected? (check all that apply)

The Personal Information is necessary and directly related o college operations. The
collection of this Personal Information is directly related to the college's documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

O The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

O The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

O The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15, How will you reduce the risk of collecting unnecessary Personal Information2 (Check all that
apply.)

X The Initiative will only collect specific information deemed necessary for and directly
related to the initiative
The Initiative will use forms with primarily closed-ended questions and minimal open-
ended guestions

O The Inifiative will use forms with drop-down menus

O The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields

O The Department needs Privacy Officer review and support because none of the above

apply

16. FIPPA Collection Noftice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackets.

The College of the Rockies {“COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act {"FIPPA”), R.§.B.C. 1996,
c.165 for the purposes of [explain purposes]. If you have any questions about the processing of
your Personal Information, piease contact [COTR employee or department/faculfy] at [COTR
email address).

Please ask the Privacy Offic
requires indirect collection
Information from students o
recommend changes to th
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The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.
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20. Whatis the intended impact of the decisions that are being made that directly affect an
individual? {check all that apply).

O Directly affects academic status or grades

X Directly affects how an individual accesses their courses, campus activities, or student
supports

| Directly affects employment status, employee remuneration, or contract opportunities,
and pay

a Directly affects how employees and service providers will complete their work

O Directly affects how employees access campus activities and support services

a Directly affects the College's capacity to protect individuals from harm

O Directly affects the College's capacity to interact with and support external parties

O N/A —The decisions ore not infended to have a direct impact on individuols

21. Who will be using the Personol Information collected by this Initiative? {Check oll thot apply and

provide details.)

S.17(1)c)
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FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Information, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored cutside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Perscnal Information being disclosed outside of Canada under FIPPA section 33(2)(f) ¢ This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes X No

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2}{p)? This sectional allows disclosure for the purposes ¢f {i) a payment to be made to or by
COTR, (i) authorizing, administering, processing, verifying. or cancelling a payment, or {iii)
resolving an issue regarding a payment.

O Yes No

O The payment processor is out of
scope of this PIA
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36.  If the Initiative involves a Third Party, does an End User License Agreement (“EULA") apply to the
iduals whose Personal Information is involved?

Yes [5.15(1)(). s. 17(1) and s. 19(1) - No [S-15(1X. . 17(1) and s. 19(1)

37. The Privacy Officer will need to review all draft/proposed Contracts/Agreements {and related
materials, i.e. contract appendices/schedules; Third Party privacy policies or online terms and
conditions, if any] involved in the Initiative. Have you ensured these have been provided?
Check only one.

S.15(1)(). s. 17(1) and s. 19(1)

Yes No N/A {No Third Party
S. 15(1){I), s. 17{1) and s. 19(1) 8. 15(1){1). s. 17(1) and s. 19(1) involved)

38. Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check all that apply)

39. Controling and fracking access S.15(1)1), 5. 17(1) and 5. 15(1)

Review each strategy below that describes how to limit or restrict who can access Personal
Information and how to keep track of who has accessed Personal Information in the past, Check
all that apply. Specify "Other” if applicable.

S.15(1)1y, s. 17{1) and 5. 19(1)







43,
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If there is a request for comrection from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
COTR or the Third Party ensure that these notifications are done when necessary?

M COTR will forward comection nofifications
O Third Party will forward correction notifications

O COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a correction request was
made.

20
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FIPPA requires that public bodies keep Personal Information for a minimum of one year afteritis
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention timelines.

44. How long will COTR need to retain the records containing Personal Infarmation? [f there are
different retention timelines for different types of records, please state each retention
fimeline based on record type.

Record Type: N/A Retention Period (in years/months);
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months);
Record Type: Retention Period (in years/months):

45. How long will the Third Party need to retain the records containing Personal Information?
If there are different retention timelines for different types of recards, please state
each retentian timeline based con record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Pericd (in years/months):

46. How will you ensure that the recards cantaining Personal Information are disposed of in
accordance with the retention schedule noted in gquestions above? (Check all that opply)

O Schedule records review and disposition dates in Outlook calendars

O Build conditions for disposal into department Standard Operating
Procedures
O Send direct written communication to staff or service providers.

0 Other (explain):

47.  What methods will be used to dispose of Personal Information following retention period?
{Check all that apply.)

COTR business unit ¢’
COTR contracted sl
COTR deletion of el
Service Provider shr
Service Provider shn
instruction

Other [explain):
Other (explain):

KXOOoOOoOO

00O
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49,  ldentify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only autharized employees {and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and nof to store unnecessarily in multiple
locations

Retention: to keep the Personal Information for a minimum of one year —
with longer retention periods only when necessary

Disposal: To dispose, when applicable, in a secure method that renders the
Personal Information permanently irretrievable

X X

M X

X

X

X















