Page 1 of 193



Privacy Impact Assessment
Emily Carr University of Art + Design

Gravyty Product Suite
PIA# 2024-#4

iry
ES.GH

Gratavid is a donor stewardship and alumni engagement video messaging tool. The purpose of Gratavid is
to leverage personalized video content to help reach ECU’s community building and philanthropic goals in
advance of the 100th Anniversary. Gratavid is utilized by both AR and UA. AR utilizes Gratavid among the
alumni community to welcome them to Graduway, celebrate their milestones, and for event outreach. UA
utilizes Gratavid for relationship building with donors, stewardship, and event outreach. Gratavid connects
to RENXT and Graduway for both automation and data storage. There is an admin email accessible only by
the departmental administrators of the platform. Gratavid is in use for a two-year contract from March
2024 to March 2026 to encompass the 100th Anniversary goals and events with the possibility of being
retained beyond the initial contract.

2. What is the scope of this PIA?

In scope:
e The collection, use, disclosure, storage and access of personal information via ECU’s use of two
platform offered by Gravyty’s product suite: Gratavid and Graduway
e Controls established by ECU to manage the flows of personal information between the two
platforms and other ECU systems/platforms
e Use of the platform by any ECU students, staff, faculty, external employers (limited access)

Out of scope:

e Comprehensive assessment of the privacy and security controls of ECU platforms integrated with
Gravyty product suite (e.g., RENXT) as those require separate PlAs

s Assessment of the privacy and security controls of third-party platforms utilized for SSO or other
information exchange functionalities

e Human Resources-related policies, practices and controls for collection, use, disclosure, and storage
of student personal information for the purposes of student employment

¢ Alumni Relations-related policies, practices and controls for the collection, use, disclosure and
storage of donor personal information for the purposes of processing donations to ECU

e Historical use of Gravyty’s product suite as covered in previously approved PlAs

3. What are the data or information elements involved in the initiative?

Graduway collects, stores, uses, and transfers data from alumni, students, staff, faculty, and employers
from internal and external sources, depending on the activity requested (e.g., SSO from Facebook, sign-on
validation information collected from Facebook; alumni status pulled from RENXT). Further information is

provided in the sections below.

Gratavid uses data collected by RENXT and Graduway to distribute videos to constituents and records
opens, views, sends, and unsubscribes back into RENXT and Graduway.

4. Does the initiative include personal information?

Yes, all personal information elements are listed in the tables below.
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5. Collection Notice

Graduway ("The Leeway") is a networking platform available to the Emily Carr University (ECU) community of
alumni, faculty, staff and students for the purposes of connecting with other users, networking, and
supporting university programs and activities, including but not limited to fundraising, fostering alumni
engagement, updating Advancement mailing lists, and updating donor databases. The personal information
you provide upon signing up and creating a profile (e.g., your name, contact information, education and
employment history) is collected by ECU under section 26(c) of the Freedom of Information and Protection of
Privacy Act. By using The Leeway, you recognize you are signed up to receive information about university
developments, invitations to events and fundraising activities via email. You understand that ECU will keep
your personal information secure and that you can access information held about you or ask ECU to stop
contacting you and storing your data at any time.

The Leeway is a voluntary service provided by ECU, and it is your decision whether you choose to participate in
it. ECU uses a third-party provider, Gravyty, to make Graduway’s services available to you. Prior to signing up
for an account, please review the Terms of Use and Privacy Policy to confirm your agreement with how
Gravyty will use and disclose the information you provide when engaging with The Leeway. Where you decide
to use a third-party to sign-on to your user account (e.g., Facebook SSO), the verification process including
collection and use of your personal information by the third party is governed under their Terms of Use and
Privacy Policy. By linking your Leeway account to a third-party account, you acknowledge that you are
accepting the risks associated with this type of verification process.

Where you decide to create a new user account via the Leeway (and do not connect to a SSO provider), please
note that the Leeway’s password strength requirements do not meet ECU’s password standard. We strongly
recommend creating a password that complies with ECU’s requirements: at least (13) characters,

including at least (1) uppercase letter, (1) lowercase letter, (1) number and (1) non-alphanumeric character.

If you have any questions about the collection, use and disclosure of your personal information, please
contact the Leeway Team at leeway@ecuad.ca

Code of Conduct

The use of The Leeway is primarily intended for professional networking, informal mentorship, and career
advice from the ECU community and to provide a professional opportunities board. All parties using this
platform are governed by applicable ECU policies. The user bears the primary responsibility for the material
that is displayed, accessed, or sent.

For ECU students and alumni, please refer to the following policies 1 nc . For
staff and faculty, please refer to the anc

Users who breach policies may have their accounts removed without notice.

Opportunities Board
Employers advertising opportunities as an individual, on behalf of a company, or an organization must:
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1. Have permission to advertise on behalf of the company or organization.

2. Include key information such as a company title, location, position title, employment type, position
description, link to the company or organization website, and primary contact for the advertised
position.

3. Work Opportunities posted must have a defined Scope of Work and list of duties and hours included in
the posting. The Career Development + Work Integrated Learning Office is unable to provide
professional services such as job development, estimates on project work, timelines, and cost
estimates.

4, Demonstrate transparent wage information in order to be compliant with the BC Wage Transparency
Act. Postings without listed wages will be removed.

5. Opportunities must align with the university’s areas of study which allow students to utilize design,
media, or visuals arts skills.

6. The Leeway admins may remove, without notice, any opportunities from the platform that do not
meet the guidelines. If you believe that any opportunities listed on The Leeway do not comply with the
stated guidelines or demonstrate any other reason for concern, please contact the Career
Develobment + Work Integrated Learning office with a link to the specific posting
a

Emily Carr University only supports volunteer opportunities postings for registered charitable organizations,
and not-for-profit organizations.

For detailed guidelines, please visit our Information for Employers + Hiring Managers.

Disclaimer (for students and alumni signing up)

Career Development + WIL Office does not pre-screen employers or endorse their products or services.
Applicants for any job postings are responsible for ascertaining and verifying the terms and conditions of the
employment.

For information about your rights and responsibilities as an employee in British Columbia call:
* The Employment Standards Branch 1.800.663.3316
* The Council of Human Rights 1.800.663.0876

Job posting scams are on the rise. Therefore, applicants must exercise caution and common sense when

responding to any job posting, even after accepting a job offer. Please clicl or tips on how to avoid job
scams.
If you suspect a job posting ot is fraudulent, please contact us immediately

at creativecareers@ecuad.ca or 604-844-3843.

6. Is any personal information stored outside of Canada?

No
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Additional Privacy Controls:
User Accounts

Graduway - Employer Accounts

For employers, once they select “employer” status when they are creating their profile, the account is locked
out of all areas of the platform other than the job board. Employers do not have access to personal
information of students applying for jobs posted by the employer via Graduway, and as such, students must
ensure they have the appropriate info available in their submitted documents for the employer to contact
them. ECU does not release any student personal information to the employer on the student’s behalf.

Gratavid — Student Creator Accounts

Where hired by ECU to support the creation of donor videos via Gratavid, students are not provided with an
account to access Gratavid. Rather, select ECU AR employees will be assigned account permissions for
Gratavid, and then they can create video requests where access permissions are assigned to a specific user /
email link. This can be for (1) one video from one person (2) multiple videos from one person (3) one video per
one person for multiple people. Students are then sent a link to access Gratavid with their access limited to the
video request assigned to them.

Data Retention and Destruction

Graduway — User Accounts and Chats

Users can deactivate and delete their account at any time. All user data is destroyed upon deletion of the user
account including any transitory messages such as chats. No user account information is retained by
Graduway; it can take 1-4 months for full overwrite to be completed. Graduway does not retain any backups,
log files or transitory documents.

Gratavid — Videos

Videos are retained per the length of the contract and can be deleted by the admin/user who has access to the

Gratavid dashboard. Videos can be downloaded if that ability has been toggled on by ECU admins (at the time

of writing, ECU planned to have downloads toggled on). Once deleted Gratavid does not have access to the

videos. It can take 1-4 months for complete overwrite to be completed. Gratavid does not retain any backups,
log files or transitory documents.

For users outside ECU (e.g., donors who receive a video), they will need to request deletion via ECU as direct
deletion is not available to the recipient.

Contract Expiry
Upon expiry of the contracts for both platforms, ECU sites will be disabled by Gravyty. Initial closure of sites

is estimated to take 2-3 weeks, and full overwrite can take 1-4 months. As noted above, no backups, log files
or transitory documents are retained.
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Logging and Auditing

General Qverview

Gravyty utilizes AWS CloudWatch via DataDog for its platforms, which is configured to track all access, change
and activity logs, including login, logout, actions performed, and source IP address, and this log can be
provided on an ad-hoc basis. Additional details about Gravyty’s proactive and reactive monitoring and
detection activities are outlined in the respective HEVCATSs and via trust.gravyty.com/security and
aws.amazon.com/compliance/data-center/data-centers.

ECU Users - Graduway

ECU admin accounts have permission to access audit logs in the Graduway administrator dashboard. The audit
logs capture details outlined above (login, logout, actions performed, and source IP address). No proactive
monitoring and auditing processes has been developed to date for general activities recorded on the
Graduway platform.

ECU admin accounts are also provided access to the Safeguarding Report in the administrator dashboard,
which provides a log of all chat interactions between users on the platform. AR has developed a process to
audit interactions between users to ensure interactions adhere to the platform’s Code of Conduct. The AR
super admin account is appointed oversight of the report and auditing activities (including escalation
processes).

ECU Users - Gratavid

ECU admin accounts have permission to access audit logs in the Gratavid administrator dashboard. The audit
logs capture details outlined above (login, logout, actions performed, and source IP address). No proactive
monitoring and auditing processes has been developed to date for general activities recorded on the Gratavid
platform.

Gravyty Staff

Gravyty support and onboarding teams have access to ECU sites for training and support purposes. In addition
to the logging activities noted above changes to the ECU database are also logged and audited; however, for
Gratavid, the auditing mechanism is pending implementation as ECU is currently in the process of setting up its
Gratavid platform.

In terms of the Safeguarding Report, only specific Gravyty employees (support and onboarding teams) have
access to the platform and can, if needed, download the Safeguarding Report for troubleshooting/testing
purposes, although this is rare. The report cannot be edited or deleted.

Breach Reporting

Gravyty has a breach reporting process in place that meets requirements of the GDPR; however, no FIPPA
privacy protection schedule was included with the contracts for either Graduway or Gratavid. Gravyty has
demonstrated willingness to consider amendment of the contracts to include the FIPPA privacy protection
schedule.
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18. Do you have a process in place to correct personal information?

Users can update their profile information and any information they wish to share in Graduway at any time via
their account settings.

The only information collected by ECU AR and UA via Graduway to update other databases is the alumni data
in RENXT, which is collected from alumni who choose to create an account and complete their profile. The
information is limited to first name, last name, email, employment data.

No information correction process required for Gratavid given no personal information is being generated by
Gratavid. The information being used to create videos are governed by AR policies and processes that are
subject to ECU’s standard privacy and information access requirements.

At any point, current students, alumni and staff can request access to and correction of any personal
information held by ECU via ECU’s standard information request process.

19. Does your initiative use personal information to make decisions that directly affect an individual(s)?

No — not directly using information collected from Gratavid or Graduway. However, employers will make
decisions about a person with consideration to their employment application. This may include ECU HR making
decisions where the employment opportunity is an internal position (either via a job posting on the Leeway or
student employment for Gratavid video creation).

Where ECU is the employer, the applicant’s personal information will be retained by HR for minimum of one
year as per FIPPA requirements and ECU’s privacy, HR, and information access policies.

20. Do you have a retention schedule in place related to personal information used to make decisions?
Retention and/or disposition schedule that will ensure that personal information is kept for at least
one year after it is used in making a decision directly affecting an individual?

Yes — ECU has a retention schedule and process in place for HR applications and related employment decisions.

Possible risk Response

Risk 1: No privacy-specific contractual controls in | ECU to request contract to be amended to include
place for protection of personal information for FIPPA privacy protection schedule for both
either Gratavid or Graduway. platforms.
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Possible risk

Response

Risk 2: Previous privacy notice provided on the
Leeway used incorrect FIPPA authorities and did
not provide appropriate level of transparency re.
ECU and Gravyty’s collection, use and disclosure
of information.

Compliant privacy notice provided in this PIA; The
Leeway to be updated with revised notice ASAP
and a revised notice to be circulated to all active
users to remind advise them of the amended
notice and ECU’s privacy authorities and practices
via the Leeway.

Risk 3: No ECU-specific password creation
requirements in place for ECU users when
creating a user account. Currently Gravyty
requires passwords to include: 8 characters,
including upper/lowercase and numbers.

Advise users that the password requirements to
not align with ECU’s standard in the Privacy
Notice. Encourage users who create an account
(rather than using SSO) to use ECU password
requirements for enhanced privacy and security.

Risk 4: Gravyty in the process of setting up specific
monitoring and auditing capabilities for ECU at
the time of writing, limiting controls for the
protection of personal information hosted on the
platform.

ECU to work closely with Gravyty to ensure
Gratavid auditing controls are in place prior to
ECU’s activation of the platform for internal use.

Risk 5: No PIA completed on other integrated
systems (internal such as RENXT or external such
as third party SSO).

ECU to complete PIA for RENXT; privacy notice
updated to remind users that it is their decision to
voluntary sign-on via external third parties and
accept the risk of the third-party services.
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This PIA is based on a review of the material provided to the Privacy Office as of the date below. If, in
future any substantive changes are made to the scope of this PIA, a PIA Update must be completed and

submit it to Privacy Office.
@L May 31, 2024

Sara Molcan Signature Date

Department Manager

Sandeep Sidhu Signature Date
Chief Information Officer K& ,,.D

o ZL’\ “Jo V\Q_,ZO 24
Adrian Tees Signature Date

Privacy Officer L" June 4, 2024
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