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OneWeb

Overview

OneWeb is the web interface that allows individuals to interact with their OneCard and add funds to
their OneCard account (which are stored in the OneCard database). At this time, users can only access
OneWeb within ECU’s internal network; however, ECU is in the process of configuring an external IP for
the webserver via EduCloud to authorize access from external networks, which is anticipated to be
made available in early 2025. The OneWeb webserver communicates with the OneCard server/database
(bi-directional data flows), and the OneCard database also feeds in information from Colleague (one-
directional pull from Colleague to OneCard only).

ECU has entered into a payment processing agreement with TouchNet that permits ECU to utilize
TouchNet’s PCl compliant payment processing services (TouchNet’'s payment gateway) to facilitate the
processing of credit card transactions via OneWeb. As such, ECU users can login to OneWeb and add
funds onto their OneCard account and use them at applicable ECU merchants.

Data Flow
In terms of users’ access to and engagement with OneWeb:

1. The ECU user logs into the OneWeb website via ECU’s SSO and MFA. Once access is authorized, in
the OneWeb platform the users can:
a. Add funds to their OneCard and review their balance
b. Deactivate their account in the case of a lost / stolen physical OneCard
It is anticipated that OneWeb will offer additional user functionalities in the future as new ECU
merchants are added to OneCard’s payment offerings (e.g., parking pass payment; locker rentals).

2. Where a user intends to add additional funds, they proceed to the “Add Cash” option and the user is
taken to a TouchNet-hosted payment processing landing page to process the transaction.

Figure One: TouchNet Payment Processing Landing Page

Payment

Payment Information

Total: $500

Payment Method:* a0t

Account Information
Credit Card Type:" St ret Cand Tyow
Account Number:"
Expiration Ogte:” c 2021
Security Code:"

Name on Card:*

Contact Information
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3. The user enters their credit card information and submits their payment; TouchNet sends the
authorization request via the TouchNet payment gateway, and then sends all required data
entered into the landing page to the credit card processor over a secure IP connection. The
credit card processor approves the payment transaction on behalf of the bank that issued the
card account. When the credit card processor responds with an authorization, rejection, or
error, the TouchNet system logs the response to the payment gateway database and sends the
response back to the payment application.

Where the transaction is successful, TouchNet's payment processing database submits a
confirmation token back to ECU’s OneCard server/database confirming the transaction and
transaction amount, and the updated balance is added to and stored in the OneCard database.
The user will view the transaction and updated balance via OneWeb (similar to a bank
transaction).

At no time during the transaction is any credit card information accessed, processed, or stored
by ECU, rather TouchNet’s payment gateway acts as a third party for processing the credit card
payment and hosts the infrastructure and systems to process the credit card payment.
TouchNet has achieved PCl compliance as a Level 1 Service Provider, and it is compliant with the
PCl Data Security Standards (PCI-DSS) and the PCl Software Security Framework (PCI-SSF).
Furthermore, users will not be permitted to store credit card information for future payments in
the TouchNet payment processing landing page.
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U.Commerce Central

Overview
U.Commerce Central is a centralized location to manage U.Commerce system operations, view
commerce activity across campus including OneWeb and OneCard, and access the U.Commerce Central
help system. It's the "command center" for campus-wide financial and user management and
encompasses all of ECU’s TouchNet campus solutions. U.Commerce Central permits ECU to:

a. View all commerce activity for a particular date range.
Identify and take action on issues requiring financial oversight.
Reconcile monthly, quarterly and yearly transactions and process refunds.
Access any TouchNet administrative applications with a single click.
Manage users, passwords, and login policies.

© oo o

U.Commerce Central is also hosted within EduCloud and forms part of ECU’s TouchNet / OneCard
systems architecture. In comparison to OneWeb, SSO is not configurable with U.Commerce Central and
a separate username, password and MFA are required for access. Authorized ECU administrators
oversee provisioning and deprovisioning user accounts, assigning passwords, assigning user roles and
privileges, auditing activities and configuring system controls. At the time of writing, ECU IT and Finance
staff were in the process of developing policies and processes to oversee activities within U.Commerce
Central.

2. What is the scope of this PIA?

In scope
= |Implementation of OneCard web interface and TouchNet payment processing services, which
permits users with a OneCard to add funds to their OneCard for use within various ECU
merchants.
o This PIA is currently limited to PaperCut, but ECU is investigating the option to
expand to other merchants. Where ECU adds new merchants, an amendment to this
PIA will be completed to discuss the new use case.
= Implementation of PaperCut Payment Gateway Module, which authorizes PaperCut to pull
funds from OneCard to the user’s PaperCut account to pay for print jobs.
= |mplementation of TouchNet’'s U.Commerce Central for use by ECU’s Finance and IT
departments.

Out of scope
= |nitial set up, configuration and use of OneCard VIP System by ECU to date.
= |nitial set up, configuration and use of PaperCut by ECU to date, including processes in place for
cashier support to complete payments / top-ups for PaperCut accounts.

3. What are the data or information elements involved in the initiative?

Information collected and processed by the TouchNet payment gateway for processing credit card
transactions
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First and Last Name
Credit Card Account Number, Expiry Date, and Card Security Code
Billing Address

Information collected and stored by ECU in the OneCard database

L
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ECUAD ID Number

OneCard Number

First and Last Name

Preferred Name

Designation

Start and End Date

Home Address (to process any account refunds via cheque)
Account Balance

Transaction and Account History

OneCard Photo

Information collected and stored by ECU in the PaperCut database

Cl

C
H
C

First and Last Name
OneCard Number
Account Balance
Print Job History

Information presented on OneWeb web interface:

First and Last Name

OneCard Photo

ECUAD ID Number

Account Balance

Transaction and Account History

Information presented in U.Commerce Central

Records of all transactions completed by ECU users using TouchNet services (OneCard;
OneWeb), which may include:

o User's First and Last Name

o OneCard Number

o Transaction and Account History

4. Does the initiative include personal information?

Yes, see list above.
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5. Collection Notice

An updated Privacy Notice and Terms of Use for OneCard that includes the use of OneWeb were both
Under development at the time of writing. The updated Terms of Use will consolidate

previous Terms drafted for OneCard, OneCard photo upload, and OneWeb into one document. The
following FIPPA Collection Notice will also be presented alongside the Terms of Use.

Emily Carr University (ECU) provides services offered by TouchNet including OneCard and OneWeb to
permit ECU students, staff, and faculty access to library resources, A/V equipment, and campus facilities.
ECU also permits you to upload funds to your OneCard to use at applicable ECU merchants. Where you
decide to add funds to your OneCard via OneWeb, ECU employs TouchNet’s payment processing services
to process the credit card transaction. Your credit card information will be securely processed and stored
by TouchNet in the USA within PCI DSS complaint infrastructure.

The personal information you provide when accessing and using TouchNet services for the purposes
outlined above is collected by ECU under section 26(c) of the B.C. Freedom of Information and Protection
of Privacy Act.

If you have any questions about the collection, use. and disclosure of your personal information, please
contact Emily Carr University’s Privacy Office

TouchNet also provides ¢ ~ithin the OneWeb portal that describes TouchNet's activities
in relation to information that is processed and stored by TouchNet when engaging in credit card
transactions.

6. Is any personal information stored outside of Canada?

EduCloud

All servers, databases and supporting technical infrastructure for TouchNet (OneCard, OneWeb) and
PaperCut (including the Payment Gateway Module) will be hosted on ECU’s EduCloud instance. A PIA
has been completed for EduCloud, and EduCloud is currently used by ECU to various software and
service solutions in support of ECU’s operations. A brief overview will be provided below" and more
information about EduCloud is available

EduCloud is a virtual data centre for B.C.’s higher education institutions that is operated and supported
by the University of British Columbia. This private, self-managed cloud server service offers simple and
secure access to provision and manage virtual servers at a fraction of the cost of implementing physical
servers. The service is available 24/7, is fully monitored, and is FIPPA compliant, securely storing all data
within British Columbia (physical infrastructure located in Vancouver and Kamloops). EduCloud offers
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Canadian-specific privacy protections are included in the contractual provisions, but the FIPPA Privacy
Protection Schedule was not included during the execution of the contract. The contract holds a three-
year term.

11. Are you relying on an existing contract, such as an enterprise offering from BCNet?
No, we are not relying on an existing contract.

12. What controls are in place to prevent unauthorized access to sensitive personal information?
The following controls are in place to prevent unauthorized access to sensitive personal information:
= Contractual controls in the form of an executed contract between Global Payments and ECU
that outlines Global Payments obligations to the protection of personal information including
implementation of appropriate technical and organizational measures to protect personal
information, breach notification, ongoing external audits / certifications.
= External certifications obtained by TouchNet to demonstrates its privacy and security
compliance —SOC 2 Type Il and SOC 1 Type Il certifications, PCI Level 1 Service Provider, and are
compliant with the PCI Data Security Standards (PCI-DSS) and the PCl Software Security
Framework (PCI-SSF).
= The following are among the security measures employed by TouchNet:

o Administrative access to TouchNet’s datacentres is restricted. A limited number of
TouchNet’s staff can access products installed in its datacentres and separation of duties
is enforced.

o TouchNet products use industry-standard methods to protect sensitive payment data.
This includes masking sensitive payment data presented to the end user. All account
numbers and other highly sensitive data are stored with strong cryptography as defined
by PCI DSS. Such data is also protected during transmission over public networks using
PCI-DSS compliant cryptography. All external backups utilize full drive encryption

o TouchNet monitors systems hosted by TouchNet 24x7 and limits physical access to the
systems to only those individuals that must have access. Physical access is also
monitored by TouchNet staff.

o TouchNet performs routine scans on its networks and applications to locate any
potential vulnerabilities.

o Sensitive data used to troubleshoot issues is isolated to segregated terminal machines.
TouchNet also performs routine scans of staff machines to verify that no sensitive data
is present on workstations.

o All applications are subject to code review prior to implementation.

o TouchNet maintains firewalls that comply with all PCI DSS requirements such as "deny
all" configuration, formal configuration standards, periodic review, etc.

o The application is protected against commonly used hacker techniques such as SQL
Injection or Cross-site scripting, and other vulnerabilities listed in the OWASP (Open
Web Application Security Project) Top Ten.

13. Provide details about how you will track access to sensitive personal information.

TouchNet has validated their datacentres for PCI DSS compliance and has completed a SOC 1 Type Il
audit and SOC 2 Type Il audit. TouchNet employs industry-leading security incident and event log
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No — the initiative does not use personal information to make a decision that directly affects an
individual.

20. Do you have a retention schedule in place related to personal information used to make
decisions? Retention and/or disposition schedule that will ensure that personal information is
kept for at least one year after it is used in making a decision directly affecting an individual?

No information will be used to make a decision about an individual. In general, information stored in

PaperCut and OneCard databases that are in the custody and control of ECU will be retained and

destroyed in accordance with ECU’s records retention schedule.

in accordance with the Payment Card Processing Services and Equipment Contract, Global Payments
(representing TouchNet) will delete or return any personal information at the end of the contract and
delete any remaining copies. Global Payments may be required to retain certain aspects of personal
information if needed to comply with applicable law or for insurance, accounting, taxation or record
keeping purposes. Any personal information that Global Payments retains under this requirement will
be maintained subject to the protections in the Payment Card Processing Services and Equipment
Contract. However, in the event the ECU would like a copy of its data, beyond what it had access to
during the contract term, TouchNet will work with ECU to find a mutually agreeable solution based on
the needs of ECU and the industry standards at the time of the termination.

Possible Risk Response Risk Level
Risk 1: While the Payment Card The FIPPA Privacy Protection Schedule must be Medium
Processing Services and Equipment | agreed to by Global Payments and appended to

Contract considers contractual the contract.

obligations to comply with

Canadjian legislation, mainly Additional information about processing outside

PIPEDA, no specific FIPPA of Canada must be included in the Privacy

obligations are detailed. Given Notice (see draft Notice above with USA specific

credit card information will be language).

stored outside of Canada, ECU must
ensure that Global Payments /
TouchNet complies with FIPPA
obligations for the processing and
storage of personal information
(i.e., credit card information)
outside of Canada.

Users must also be made aware of
this scenario prior to submitting
credit card information.
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Possible Risk Response Risk Level
Risk 2: Given the expanded services | Updated Terms of Use and Privacy Notice to be Medium
provided by ECU with this initiative, | finalized and posted on the ECU website. Users
updated terms and conditions must | to receive email notification of these updates
be made available to ECU users to once available (consider mass ECU email blast).
ensure the appropriate and
acceptable use of OneWeb, Kaitlyn Gutteridge to support project team in
OneCard and PaperCut. finalizing this documentation in time for the

anticipated launch (mid-January 2025).
Users must also be sufficiently
informed of the privacy controls in
place to protect their personal
information, and as mentioned in
Risk 1, processing of credit card
information outside of Canada.
Risk 3: Given the human resourcing | Carlos Mendes has drafted various data flows Medium
requirements needed to implement | and responsibility flows to describe the
the new systems (U.Commerce departmental oversight and positions required
Central and OneWeb) and updated | to support the service provision; additional
systems (OneCard and PaperCut), a | follow up and confirmation of these models
sustainment plan must be in place must be completed.
to ensure systems are sufficiently
supported and managed both from | ECU to appoint a project manager to oversee
a technical and administrative the long-term sustainment model of these
standpoint moving forward. If not, integrated systems along with the vendor
this could potentially lead to relationship with TouchNet.
unauthorized collection, use and
disclosure of personal information.
At the time of writing, no specific
project manager had been
designated to oversee this work
long-term.
Risk 4: Additional details were ECU to update PIA once TouchNet provides Medium
requested from TouchNet about the | specific geographical information about the QTS
physical location of the QTS datacentres in the USA.
datacentres in the USA. This
information was not provided to ECU to determine if specific SLAs are required
ECU in time for drafting the PIA and | for managing the relationship with TouchNet to
TouchNet responded noting that ensure time-sensitive risks are communicated
they were quite busy, and it would | and mitigated.
take some time.

ECU 2026-10 -000000004

Page 17 of 19

Page 134 of 193



1N Privacy Impact Assessment
Emily Carr University of Art + Design

TouchNet OneWeb and PaperCut Payment Gateway
PIA# 2024-05

Possible Risk Response Risk Level

Given ECU has experienced many
delays in receiving information from
TouchNet, there is concern that this
could result in the future delays
when receiving time sensitive
information (e.g., breach
notification).
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This PIA is based on a review of the material provided to the Privacy Office as of the date below. If, in
future any substantive changes are made to the scope of this PIA, a PIA Update must be completed and
submit it to Privacy Office.

Department Manager Signature Date

Sandeep Sidhu Signature Date

Chief Information Officer

S

January 7, 2025

Adrian Tees Signature Date

Privacy Officer
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