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PART 1: GENERAL INFORMATION 

PIA file number: 2024-015 

Initiative title: Business Management Practicum Placement 

Partnership

VCC Department / Program Area: Business Management – MGMT 2019 / MGMT 2020 

Link to VCC initiative website:  

Link to vendor website: https://www.stepwest.com 

Link to vendor privacy policy: https://www.stepwest.com/privacy-policy/ 

https://hanovercrm.com/privacy-policy

Your name and title:   Joel Rivera, Practicum Instructor 

Your work phone and email: jrivera@vcc.ca 
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2. What is the scope of the PIA? 

This PIA considers the practicum placement and monitoring process undertaken by VCC and Stepwest 

(now owned by parent company Alliance Abroad Inc.), including the use of Stepwest/Alliance Abroad’s 

new platform, Hanover CRM. Stepwest has provided practicum placement services to VCC Business 

Management has since 2020, but the adoption of this new platform significantly changes Stepwest’s 

previous personal information-collecting and sharing practices. Stepwest’s implementation of Hanover 

is in progress and Stepwest/Alliance Abroad has confirmed Hanover will be used for all students in the 

practicum placement starting January 1, 2025.    

3.  What are the data or information elements involved in your initiative? 

 Practicum Participation information (collected from student by BM; disclosed to Stepwest)  
o First name, last name 
o student email address (possibly student number?) 

 Registration on Hanover platform (collected from student in Hanover) 
o Name 
o Email address 
o Phone number 
o Date of birth 
o Student number 
o Nationality 
o Address, emergency contact (optional information) 

 Registration on Hanover platform (VCC staff) 
o Name; email address 

 Consultation interview and Report (collected from student by Stepwest, via Hanover) 
o Name, email, VCC program, job preferences 
o English proficiency level, employment history, educational history 
o Comments from staff who conducted the consultation (recorded opinions about an 

individual) 
o Eligibility to hold practicum in Canada (verification but not collection of work permit)  
o Resumes and Cover Letter 

 Terms and Conditions with Stepwest (collected from student by Stepwest twice, via Hanover) 
o Student name 
o Email address 
o Student number 
o Phone number 
o Placement date and duration  
o Additional terms of student’s placement: e.g. their desired start date, interests, possible 

other information about location, work history, educational history (appended to 
second Terms & Conditions agreement) 

s. 13(1)
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 Interview Process (collected from student and about student from interview process by 
Stepwest and via Hanover platform) 

o Whether interview was successful; interview feedback 
 Progress Reports (collected from student via Hanover platform)  

o Recorded responses including personal opinions about employment, learning, 
challenges, etc. 

o Hours worked 
 Reports from Practicum Supervisors (Check-In Forms) (collected from employers via Hanover 

platform)  
o Name, phone number, position, recorded opinions and feedback about the student on 

practicum 
 Practicum Placement Agreement (with practicum employer; available in Hanover) 

o Duration and terms of employment  
o Student name, contact information  

 Hanover CRM site/service 
o May include IP address, geographical location, browser type and version, operating 

system, referral source, length of visit, page views and website navigation paths, as well 
as information about the timing, frequency and pattern of website or service use. 
 

3.1 Did you list personal information in question 3? 

Yes – nearly all information collected in this initiative is personal information.  

 If yes, are all of the personal information elements necessary for your initiative? 

o No (see Part 8 and Privacy Comments)  

4.  If you answered “no” to question 3.1: How will VCC reduce the risk of 

unintentionally collecting personal information? 

n/a 
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Use this column to describe the way 

personal information moves through 

your initiative step by step as if you 

were explaining it to someone who does 

not know about your initiative.

Collection, 

use or 

disclosure

FIPPA 

authority

or other 

legal 

authority 

Specify any potential risks

signed by the student, school and employer, 

held in Hanover.   

If the student is unsuccessful, they will 

repeat the interview process until they have 

been placed. Results of interviews and 

feedback are added to Hanover by Stepwest 

recruiter. 

Collection

Use

26(c) 

32(a) 

During the practicum, students will complete 

progress reports about their employment via 

Hanover platform (will be disclosed/can be 

accessed by VCC staff).  

Collection 26(c) 

 

Practicum employer completes progress 

reports about the student during the 

practicum via Hanover platform; these can 

be accessed by practicum student and VCC 

staff.  

Collection 26(c) No collection notice provided 

on these forms. 

VCC staff uses reports from practicum 

placement to evaluate student’s completion 

of this program requirement. 

Use 32(a)  

 

6. Collection Notice and Consent 

6. 1 Collection Notice  

Business Management form:  
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Your personal information is collected under the authority of section 26(c) of the BC Freedom of 
Information and Protection of Privacy Act (FIPPA). This information will be used to identify you as a 
participant in the Practicum Placement and to initiate the practicum placement services. This 
information will be provided to VCC’s practicum recruitment agency, Stepwest, in order to contact you 
and permit you to register with Stepwest’s system, Hanover, for administering and providing practicum 
placement services. Questions about the collection and use of this information may be directed to Joel 
Rivera, Practicum Instructor (lead), Business Management via email at jrivera@vcc.ca. 

Location: The collection notice will be provided on the Practicum Placement form that students are 
required to complete when starting the practicum program.  

Stepwest collection notice:  

Stepwest is under contract with Vancouver Community College to provide practicum placement and 
monitoring services. Your personal information is collected for VCC under the authority of section 26(c) 
of the BC Freedom of Information and Protection of Privacy Act (FIPPA). This information collected from 
you during registration with Stepwest’s platform, Hanover, and throughout the practicum placement 
process. This information is directly related to and needed by Stepwest to administer and provide 
practicum placement and monitoring services. This information will be used to contact you via email; to 
verify your eligibility to hold a practicum; to assist in creating your resume; to find you a practicum 
placement through disclosing your resume to potential employers; and to monitor and record your 
progress throughout your practicum. If you have any questions about the collection and use of this 
information please contact Joel Rivera, Practicum Instructor (lead), Business Management via email at 
jrivera@vcc.ca. 

Location: Notice will be provided to students prior to registration with Stepwest, either at the point of 
registration itself, or included in the initial email contact that provides them with the registration link. 

PART 3: STORING PERSONAL INFORMATION 

7. Is any personal information stored outside of Canada? 
Yes – Hanover stores information outside of Canada. 

Calendly, the third-party service used for scheduling consultations, has its servers in the United States. 

The Privacy Office has not received any information about whether Calendly collects students’ 

information during Stepwest’s use of the service.  

8 If you answered yes to Question 7: Where are you storing the personal information 
involved in your initiative?

Hanover, Stepwest/Alliance Abroad’s new platform, is hosted on AWS EU-West zone 1 (Ireland). 
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9. Does your initiative involve sensitive personal information that will be stored 
outside of Canada? 

No 

Privacy Note:  

 

 

 

 

 Work permits or any other sensitive information should not be 

uploaded to Hanover or shared via email and if this changes, this PIA, including Part 4, must be revised. 

10 f you answered “yes to Que tion 9: Is the sen t ve persona  info mation be ng 
sto ed outs de of Canad on y bec u e it i  b ing made av lab e to the ub c unde  
an enac ment h t authorize  o  equire  the nfo ma on to be m de public ( IPPA 
ection 33(2)(f))? 

[Answer: Yes or No] 

 If yes, what enactment?  

o [Answer] then skip ahead to Part 5.

 If no, go to Part 4.

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA  

11  the en it ve personal info mation stored by a erv ce p ov de ?
 If yes, fill in the table below (add more rows if necessary) and then go to question 13

 If no, go to question 12 

Name of service provider Name of cloud infrastructure 

and/or platform provider(s)  

(if applicable) 

Where is the sensitive 

personal information stored 

(including backups)? 

  

  

s. 13(1)
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12 f you answered “no” to Qu t on 11: rov d  detai  on the d c o u e, nclud ng to 
whom it d c o ed nd wh re the en it ve pe onal nfo mat on to d.

[Answer]

13 Doe the cont act you ely on nc ude p vacy- e ated term ?
 [Answer: Yes or No] If yes, describe the contractual measures related to your initiative.  

o [Answer]

Is VCC’s Privacy Protection Schedule or Privacy Protection Schedule for Cloud Services appended 

to the initiative’s contract? [Answer: Yes or No] 

14 What cont ol  are n pl e to p event unauthoriz d acce  to en it ve er on  
in ormat on?

[Answer] 

15 P ov de d tai  b ut how you nd w l ack acce  to en tive pe ona  n ormat on  
[Answer]
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. e  p v y k  fo  l  out i   a. 
Privacy risk Impact to 

individuals 

(low, 

medium, 

high) 

Likelihood of 

unauthorized 

collection, use, 

disclosure or storage 

of the sensitive 

personal information 

(low, medium, high)  

Level of 

privacy risk 

(low, medium, 

high, 

considering 

the impact 

and 

likelihood)  

Risk response 

(this may include contractual 

mitigations, technical controls, 

and/or procedural and policy 

barriers) 

Is there any outstanding 

risk?  

If yes, please describe.   

      

      

 







Privacy Impact Assessment #2024-015   14 
 

21. Requests for correction 
21.1 Do you have a process in place to correct personal information? 

Yes: Students can correct any self-service information until it is locked by Stepwest administrators at 

certain points of the practicum placement process. For any information that is recorded opinions, or 

after self-service has been locked, students may email their Stepwest recruiter to have either the 

portion unlocked for editing or to submit an annotation or correction that will either be made or 

included within the student’s profile.  

21.2 Sometimes it’s not possible to correct the personal information. FIPPA s. 29

requires that you make a note on the record about the request for correction if you are not 

able to correct the record itself. Will you document the request to correct or annotate the 

record? 

Yes – see previous question. Employers can also contact Stepwest recruiters to annotate or correct 

any information they provided during the practicum process. 

21.3 If you receive a request for correction from an individual and you know you disclosed 

their personal information in the last year, FIPPA s. 29 requires you to notify the other public 

body or third party of the request for correction. Will you ensure that you conduct these 

notifications when necessary?

 Per terms of Privacy Protection Schedule, Stepwest will notify practicum employers if necessary. 

22. Does your initiative use personal information to make decisions that directly affect 
an individual?  
Yes

23. If you answered “yes” to Question 22: Do you have a records retention schedule in 
place related to personal information used to make a decision? 
Yes: Records in Hanover are retained for 2 years and then archived (semi-active) for an additional 4 

years before destruction (total 6 years retention). VCC may request to have any records unarchived if 

needed after the 2-year period.  

PART 7: PERSONAL INFORMATION BANKS 

24. Will your initiative result in a personal information bank? 
 Yes: “Student Practicum Files.” Student profiles are searchable within Hanover system.  
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Possible risk Response / mitigation strategies

o  

 

 

  

PART 9: SIGNATURES 

Privacy Office Comments 

 

 

 Since the initial review, Stepwest and their parent 

company, Alliance Abroad Inc., have indicated that Stepwest will be implementing the Hanover CRM 

platform to manage student information, documentation, and information-sharing between the 

practicum employer, VCC, and Stepwest. The introduction of Hanover centralizes the flow of personal 

information within this initiative and addresses many of the previous concerns. The Privacy Office can 

recommend proceeding with the initiative with the following mitigation strategies, also identified in Part 

8.  

1. Collection/Privacy Notification  

VCC Business Management and Stepwest/Alliance Abroad both need to provide students with 

proper notification about the collection and use of their personal information.  

 

. Question 6 includes drafts 

of these collection notices.  

VCC has also not received information about Stepwest’s use of Calendly, the third-party scheduling 

service, and whether this collects student information. The service provider should ensure that this 

service is compliant with FIPPA or use an alternative.    

2. Sensitive Information and Disclosure Outside of Canada  

s. 13(1), s. 15(1)(l)

s. 13(1), s. 15(1)(l)

s. 13(1)



Privacy Impact Assessment #2024-015   17 
 

This PIA has been completed with the understanding that no sensitive personal information 

(including unique government identifiers, like work permits or SINs; medical information; financial 

information) is being collected in this initiative.  

 

 

 

 

 

If this initiative changes and any sensitive personal information is disclosed outside of Canada (i.e. is 

uploaded to the Hanover platform), Part 4 of this PIA will need to be completed.  

3. Limit the collection of personal information 

Some personal information may not be necessary to collect for the practicum placement services, 

but are default options in the Hanover platform, such as nationality or date of birth. The service 

provider must ensure that only information that is necessary and directly related to the practicum 

placement process is being collected from students. Alliance Abroad uses Hanover for multiple 

different initiatives but the service provider’s work with VCC must comply with FIPPA.  

This also includes the service provider’s Terms and Conditions. These are now able to be completed 

within the Hanover CRM platform and do not need to repeatedly collect students’ personal 

information, which they will have already provided to Hanover.  

 

4. Continued Use of Platform 

The Privacy Office can recommend proceeding with this initiative on the condition that the service 

provider adopts this new information flow and exclusive use of the Hanover platform.  

 

 

  

The service provider has confirmed that as of January 1, 2025, it will administer the practicum 

placement process for all students through Hanover, and this PIA is approved on that condition. 

Both Business Management and the service provider must use the Hanover platform as assessed 

s. 13(1)

s. 13(1)






