
 
Privacy Impact Assessment (PIA) for 

 

 
 

[ClickUp: Project Management for 

M&C] 
Before you start ............................................................................................................................................. 1 

PART 1: GENERAL INFORMATION .................................................................................................................. 2 

PART 2: COLLECTION, USE, AND DISCLOSURE ............................................................................................... 6 

PART 3: STORING PERSONAL INFORMATION ................................................................................................ 9 

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA ................................................................ 11 

PART 5: SECURITY OF PERSONAL INFORMATION ........................................................................................ 14 

PART 6: ACCURACY, CORRECTION AND RETENTION ................................................................................... 16 

PART 7: PERSONAL INFORMATION BANKS .................................................................................................. 18 

PART 8: ADDITIONAL RISKS .......................................................................................................................... 19 

PART 9: SIGNATURES ................................................................................................................................... 20 

Appendices .................................................................................................................................................. 17 

 

Before you start 
 This Privacy Impact Assessment (PIA) form is used by VCC to assess whether a new 

initiative, or proposed significant change to an existing initiative, meets the privacy 

protection requirements of the B.C. Freedom of Information and Protection of Privacy 

Act. FIPPA’s protection of privacy requirements. A PIA is a legislative requirement (FIPPA 

s. 69(5.3)) and mandatory before implementing an initiative.  

 You/Your refers to the individual responsible for drafting this PIA, who should be an 

individual from the relevant department or program area with sufficient knowledge to 
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 Account registration: business contact information only (we will advise teams not to use 

their personal contact info for this).  

 Payment information (monthly payments by VCC credit card); IP address (in Privacy 

Policy).  

 Project management tasks, deadlines, and assignees (Employee names) 

 Team comments and questions related to task status and approvals. Proofing 

comments. 

 Brainstorming whiteboards 

 Reports on work progress and status, grouped by team, employee, or client 

 Images intended for marketing usage, could be from events, or procurement imagery 

for marketing. All images we have permission to share publicly. 

 Drafted design files for marketing collateral could include public biographies or stories 

of various staff or partners 

 Vendor quotes for various products or services 

 While it is not a requirement, some team members may choose to use the mobile app 

on their personal cell phones. 

 In the future, we may add budgeting information (VCC budgets only, not individuals) 

 

  

2. What is the scope of the PIA? 

Your initiative might be part of a larger initiative or might be rolled out in phases. What part of the 
initiative is covered by this PIA? (An initiative may require multiple PIAs.) What is out of scope of this PIA?  

n/a not part of a larger initiative. Just adoption of a new PM software for our day-to-day operations. 

Note that this tool includes the option for AI features, but we are not paying for that service at this time. 

 

3.  What are the data or information elements involved in your initiative? 

Please list all the elements of information or data that you might collect, use, disclose, store, or access 
as part of your initiative (including but not limited to personal information). Please: 
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 include where the information is coming from (e.g. collected directly from users, pulled from 
existing databases, etc.); 

 group different categories of people together (e.g. students, employees, alumni, etc.) if your 
initiative involves large quantities of information or datasets. 

The tool would capture our daily tasks and assignments, as input by our team. We would also upload 

draft copies of reports and documents for design – all of these designed docs are intended for a public 

audience, so the risk is low if exposed. In some cases, we may invite an external project partner (ex. 

Vendor, collaborator) to view certain projects, but this would be granted as guest access where we can 

limit what information they are able to view/edit. 

The potential for personal information to be collected, used, disclosed includes: 

 Account registration: business contact information only (we will advise teams not to use 

their personal contact info for this).  

 Payment information (monthly payments by VCC credit card);  

 IP address (as noted in Privacy Policy) 

 Images intended for marketing usage, could be from events, or procured imagery for 

marketing 

 Public biographies or stories of various staff, students, donors, or alumni 

 While it is not a requirement, some team members may choose to use the mobile app 

on their personal cell phones. 

Ways we do not intend to use the tool: 

 Sharing contact lists or additional information not listed above about students, personal 

staff contacts, or donor/alumni contacts 

3.1 Did you list personal information in question 3? 

Personal information is any recorded information about an identifiable individual, other than business 
contact information. Personal information includes information that can be used to identify an individual 
through association or reference. This includes, but is not limited to:  

 Names, home addresses, emails, and telephone numbers of the individual or their guardians and 
family members (this includes student names and emails!); 

 Images of an individual;  
 Identifying number (e.g. student number, employee number, health care number);  
 An individual’s personal views or opinions, or anyone else’s opinions about an individual; 
 Educational, medical, medical, criminal, financial, or employment history.  
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  Yes 

 If yes, are all of the personal information elements necessary for your initiative? 

Yes, then skip question 4 and continue to Part 2  

4. If you answered “no” to question 3.1: How will VCC reduce the risk of 

unintentionally collecting personal information? 

Some initiatives that do not require personal information are at risk of collecting personal information 
inadvertently, which could result in a privacy breach or other privacy incident. After you answer this 
question, submit this PIA to the Privacy Office. You do not need to complete the rest of the PIA template.  

As part of our team’s onboarding process to the tool, we will share the definition of personal 

information, and direct that this tool is not to be used for that purpose. The managers of this team are 

also quite privy to FOIPPA regulations and will monitor for any new activities on the platform which 

could include personal info. 

PART 2: COLLECTION, USE, AND DISCLOSURE 
This section will help you identify the legal authority for collecting, using, and disclosing 

personal information, and confirm that all personal information elements are necessary for the 

purpose of the initiative. 

5. Collection, use, and disclosure flow 

Describe the information flow of your initiative in the chart below. The table explains the movement of 
personal information throughout your initiative (column 1) and identifies each time personal information 
is collected, used, or disclosed (column 2) and under which corresponding FIPPA authority (column 3).  

 Collection: Describe the steps in collecting personal information from individuals by VCC and/or 
the vendor (clarify which party is collecting the information).  
 

 Use: How does VCC and/or the vendor use personal information (clarify which party is using the 
information)? 
 

 Disclosure: When, if ever, would VCC and/or the vendor provide the personal information to an 
internal or external third party that does not normally have access to the personal information? 

Use column 4 if there are any specific potential risks related to each step. Change the information flow 
and add more rows as necessary. The red text below is an example – input the steps and relevant 
authorities to reflect your initiative’s flow.  

For the most common FIPPA authority references to assist with completing this chart, please see Section 
1 of the Guidance Document, or consult the full text of Part 3 of FIPPA.  
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6. 2 Consent 

If you are obtaining consent for the use or disclosure of personal information (indicated by the FIPPA 
authorities you used in Question 5), add any consent language here.  

Consent must have the following elements:  

a) be in writing; and 
b) be done in a manner that specifies:  

a. the personal information for which the individual is providing consent; 
b. the date on which the consent is effective and, if applicable, the date on which the 

consent expires; 
c. for “use” consent, the use of the personal information; and 
d. For “disclosure” consent: 

i. to whom the personal information may be disclosed; 
ii. if practicable, the jurisdiction to which the personal information may be 

disclosed; and 
iii. the purpose of the disclosure of the personal information.   

[Answer only if required – Provide your consent language] 

PART 3: STORING PERSONAL INFORMATION 
If you’re storing personal information outside of Canada, identify the sensitivity of the personal 

information and where and how it will be stored. 

7. Is any personal information stored outside of Canada? 

Yes, any of the information noted above in question 5 (repeated here) could be stored outside of canada 

(“Your data, including personal data that we collect from you, may be transferred to, stored at and 

processed by us and other third parties outside the country in which you reside, including, but not limited 

to the United States”) 

Data we have identified includes: 

 Account registration: business contact information only (we will advise teams not to use 

their personal contact info for this).  

 Payment information (monthly payments by VCC credit card);  

 IP address (as noted in Privacy Policy) 

 Images intended for marketing usage, could be from events, or procured imagery for 

marketing 

 Public biographies or stories of various staff, students, donors, or alumni 
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 If no, skip to Part 5.  

8. If you answered yes to Question 7: Where are you storing the personal information 
involved in your initiative? 

Be specific about the location where the personal information is stored (e.g. which state(s) or 
country/countries).  

California, United States 

From Clickup Privacy policy: 

Your data, including personal data that we collect from you, may be transferred to, stored at 
and processed by us and other third parties outside the country in which you reside, including, 
but not limited to the United States, where data protection and privacy regulations may not 
offer the same level of protection as in other parts of the world. By using our platform, you 
agree to this transfer, storing or processing subject to the terms of our Data Protection 
Addendum. We will take all steps reasonably necessary to ensure that your data is treated 
securely and in accordance with this policy. Except as otherwise provided in our Data Protection 
Addendum, your team's project and task data will never be transferred to third parties. The only 
data we share with third parties is for analytics, error tracking, and marketing. 

 

  
9. Does your initiative involve sensitive personal information that will be stored 

outside of Canada? 

Sensitive personal information is not defined in FIPPA. Personal information may be considered sensitive 
depending on the type of information and the context in which it is collected, used, disclosed, or stored. 
Common sensitive personal information could include: personal health or medical information; financial 
information; criminal records; disciplinary or complaint history; unique government issued identifiers 
(passport number, driver’s license, personal health number, SIN); racial or ethnic origins; sexual 
orientation; religious or philosophical beliefs; etc. Please see the above link for more guidance or consult 
with VCC’s Privacy Office. 

s. 15(1)(l)
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No 

 If yes, go to question 10 

 If no, skip ahead to Part 5 

10. If you answered “yes” to Question 9: Is the sensitive personal information being 
stored outside of Canada only because it is being made available to the public 
under an enactment that authorizes or requires the information to be made public 
(FIPPA section 33(2)(f))? 

[Answer: Yes or No] 

 If yes, what enactment?  

o [Answer] then skip ahead to Part 5. 

 If no, go to Part 4. 

 

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA  
Complete this section only if you answered yes to Question 9: you are disclosing sensitive 

personal information to be stored outside of Canada. This section will require consultation 

with a representative from IT Services. 

11. Is the sensitive personal information stored by a service provider? 

[Answer: Yes or No] 

 If yes, fill in the table below (add more rows if necessary) and then go to question 13 

 If no, go to question 12 

Name of service provider 

 

Name of cloud infrastructure 

and/or platform provider(s)  

(if applicable) 

Where is the sensitive 

personal information stored 

(including backups)? 

   

   

 

12. If you answered “no” to Question 11: Provide details on the disclosure, including to 
whom it is disclosed and where the sensitive personal information is stored. 
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This should include reference to the location and method of storing the personal information (e.g. 
location of data: Atlanta, GA, USA. Method of storing data in Atlanta, GA, USA: e.g. specify that the 
information is stored in a data storage facility).  

[Answer] 

13. Does the contract you rely on include privacy-related terms?  

[Answer: Yes or No] 

 If yes, describe the contractual measures related to your initiative.  

o [Answer] 

 Is VCC’s Privacy Protection Schedule or Privacy Protection Schedule for Cloud Services appended 

to the initiative’s contract? [Answer: Yes or No] 

 

14. What controls are in place to prevent unauthorized access to sensitive personal 
information? 

Describe technical, security, administrative and/or policy measures that are in place to protect against 
the unauthorized collection, use, disclosure or storage of sensitive personal information, including 
preventing or managing access to sensitive personal information. If your initiative uses a cloud-based 
service provider, also consider controls at each layer: software, platform, and infrastructure.  

See Section 2 of the Guidance Document for examples of these measures and consult with IT Services to 
answer this question. 

[Answer] 

 

15. Provide details about how you and will track access to sensitive personal 
information. 

Describe how you will know if the sensitive personal information is accessed, including access by service 
providers (e.g. logging access to data). Consult with IT Services to answer this question. 

[Answer]
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16. Describe the privacy risks for disclosure outside of Canada. 

Use the table to indicate the privacy risks, potential impacts, likelihood of occurrence, and level of privacy risk. For each privacy risk you identify 
describe a privacy risk response that is proportionate to the level of risk posed. 

This may include reference to the measures to protect the sensitive personal information (contractual, technical, security, administrative and/or 
policy measures) you outlined. Add new rows if necessary. See Section 3 of the Guidance Document for examples of privacy risks and risk 
responses and more guidance for how to complete this table, or see the Guidance on Disclosures Outside of Canada. 

Privacy risk  Impact to 

individuals 

(low, 

medium, 

high) 

Likelihood of 

unauthorized 

collection, use, 

disclosure or storage 

of the sensitive 

personal information 

(low, medium, high)  

Level of 

privacy risk 

(low, medium, 

high, 

considering 

the impact 

and 

likelihood)  

Risk response  

(this may include contractual 

mitigations, technical controls, 

and/or procedural and policy 

barriers) 

Is there any outstanding 

risk?  

If yes, please describe.   
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18. What technical and physical security do you have in place to protect personal 
information? 

Describe where the records, whether digital or physical, for your initiative are stored (e.g., on your 
organization’s LAN, on your computer desktop, in a filing cabinet, etc.) and the technical and/or physical 
security measures in place to protect those records. (Please consult the policies for any software/cloud 
services/etc. but please do not just copy and paste). 

 Technical security measures include secure passwords, encryption, firewalls, etc.  
 Physical security measures include restricted access to filing cabinets or server locations, locked 

doors, security guards, etc.  

VCC Technical and Physical:  
 

 
 

19. Controlling and tracking access 

Please respond to each strategy that describes how you or your vendor limit or restrict who can access 
personal information and how you keep track of who has accessed personal information in the past. To 
effectively protect privacy, access to personal information should be limited to authorized employees 
who need the information to do their jobs. Insert your own strategies if needed. 

s. 15(1)(l)

s. 15(1)(l)
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Strategy  

We only allow employees in certain roles access to information: Yes 

Employees that need standing or recurring access to personal information 

must be approved by their managerial lead:  

Yes 

 

We use audit logs to see who accesses a file and when: Request by 

management 

team 

Describe any additional 

controls: 

 

Managers have the ability to change or revoke access to any 

individual on our account at any time. 

PART 6: ACCURACY, CORRECTION AND RETENTION 
In Part 6, you will demonstrate that you will make a reasonable effort to ensure the personal 

information that you have on file is accurate and complete. 

20. How will you make sure that the personal information is accurate and complete? 

FIPPA s. 28 states that a public body must make every reasonable effort to ensure that an individual’s 
personal information is accurate and complete. For example: verifying information with the person it is 
about prior to recording it.  

Upon being made aware of any inaccuracies in stories or individual info, we always correct them, but 

this relates more to our marketing best practices than to the PI for this tool. VCC is responsible for 

updating and changing information belonging to end users.  

 

21. Requests for correction 

FIPPA s. 29 gives an individual the right to request correction of errors or omissions to their personal 
information. You must have a process in place to respond to these requests. 

21.1 Do you have a process in place to correct personal information? 

Yes 

  If yes: Please describe the process.   
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21.3 If you receive a request for correction from an individual and you know you disclosed their 

personal information in the last year, FIPPA s. 29 requires you to notify the other public body or third 

party of the request for correction. Will you ensure that you conduct these notifications when 

necessary? 

Yes – we will make these attempts and record the details in the same document noted in 21.2. 

22. Does your initiative use personal information to make decisions that directly affect 
an individual?  

No 

 If yes, go to question 23 

 If no, skip ahead to Part 7 

 

23. If you answered “yes” to Question 22: Do you have a records retention schedule in 
place related to personal information used to make a decision? 

FIPPA s. 31 requires that public bodies keep personal information for a minimum of one year after it is 
used to make a decision. Please consult the VCC Records Retention Schedule to assist you in answering 
this question.  

[Answer: Yes or No] 

 If no, describe how you will ensure the information will be kept for a minimum of one year after 

it is used to make a decision that directly affects an individual.  

o [Answer] 

 

PART 7: PERSONAL INFORMATION BANKS 

24. Will your initiative result in a personal information bank? 

A personal information bank is a collection of personal information that is organized and retrievable by 
the name of the individual or an identifying number, symbol or other identifier. 

No 
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PART 8: ADDITIONAL RISKS 
Part 8 asks that you reflect on the risks to personal information in your initiative and list any 

risks that have not already been addressed by the questions in the template. 

25. Risk response 

Describe any additional risks that arise from collecting, using, storing, accessing or disclosing personal 
information in your initiative that have not been addressed by the questions on the template. Add new 
rows if necessary. 

Possible risk Response / mitigation strategies 

Risk 1:   

Risk 2:  

Risk 3:  

Risk 4:   
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PART 9: SIGNATURES 
You have completed a PIA. Submit the PIA to the Privacy Office for review and comment, and then have 

the PIA signed by those responsible for the initiative. 

Privacy Office Comments 

[Answer] 

 

 

 

 

Privacy Office Signatures 

This PIA is based on a review of the material provided to the Privacy Office as of the date below. 

Role Name Electronic signature Date signed 

Privacy Officer     

 

Program Area Signatures 

The PIA must be signed by a role that is able to hold accountability for a PIA, proportionate to the 

sensitivity of personal information and/or the risks of the initiative. This signature confirms that this PIA 

accurately documents data elements and information flow at the time of signing. If there are any 

changes to the overall initiative, including the way personal information is collected, used, stored, or 

disclosed, the program area will contact Privacy and, if necessary, complete a PIA update. 

Program Area Comments: 

[Answer] 

 

 

Surinder
Aulakh

Digitally signed by 
Surinder Aulakh 
Date: 2024.08.26 
07:47:28 -07'00'

Surinder Aulakh 2024/08/26
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Role Name/Position Electronic signature Date signed 

Role designated 

accountable for the 

initiative 

Ariele Taylor, 

Associate 

Director, Client 

Services & 

Strategic 

Initiatives 

 Marketing & 

Communications 

 

Contact Responsible for 

Systems Maintenance 

and/or Security 

Only required if they have 

been involved in the PIA 

Digitally signed by Ariele Taylor 
Date: 2024.08.27 14:02:36 -07'00'

Norman
Chang

Digitally signed by 
Norman Chang 
Date: 2024.08.27 
11:43:14 -07'00'

Norman Chang 8/27/2024

8/27/2024




