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Before you start 

This Privacy Impact Assessment (PIA) form is used by VCC to assess whether a new initiative, or 
proposed significant change to an existing initiative, meets the privacy protection requirements 
of the B.C. Freedom of Information and Protection of Privacy Act. FIPPA’s protection of privacy 
requirements. A PIA is a legislative requirement (FIPPA s. 69(5.3)) and mandatory before 
implementing an initiative.  
You/Your refers to the individual responsible for drafting this PIA, who should be an individual 
from the relevant department or program area with sufficient knowledge to do so. The PIA must 
be signed by the role within the program area with the appropriate position to hold 
accountability for this initiative. 
Please include references to other documents when applicable, but do not insert or embed any 
documents to/in this assessment form. 
Please review the initial assessment questions and contact the Privacy Office at 
privacyandfoi@vcc.ca before you begin the form, if you have not already. See more guidance 
about the PIA process, including the supplementary Guidance Document, on the myVCC Privacy 
website. 
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locations (Library’s use is ongoing; see PIA 2025-014-1). This initiative began in September 2025, with 
the installation of devices at the Broadway and Downtown campuses.  

The initiative is intended to run until a point after Building C is completed and programs and people are 
relocated to Building C  Data from Buildings A and B at the Broadway 
campus will provide useful data about the movement into the new building and the residual use of 
space in Buildings A and B; data about remaining use of Building A space and Downtown buildings will 
provide key data about the capacity needed to be built for in a future Broadway campus building. 
Devices will be removed over time if it is determined that data is not useful or no longer needed for the 
initiative.  

Initiative Participants: IT Services; VP Admin; Keverest Technologies; and FootfallCam (Vendor) 

Responsibilities: 

Vendor is responsible for installing and configuring the Devices and maintaining and monitoring 
the security of Devices.  

o Devices are installed in partnership with X10 Technologies
IT Services creates custom reports, VP Admin uses custom reports, and reviews security of 
Devices.  
IT Services and VP Admin review and determine locations for installation of Devices.  

Systems: 

FootfallCam People Counter as the people-counting system utilized for this initiative. VCC specifically 
uses the FootfallCam 3D Pro2 (Device); these are managed and data is accessed through the use of the 
FootfallCam Analytics Manager V9 (Platform) on the FootfallCam Cloud Server.  

Footfall Cloud Server: The Footfall Cloud Server (Server) consists of four major components: 

FootfallCam Analytics Manager V9 (Platform): the web-based platform that allows user to view 
and generate analytics report, manage sites and devices, and manage access controls and other 
features. 
FootfallCam Database Engine: stores configuration data, user access data, and log data for the 
Platform 
Real Time Data Engine: a collection of services that uses Apache Technologies to communicate, 
collect, process, and aggregate event-driven data from FootfallCam Devices via Websocket 
protocol and output information to Druid Database. 
Druid Database: A storage medium for Real Time Data Engine to perform read/write operation 
with highest efficiency and speed possible. FootfallCam also uses this to create an end point that 
allows the Platform to access, manage, and present the data in the dashboard.  

Devices: Each FootfallCam Device features a 160 degree lens and a 2X 5 MP camera (a standard 
surveillance camera with two 5-megapixel sensors).1 The Devices identify the presence of an individual 
by immediately processing the camera’s live feed into a 3D depth map and then analyzing that to count 
the number of individuals present and only store and transmit the data related to the "people count” 

1 FootfallCam 3D Pro2 Specs: https://www.footfallcam.com/Content/data/documents/Download-Page/Spec-
Sheet/FootfallCam-3D-Pro2-%282025-edition%29-Datasheet.pdf  

s. 13(1)
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Additional features: The Device offers additional modules or features that VCC and its Vendor are not 
employing, including: Wi-Fi Data Collection; heat mapping; demographic analysis (when used through 
different systems and different Device configuration); profiling unique visitors (within last 15 minutes); 
path tracking; customer engagement; behaviour categorization; automatic staff exclusion. FootfallCam 
is originally designed for the purpose of tracking and analyzing the behaviour of customers in retail 
spaces and so most features do not apply to and will not be utilized in VCC’s initiative.  

Retention: Data (of people counts, not video) will be collected and store in two levels for a specific 
period of time before it is deleted.3

Device Level (Store in hardware) Server Level
Raw Data (Counting data – 
Ins and Outs) 

7 days (regardless online or offline) Per Device: 90 days
Per Site: 90 days 
Per Area: 90 days

Minutes Data 7 days (regardless online or offline) 1-minute Data: 90 days
Hourly Data (Aggregated) 30 days Per Site: Permanent 

Per Area: Permanent
Daily Data (Aggregated) - Per Site: Permanent 

Per Area: Permanent

Any videos created by the Vendor during calibration (one-time only, when devices are set up) are 
retained on the Platform for 30 days before automatic destruction.  

Installation: Devices will be installed to count individuals entering and exiting “bookable academic 
spaces,” including: general use classrooms, some labs (when not dedicated spaces), Learning Centre, 
computer labs, and multi-purpose spaces like meeting rooms (only if used as academic spaces). Devices 
will not be installed in any dedicated academic spaces (e.g. auto service; heavy mechanical; biology-only 
labs) because those spaces can only be booked by the applicable department. Devices will also not be 
installed in any other non-academic spaces (e.g. prayer rooms).  

As of October 2025, VCC has installed Devices at the Broadway campus and at the Downtown 
campus. IT Services and the VP Admin are committed to reviewing all locations of installed Devices and 
confirming that the information and data they collect are necessary and directly related to this initiative 
and ensuring this is true for any Devices installed in the future.  

VCC intends to install Devices to collect data about all bookable academic spaces in all current buildings 
in both campuses.  

 Devices are connected and powered via ethernet (POE). 

 
  

3 https://www.footfallcam.com/people-counting/knowledge-base/about-the-product/#duration-of-date-collected-
store-in-device 

s. 15(1)(l)s. 15(1)(l) s. 15(1)(

s. 15(1)(l)

s. 15(1)(l)
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hours booked to the total number of hours that rooms were used on a higher level. The Vendor has no 
access to EMS data.  

Reports are only received and used by VP Admin to identify when bookable academic spaces are 
occupied, to what extent, and if this occurs when rooms are booked. This data will help inform future 
planning for VCC and to understand how many academic spaces are needed in future buildings; the 
needs of types of spaces and times for academic bookings; how space may be distributed in the future 
across buildings; and even what kind of buildings VCC will need to build to support VCC’s need for 
bookable academic spaces. Data may assist in understanding VCC’s space allocation needs, for numbers 
and sizes of rooms; additional space needs like break-out rooms and whether they are actually used 
when booked; or in supporting other space and scheduling optimization initiatives (e.g. booking space 
for hybrid classes, to ensure that space is being used at all times).  

Reports are only accessed by IT Services (creators) and VP Admin. Data will not be used to make any 
decisions that affect individuals, or be used in any way that would follow up on an individual’s behaviour 
or on class attendance (e.g. questioning an employee about a room booking where no one showed up) -
- the collected data will only help to reveal where space is needed and how bookable academic spaces 
are utilized.  

2. What is the scope of the PIA?

Your initiative might be part of a larger initiative or might be rolled out in phases. What part of the 
initiative is covered by this PIA? (An initiative may require multiple PIAs.) What is out of scope of this PIA? 

This PIA covers the collection, use, and disclosure of personal information for VCC’s use of the 
FootfallCam people-counting system within the initiative to collect and analyze data about the uses and 
occupancy of VCC bookable academic spaces (e.g. classrooms or other multi-purpose bookable spaces, 
but not dedicated labs or meeting rooms, or other non-academic spaces).   

Other uses of FootfallCam fall outside the scope of this PIA and are assessed separately, excluding 
technical and security specifications of the FootfallCam system unless different. This includes the 
Library’s use of FootfallCams to gather aggregated data about counts of visitors to both the Downtown 
and Broadway Libraries.  

3. What are the data or information elements involved in your initiative?

Please list all the elements of information or data that you might collect, use, disclose, store, or access 
as part of your initiative (including but not limited to personal information). Please: 

include where the information is coming from (e.g. collected directly from users, pulled from 
existing databases, etc.); 
group different categories of people together (e.g. students, employees, alumni, etc.) if your 
initiative involves large quantities of information or datasets. 
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Live video feed of individuals entering or exiting space (collected directly from VCC employees; 
students; community members)  
Temporarily-retained recordings generated from live feed for accuracy auditing/calibration  
Aggregated data of people count of entrances and exits (number of individuals), location 
(Building and room number of Device), and time (during open hours; reported by hour)  

o Transmitted to Footfall Cloud Server and accessed through the Platform’s dashboard.
Room booking data received from EMS system (value of room booked/not booked only) 
User/log-in credentials for IT Services access; FTP server information 
Floor plan of sites (where Devices installed)  

3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than business 
contact information. Personal information includes information that can be used to identify an individual 
through association or reference. This includes, but is not limited to:  

Names, home addresses, emails, and telephone numbers of the individual or their guardians and 
family members (this includes student names and emails!); 
Images of an individual;  
Identifying number (e.g. student number, employee number, health care number);  
An individual’s personal views or opinions, or anyone else’s opinions about an individual; 
Educational, medical, medical, criminal, financial, or employment history.  

Yes . 

There is limited personal information involved in this initiative due to the function of the Devices. 
Personal information includes:  

Live video feed of individuals entering/exiting space  
Potential: Any recording of live feed (created for calibration/accuracy testing by Vendor and 
temporarily retained) 
Potential: Data reflecting small numbers of individuals (0, 1) in relation to room bookings – 
information could become identifiable.  

If yes, are all of the personal information elements necessary for your initiative? 

o Yes, then skip question 4 and continue to Part 2

4. If you answered “no” to question 3.1: How will VCC reduce the risk of

unintentionally collecting personal information?

Some initiatives that do not require personal information are at risk of collecting personal information 
inadvertently, which could result in a privacy breach or other privacy incident. After you answer this 
question, submit this PIA to the Privacy Office. You do not need to complete the rest of the PIA template. 

N/A 
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PART 2: COLLECTION, USE, AND DISCLOSURE 

This section will help you identify the legal authority for collecting, using, and disclosing 

personal information, and confirm that all personal information elements are necessary for the 

purpose of the initiative.

5. Collection, use, and disclosure flow

Describe the information flow of your initiative in the chart below. The table explains the movement of 
personal information throughout your initiative (column 1) and identifies each time personal information 
is collected, used, or disclosed (column 2) and under which corresponding FIPPA authority (column 3).  

Collection: Describe the steps in collecting personal information from individuals by VCC and/or 
the vendor (clarify which party is collecting the information).  

Use: How does VCC and/or the vendor use personal information (clarify which party is using the 
information)? 

Disclosure: When, if ever, would VCC and/or the vendor provide the personal information to an 
internal or external third party that does not normally have access to the personal information? 

Use column 4 if there are any specific potential risks related to each step. Change the information flow 
and add more rows as necessary. The red text below is an example – input the steps and relevant 
authorities to reflect your initiative’s flow.  

For the most common FIPPA authority references to assist with completing this chart, please see Section 
1 of the Guidance Document, or consult the full text of Part 3 of FIPPA.  

Use this column to describe the way 

personal information moves through 

your initiative step by step as if you 

were explaining it to someone who 

does not know about your initiative. 

Collection, 

use or 

disclosure

FIPPA 

authority or 

other legal 

authority 

Specify any potential 

risks 

Devices temporarily collect live video feed
to convert to data that is used to count 
unique individuals entering/exiting space. 

Collection s. 26(c) Device will record data 
for any number of 
recognized individuals; 
Footfall will provide 
reports of 0 or 1 
individual 
entering/exiting. 

Vendor makes temporary recordings of live 
feed (Live View Mode) for troubleshooting, 
configuration, or verifying accuracy of 

Collection 

Use 

s. 26(c)

s. 32(a)
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PART 3: STORING PERSONAL INFORMATION 

If you’re storing personal information outside of Canada, identify the sensitivity of the personal 
information and where and how it will be stored.

7. Is any personal information stored outside of Canada?

Yes – but only any temporary recordings made from the Devices’ live feed for calibration/accuracy 
testing by the Vendor.  

8. If you answered yes to Question 7: Where are you storing the personal information
involved in your initiative?

The FootfallCam servers are located either in Germany, the UK, or Malaysia. Privacy Office did not 
receive any confirmation of which location.  

9. Does your initiative involve sensitive personal information that will be stored
outside of Canada?

Sensitive personal information is not defined in FIPPA. Personal information may be considered sensitive 
depending on the type of information and the context in which it is collected, used, disclosed, or stored. 
Common sensitive personal information could include: personal health or medical information; financial 
information; criminal records; disciplinary or complaint history; unique government issued identifiers 
(passport number, driver’s license, personal health number, SIN); racial or ethnic origins; sexual 
orientation; religious or philosophical beliefs; etc. Please see the above link for more guidance or consult 
with VCC’s Privacy Office. 

No. 

If no, skip ahead to Part 5 

10. If you answered “yes” to Question 9: Is the sensitive personal information being
stored outside of Canada only because it is being made available to the public
under an enactment that authorizes or requires the information to be made public
(FIPPA section 33(2)(f))?

N/A 

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA 

[Questions 11-16 removed – not applicable to this initiative] 

PART 5: SECURITY OF PERSONAL INFORMATION 

In Part 5, you will share information about the privacy aspect of securing personal information. 
People, organizations or governments outside of your initiative should not be able to access the 
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personal information you collect, use, store or disclose. You and/or your vendor need to make 
sure that the personal information is safely secured in both physical and technical 
environments. 

17. Does your initiative involve digital tools, databases, or information systems?

Yes

If yes: Are these digital tools, databases, or information systems new to VCC? 

o Yes

17.1 If you answered “yes” to Question 17: Do you or will you have a security assessment to 
ensure the initiative meets the security requirements of FIPPA s. 30?  

Consult with VCC IT Services to complete a security assessment that will ensure that the initiative has 
reasonable security arrangements against such risks as unauthorized collection, use, disclosure, or 
disposal of personal information.  

Yes (confirmed by IT Services). 

If yes, go to question 19. If you have or will complete a security assessment during the 
development of your initiative, you do not need to answer the question about technical security. 

18. What technical and physical security do you have in place to protect personal
information?

Describe where the records, whether digital or physical, for your initiative are stored (e.g., on your 
organization’s LAN, on your computer desktop, in a filing cabinet, etc.) and the technical and/or physical 
security measures in place to protect those records. (Please consult the policies for any software/cloud 
services/etc. but please do not just copy and paste). 

Technical security measures include secure passwords, encryption, firewalls, etc.  
Physical security measures include restricted access to filing cabinets or server locations, locked 
doors, security guards, etc.  

N/A - IT Services security assessment. 

19. Controlling and tracking access

Please respond to each strategy that describes how you or your vendor limit or restrict who can access 
personal information and how you keep track of who has accessed personal information in the past. To 
effectively protect privacy, access to personal information should be limited to authorized employees 
who need the information to do their jobs. Insert your own strategies if needed. 
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21.1 Do you have a process in place to correct personal information?

N/A - Personal information is only momentarily collected to be converted to data and cannot be 
corrected.  

21.2 Sometimes it’s not possible to correct the personal information. FIPPA s. 29 requires 
that you make a note on the record about the request for correction if you are not able to 
correct the record itself. Will you document the request to correct or annotate the record? 

N/A 

21.3 If you receive a request for correction from an individual and you know you disclosed 
their personal information in the last year, FIPPA s. 29 requires you to notify the other public 
body or third party of the request for correction. Will you ensure that you conduct these 
notifications when necessary?

N/A – Personal information will not be disclosed to a third party as part of this initiative. 

22. Does your initiative use personal information to make decisions that directly affect
an individual?

No. Data is being collected only to gather information about current usages of space and to plan for 
developing new buildings and allocating space in the future. There is the potential for data to be 
combined with other data and result in personal information (especially with relation to EMS data – e.g. 
1 individual present when room booked by 1 individual would be identifiable) but this is not the 
intention or within the scope of this initiative, and data will not be used to support any other use or 
decisions.  

23. If you answered “yes” to Question 22: Do you have a records retention schedule in
place related to personal information used to make a decision?

FIPPA s. 31 requires that public bodies keep personal information for a minimum of one year after it is 
used to make a decision. Please consult the VCC Records Retention Schedule to assist you in answering 
this question.  

N/A – See Question 1 for Device/Platform retention information. 

PART 7: PERSONAL INFORMATION BANKS 

24. Will your initiative result in a personal information bank?

A personal information bank is a collection of personal information that is organized and retrievable by 
the name of the individual or an identifying number, symbol or other identifier. 

No. 
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presence of and count individuals on FootfallCam Device.

Temporarily-retained recordings generated from live feed for accuracy auditing/calibration 

Aggregated data of people count of entrances and exits (number of individuals), location 
(Library Device), and time (during open hours; reported by hour)  

 Transmitted to Footfall Cloud Server and accessed through the Platform’s dashboard. 

3.1 Did you list personal information in question 3?

Yes . 

There is limited personal information involved in this initiative due to the function of the Devices. 
Personal information includes:  

Live video feed of individuals entering/exiting space  
Potential: Any recording of live feed (created for calibration/accuracy testing by Vendor and 
temporarily retained) 

PART 2: COLLECTION, USE, AND DISCLOSURE 

5. Collection, use, and disclosure flow

Personal information flow is identical to PIA 2025-014. 

6. Collection Notice and Consent

6. 1 Collection Notice

The VCC Library is using the FootfallCam people-counting system to gather aggregated data about the 
number of individuals who enter and exit the Library during its operating hours. FootfallCam 
immediately processes video data on the local device and only retains and transmits aggregated data 
about the people count. Your personal information is collected under the authority of s. 26(c) of FIPPA 
and is not retained by the device. Personal information may only be temporarily retained in 
FootfallCam’s server in the event that FootfallCam/VCC IT Services create a recording to audit a 
FootfallCam device’s counting accuracy, and any recording will be destroyed after that use. Your 
personal information will not be used or retained for any other purpose. Questions about your 
information and the Library’s use of FootfallCam may be directed to Library Systems and Technical 
Services at librarystems@vcc.ca.  

The Library will provide this collection notice either by posting signage at the Library’s entrances and/or 
adding the notice to the Library’s website. The Library may also point to the FootfallCam FAQ (prepared 
for PIA 2025-014) that will be posted on IT Services’ internal website. That FAQ will also indicate that the 
Library is the other VCC initiative using FootfallCam.  
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PART 6: ACCURACY, CORRECTION AND RETENTION

22. Does your initiative use personal information to make decisions that directly affect
an individual?

FootfallCam does not use personal information to make decisions about individuals. The Library’s use of 
FootfallCam is solely to count people entering/exiting the Library and is not used in any decision about 
individuals, or combined with any information that could potentially affect an individual. 

PART 9: SIGNATURES

You have completed a PIA. Submit the PIA to the Privacy Office for review and comment, and then have 
the PIA signed by those responsible for the initiative.

Privacy Office Comments

This PIA is recommended for approval. 

Privacy Office Signatures 

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electronic signature Date signed

Privacy Officer 

Program Area Signatures

The PIA must be signed by a role that is able to hold accountability for a PIA, proportionate to the 
sensitivity of personal information and/or the risks of the initiative. This signature confirms that this PIA 
accurately documents data elements and information flow at the time of signing. If there are any 
changes to the overall initiative, including the way personal information is collected, used, stored, or 
disclosed, the program area will contact Privacy and, if necessary, complete a PIA update. 

Program Area Comments: 

N/A

Role Name/Position Electronic signature Date signed

Role designated 

accountable for the 

initiative

Caralee Maloney

Jan 29, 2026




