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recipients is to directly engage with sponsoring businesses. Instructure, the developer of the
Canvas Learning Management System is one of these participating businesses.

SFU has an existing relationship with Instructure and Canvas: we have been running the Canvas
LMS since 2012, under the community open-source model, running our own instance in the SFU
data centre. Canvas was chosen by a community selection process. It was run on-premise in order
to address privacy requirements under BC FIPPA when Instructure’s data centres were solely run
in the United States at a time when it was not possible for SFU to use Canvas in a way that was
compliant with that legislation.

In recent years, Instructure has broadened their support for the data privacy needs of the
international community including running instances of Canvas in a Canadian data centre. The
related changes can provide a basis of risk mitigation in response to BC FIPPA requirements, and
other BC institutions including UBC have adopted the cloud-hosted version of Canvas with the
Canadian facilities now in place.

In this document where “Canvas” is referenced, we refer to the instance of Canvas hosted by
Instructure in the cloud in their Canadian data centre; references to the on-premise, open-source
instance of Canvas currently being used for courses at SFU will be referred to as “SFU Canvas.”

The intent of this PIA is to support the SFU Beedie School of Business’ engagement with the Digital
SuperCluster initiative by adopting the cloud instance of Canvas in order to leverage additional
capabilities available in the Instructure-hosted, commercial instance of Canvas. While SFU Canvas
is nearly identical in most aspects to the cloud-based Canvas, there are features only available in
cloud-hosted Canvas that would be beneficial to this program:

o Shareable Content Object Reference Model (SCORM) - a set of technical standards for
eLearning development. SCORM support for content integration will allow re-usable
content delivery modules to be constructed, creating significant technical and operational
efficiencies related to course content production; (source: https://scorm.com/)

e Content Delivery Networks (CDN) - a geographically distributed group of servers that
work together to provide fast delivery of Internet content. CDN can improve site
responsiveness for students working far from the SFU data centres in the Lower
Mainland. (Source: https://www.cloudflare.com/en-ca/learning/cdn/what-is-a-cdn/)

The audience for this initial use case is non-credit students of SFU-Beedie's Executive Education
program, as well as Executive Education’s participation in the BC digital SuperCluster program.
Non-credit students are manually enrolled specifically into their program of participation, their
enrolment data is not integrated with SIMS or other SFU systems, and these students do not
normally participate in other undergraduate or graduate programs at SFU.

2.3.1.1 Student Information

Collection: Students submit their information via webform including name, email, and
desired program of enroliment. SFU Beedie staff use this information to manually enroll
students in Canvas using their provided name and email address. Once enrolled, students
may log-in to canvas and submit their own data including optional biographical details in a
profile summary statement, opinions in published comments, posts, and assignments, and
coursework including assignments and quizzes. Canvas logs student engagement activity
including date and time of access. Please see below for details on use of engagement
activity.

Access:

The data may be accessed by authorized members of SFU Faculty, staff and students

enrolled in related courses. Access is scoped to appropriate levels for a given role in the

system (e.g., a student needs to be able to identify other course participants in order to
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engage in discussion or group work; an instructor must be able to see the entire class
list for meaningful interaction and administrative needs such as grading). User access is
controlled by role assignment permissions within the application.

Instructor access: Instructors will have access to the following, only for courses to
which they are assigned “instructor” access: Student names, emails, student submission
date and time stamps, student’s submitted assignments (including submission date/time
for confirming due date requirements are met), student’s published discussion posts,
questions, and public comments, (students must publish their posts to make them visible
to instructors), student engagement activity.

Student access: Students may access the following only for courses they have been
enrolled in: Classmate names, view/reply access to classmates’ published discussion
posts, questions or comments (students must choose to publish their posts to make
them visible to classmates).

Staff Administrator access: SFU-Beedie staff administrators will have access to the
following for courses they administrate student names and emails for the purposes of
enrollment in courses and communication about course related matters, instructor name
and email for assigning instructors access to courses and providing communication and
support, aggregate student engagement details for the purposes of assessing
effectiveness of course design and materials.

About student engagement activity: Basic student engagement activity is logged by
URL and time of access, and that information is visible to the course instructor and
institutional Canvas account administrators with appropriate roles in the student’s
courses. Time of log-in is required for time-sensitive assignment submissions. Aggregate
engagement data (e.g., total student hours spent logged into course, number of modules
viewed, etc.) may also be considered when designing or improving course structure and
content by instructional designers and instructors.

Logs of activities, IP addresses and other information necessary for security, audit
logging, and similar operational activities of the service by Instructure are visible to their
staff under Instructure’s Data Classification, Handling and Encryption Policy. Customer
data and identity information is classified as Confidential under this policy, encrypted at
rest, and shared only with appropriate and authorized personnel when necessary.

Use:

Participation in course activities including accessing and responding to discussion items,
receiving, submitting assignments and quizzes, and retrieving course content. Identity
information is used to control access to resources appropriate to the role that a student
has in a course.

Disclosure:

1. SFU Enterprise and SFU Beedie IT and Administrative staff who are responsible
for administering the Canvas presence for these programs at the course level and
configuring the Canvas application overall

2. Instructors can see submitted content from the student as well as personal
information related to enroliment and participation in the course (Name information,
email address, page view counts and URLs of course content for those courses
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that the instructor and the student are enrolled in; instructors can only view
information for students enrolled in their own courses)

3. Students can see the names of classmates enrolled in the same course and the
publicly posted discussions, questions, and/or personal statements published by
those students.

Retention:

1. Course data is retained on the server after the course is completed unless deleted
by a course administrator. SFU course content that is used to evaluate a student is
required to be kept for one year following the final exam of a course in order to
support grade appeal processes. See RRSDA 1995-018, Examination Papers and
Course Assignments.

2. Student information is required while the student is in a program that requires
access to Canvas and will be maintained in the Canvas’ user database until
deleted/removed by administrative staff or deprovisioning processes.

2.3.1.2 Instructor (Employee) Information

Collection: Instructors contracted or hired to teach a course in Canvas will be added by
SFU Beedie staff administrators using their name and email. Once enrolled in their
course(s) of instruction, instructors may choose to add additional details including a
biographical/professional profile summary, learning module content in the form of written
content, slides, presentations, videos or illustrations, discussion posts, comments, and
feedback for students.

Access:

The data may be accessed by authorized members of SFU Faculty, staff and students
enrolled in related courses. Access is scoped to appropriate levels for a given role in the
system (e.g., a student needs to be able to identify other course participants in order to
engage in discussion or group work; an instructor must be able to see the entire class
list for meaningful interaction and administrative needs such as grading).

User access is controlled by role assignment within the application.

Instructor access: Instructors will have access to the following, only for courses to
which they are assigned “instructor” access: Co-instructor(s) name and email address,
published discussion or answer/question posts, announcements, published and draft
course content (learning module content, assignments, quizzes, etc).

Student access: Students may access the following only for courses they have been
enrolled in: Instructor name, instructor email, published discussion posts,
announcements, or question/answer posts, learning module content published by
instructors (not PI).

Staff Administrator access: SFU-Beedie staff administrators will have access to the
following for courses they administrate student names and emails for the purposes of
enrollment in courses and communication about course related matters, instructor name
and email for assigning instructors access to courses and providing communication and
support, draft and published learning module content (not PI) for providing technology
support.
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Activities such as using course module are logged by URL and time and that information
is visible to the course instructor and institutional Canvas account administrators with
appropriate roles in the student’s courses.

Logs of activities, IP addresses and other information necessary for security, audit
logging, and similar operational activities of the service by Instructure are visible to their
staff under Instructure’s Data Classification, Handling and Encryption Policy. Customer
data and identity information is classified as Confidential under this policy, encrypted at
rest, and shared only with appropriate and authorized personal when necessary.

Use:

Identity information is used to control access to resources appropriate to the role that an
instructor has in a course and to make it possible for students to identify and
communicate with the instructor as needed by the course. The instructor’s role
information in Canvas also indicates to support staff within SFU IT and at Instructure
what requests may be made by the user.

Disclosure:

1. SFU Enterprise and SFU Beedie IT and Administrative staff who are responsible
for administering the Canvas presence for these programmes at the course level
and configuring the Canvas application overall.

2. Students enrolled in a course led by the instructor for purposes of communication
in course related activities.

Retention:

1. Instructor data is kept with the course until the course or data is deleted as well as
in Canvas’ account database until deleted by an administrator of the Canvas
account. Personal student data will be deleted after one year per SFU retention
policies. Learning materials produced by the instructor will be retained until the
instructor deletes them or the archived course is deleted.

2.1.1. Administrator / Supervisor (Employee) Information

Collection: SFU Beedie staff assigned to administrate courses may be enrolled in canvas
using their name and email. Canvas may log time and date of last access which may be
used to manage versioning of page layouts and course content production supported by
the staff member.

Access:

The data may be accessed by authorized members of SFU staff with administrative
access and support staff employed by Instructure (the personnel are often located
outside of Canada even though the data is hosted in a Canadian data centre).

User access is controlled by role assignment within the application.

Activities such as using course module or performing configuration changes are logged
by URL and time and that information is visible to the course instructor and institutional
Canvas account administrators with appropriate roles in the student’s courses.

Logs of activities, IP addresses and other information necessary for security, audit
logging, and similar operational activities of the service by Instructure are visible to their
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2.2,

2.3.

staff under Instructure’s Data Classification, Handling and Encryption Policy. Customer
data and identity information is classified as Confidential under this policy, encrypted at
rest, and shared only with appropriate and authorized personal when necessary.

Use:

Identity information is used to control access to resources appropriate to the role that an
administrator has in the system. Canvas has an extensive permission system to allow
primary system administrators to create and maintain additional roles with access
restricted to specific administrative tasks. Roles pre-exist for common activities such as
Course designer, sub-account administrator, rubrik-manager, etc.

Disclosure:

Name, email address, and activity times may be exposed in the context of tools where
that information is normally provided as part of the interaction (e.g., if an administrator
chooses to interact with another user via the discussion/chat interface). Named
administrators will be identifiable by role generally by other administrators in the
institutional account and to support resources at Instructure who require that information
in order to provide service in response to support requests.

Retention:

Administrator personal information is required to remain in the system as long as the
administrator has a role in the system and will not automatically expire. User accounts
for administrators would only be disposed of when the administrator no longer retains a
role in the Canvas system.

Scope of this PIA

Explain exactly what the PIA covers and conversely what it does not.

This PIA covers:

1. The use of Instructure Canvas by the SFU Beedie School of Business for use with
The Digital Transformation Management Program and required as part of the
conditions of funding from the Digital Technology Supercluster

This PIA does not cover:

1. Further use of Canvas for courses beyond this or general institutional usage

2. Use of tools that are possible to integrate with the Canvas environment that may
use data centres beyond those run by Instructure in the AWS Canada Zone. At this
time no system integrations are planned. Any future integrations will require
separate assessments for privacy and security compliance.

Related PIlAs

Identify PIAs for other parts of the initiative or any PIAs that were previously completed for
this initiative.

SFU Canvas PIA for on-premise installation (PIA 2013-003).
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2.4. Elements of Information or Data

List the types of personal information involved in the initiative (if applicable). This could
include the individual’s name, age, address, work/home email, work/home phone number,
educational history, employment history, work status, health information, financial
information, photos, comments, or opinions about third parties. See Schedule A for a
partial list of types of personal information.

2.41. Student Data Elements

1.

o b~ 0N

o

Last Name
First Name
Optional: Students may elect to provide a preferred alternative name
Email address (user provided email address of participating student)

Date and time stamp of logins and course activities (e.g. Date/time stamped
assignment submissions, discussion posts, quiz submissions)

IP address
Canvas course enrollment information

Optional: students may choose to post a brief biographical profile statement visible
to classmates, instructors, and staff administrators

User submitted course content such as documents for assignments or
contributions to online discussions

2.4.2. Instructor (employee) data elements

o > w0 nh -

o

Last Name

First Name

Optional: Students may elect to provide a preferred alternative name

Email address (user provided email address of participating student)

Date and time stamp of logins and course activities (e.g. Date/time stamped
assignment submissions, discussion posts, quiz submissions)

IP address

Canvas course enrollment information

Optional: students may choose to post a brief biographical profile statement visible to
classmates, instructors, and staff administrators

User submitted course content such as learning module content, documents for
assignments, feedback on student assignments, or contributions to online

discussions

Page 8 of 26

FRM-26 (v1.2) SFU Privacy Impact Assessment —
Instructure Canvas LMS for SFU Beedie School of Business (1v0)



























AR-2026-006 120

5.3.

6.1.

6.2.

6.3.

Records Retention and Disposal

Cite the approved SFU Records Retention and Disposal Authority (RRSDA) that apply to
the records series generated through this initiative. Link to SFU’s Directory of University
Records to determine if an approved RRSDA exists for these records.

If no approved RRSDA exists, describe how the records will be kept in the meantime.
Note that if an individual’s personal information is used by or on behalf of SFU to make a
decision that directly affects the individual, SFU must retain the personal information for at
least one year after being used. This is to ensure that the affected individual has a
reasonable opportunity to obtain access to that personal information.

Student-provided content and data will be retained and disposed of in accordance with governing
RRSDAs for the handing of course-related data within the SFU Beedie School of Business. In the
event that conflicting opinions about applicable RRSDAs arise, the SFU Archives will provide
guidance about proper record disposition.

Further Information

Systematic Disclosures of Personal Information

Describe here (if applicable) any usual disclosures inside the University between the office
with primary responsibility for the personal information and other SFU departments and
programs. Also describe any usual disclosures outside the University between SFU and
another public or private body (e.g., provincial, territorial or federal government ministry,
department or agency; university or college; transit authority; law enforcement agency).

If SFU and one or more other parties have signed an Information Sharing Agreement,
include a copy with this completed PIA. An Information Sharing Agreement sets terms
and conditions on the collection, use, disclosure and protection of personal information by
the parties to the agreement.

None known.

Access for Research or Statistical Purposes

Describe here (if applicable) any usual disclosures of the personal information made by
your department for a research purpose, including statistical research, and how you
comply with section 35 of the Act.

None known.

Personal Information Directory (PID) and Personal Information Banks (PIB)

The Personal Information Directory (PID) contains descriptions of the Personal
Information Banks (PIBs) created and maintained by Simon Fraser University. A PIB is a
collection of personal information that is organized or retrievable by the name of an
individual or by an identifying number, symbol or other particular assigned to an individual.
PIB entries are added to the Directory as PIB records series are identified and scheduled.

Cite the PIB that apply to the records series generated through this initiative. Link to
SFU’s Directory of University Records and search the Personal Information Directory to
determine if a PIB description exists for these records.

If no PIB description exists, create one below using the outline described in the Personal
Information Directory.

Page 17 of 26

FRM-26 (v1.2) SFU Privacy Impact Assessment —
Instructure Canvas LMS for SFU Beedie School of Business (1v0)












AR-2026-006

Instructor

Personal
information

Record

Service provider

Unauthorized
collection, use,
disclosure and
disposal

Use

Volunteer

124

Individuals responsible for the teaching of credit and non-credit courses
including professors, associate professors, assistant professors, professors
emeritus, adjunct professors, visiting faculty, practitioner faculty, post-
retirement appointees, lecturers, instructors, teaching assistants, tutors and
markers, faculty associates, in-service associates, associate members and
program coordinators.

Recorded information about an identifiable individual, other than business
contact information, including but not limited to:

1. names, home addresses and telephone numbers;

2. age;

3. sex;

4. marital or family status;

5. identifying number;

6. race, national or ethnic origin;

7. colour;

8. religious or political beliefs or associations;

9. educational history;

10. medical history;

11. disabilities;

12. blood type;

13. employment history;

14. financial history;

15. criminal history;

16. images;

17. anyone else's opinions about an individual,

18. an individual's personal views or opinions; and,

19. name, address and phone number of parent, guardian, spouse or
next of kin.

Includes books, documents, maps, drawings, photographs, letters,
vouchers, papers and any other thing on which information is recorded or
stored by graphic, electronic, mechanical or other means, but does not
include a computer program or any other mechanism that produces
records.

A person retained under contract to perform services for SFU or a person
with whom an employee automatically enters into an agreement by virtue
of using their product or service and in so doing accepts the service
provider’s terms of use.

Occurs when a person who has access, whether authorized or
unauthorized, to personal information in the custody or control of the
University, collects, uses, discloses and disposes of that information and it
is not authorized by the Act.

Employ information to accomplish a specific purpose.

A person who provides a service to the University without being paid.
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Protection Section 30
Section 30.1
Retention Section 31

Prescribes that SFU must protect personal information in its
custody or under its control by making reasonable security
arrangements against such risks as unauthorized access,
collection, use, disclosure or disposal

1. The media on which information is stored (paper or
digital) must be considered when deciding what
reasonable physical, technical and procedural
security measures are necessary to adequately
protect the personal information

Storage and access must be in Canada

2. Prescribes that SFU must ensure that personal
information in its custody or under its control is
stored and accessed only in Canada except in very
limited and specified circumstances

Retention of personal information

1. Prescribes that SFU must ensure that personal
information is retained for at least one year after
being used so that the affected individual has a
reasonable opportunity to obtain access to that
personal information

Use and Disclosure of Personal Information

Use Section 32
Disclosure Section 33
Section 33.1

Use of personal information

1. Prescribes the only situations in which SFU may
use the personal information it collects

2. Consider the difference between “use” (within the
University office that collected) and “disclosure”
(making information available to anyone else inside
or outside the University)

SFU may disclose personal information in its custody or under
its control only as permitted under section 33.1, 33.2 or 33.3

1. Describes the situations in which personal
information may be released to another person.
The circumstances under which personal
information may be disclosed are prescribed in very
specific and limited terms, therefore, it is important
to confirm that one has legal authority to disclose
personal information before doing so

Disclosure inside or outside Canada

2. Prescribes the only situations in which SFU may
disclose personal information inside or outside
Canada
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Section 33.2 Disclosure inside Canada only

3. Prescribes the situations in which SFU may
disclose personal information inside Canada only

Section 33.3 Disclosure of personal information in records available to public
without request

4. Prescribes the situation when SFU may disclose to
the public a record that is within a category of
records established under section 71(1)

Section 35 Disclosure for research or statistical purpose

5. Prescribes the situation when SFU may disclose
personal information in its custody or under its
control for a research purpose, including statistical
research
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education by through the SFU website, workshops and advisory service;
and/or signing SFU’s Privacy and Confidentiality Agreement

7. Personal information is retained and disposed of according to an existing
Records Retention Schedule and Disposal Authority approved by the
University Archivist

Tracking Access / 1. IDAM infrastructure assures identity

Access Controls | 2. Role-based access management infrastructure authorizes access
3. Auditable log files
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