


Privacy Impact Assessment for

[Proctorio]
PIA#[will be assigned by PCT]

= data shared between Moodle and PROCTORIO

= student verification and recording of identification

= data collection and recording of proctored sessions, including instructor controlled settings
= disclosure, retention, and disposition of proctored session recordings

This PIA excludes review of

= privacy and security of the Moodle LMS

=  GOOGLE’s CHROME web-browser which is required to participate in the PROCTORIO proctored quiz,
test, or examination

= students’ use of their personal GOOGLE or CHROME account to sign-in to CHROME when taking a
proctored quiz, test, or examination

= physical security measures of a student’s environment and computer

= |ogical security measure of a student’s computer

This PIA also excludes review of the processes in regards to reviewing recordings of proctored sessions, as
well as reviewing methods students may employ in attempts to defeat the proctoring services in order to
cheat on a quiz, test, or examination.

3. Related Privacy Impact Assessments

Does Selkirk have a PIA for Moodle?

4. Elements of Information or Data

Section 15(1)(1)
not use PROCTORIO’s human ID verification process, plagiarism detection service, or anomaly review

service (human-based or automated analytics).
The following information and data elements are collected and used for the PROCTORIO online proctoring
session.
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Please describe any specific policies and procedures and provide contact details for someone who
could answer further questions regarding these policies and procedures.

15. Please describe any access controls and/or ways in which you will limit or restrict
unauthorized changes (such as additions or deletions) to personal information.

Section 15(1)(l)

Sectoin 15(2)(l)

Selkirk College has not had visibility into or access to PROCTORIO’s own information security policies,

practices, or standards. Published documentation asserts PROCTORIO employs robust standards and
practices; however, these assertions could not be substantiated.

16. Please describe how you track who has access to the personal information.
Student access to a proctored quiz, test, or examination is via Selkirk College’s Moodle LMS. Students

require a valid CWL account to access Moodle and must be currently enrolled in the corresponding course
for which the proctor session is offered.

Instructors access the PROCTORIO administrative console via Selkirk College’s Moodle LMS. Instructors

require a valid CWL account to access CANVAS, and they must be currently employed by Selkirk College,
and be the registered instructor for the corresponding course.

Part 4 - Accuracy/Correction/Retention of Personal Information

17. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be

annotated? If personal information will be disclosed to others, how will the ministry notify
them of the update, correction or annotation?

The student sitting for a quiz, test, or examination is responsible for ensuring the accuracy of their personal
information.

18. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.
PROCTORIO may flag anomalies or potential anomalies during a proctored session, and instructors and

others involved in evaluation of quizzes, test, or examinations may review such recordings to assess the

flagged anomalies. Assessments may contribute to decisions or actions which impact the specific
student’s grades and standing.
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This PIA is based on a review of the material provided to PCT as of the date below. If, in future any
substantive changes are made to the scope of this PIA, the ministry will have to complete a PIA
Update and submit it to PCT.

Information or Materials Reviewed

Materials reviewed include:

= |nvitation to Quote #5107 from Selkirk College

= Written response from PROCTORIO to Online Proctoring: ITQ #5107

Instructor Guide to Proctorio at Selkirk College (under development)

= TLI links to videos explaining and demonstrating instructor set options for ID verification (under development)
= Selkirk websites providing faculty and students information regarding PROCTORIO (under development)

= Revisions to Selkirk College Policy 8613: Evaluation

- I - 51!

Additional overview information was obtained from the PROCTORIO website.
FAQs from websites of several other North American educational institutions (for comparison purposes).

6.2 Information or Materials Not Available for Review

The following materials were not available for review:

=  Personal information data flow diagrams and tables

= Service agreement excerpts in regards to FIPPA compliance for data residency, disclosure, etc.

= Processes for storing and securing proctored session recordings retrieved from the PROCTORIO site

= Data retention processes, practices, and schedules for recordings of proctored sessions

= Jist of student-related data elements, although the review team expressed the belief that the list would be similar in
nature to that for instructors

6.3 Analysis and Decision

The information provided for the review has established that PROCTORIO can be used in the proposed manner in
compliance with FIPPA and the Information Security Standards. The following are the key factors in that determination:

= Personal information is collected, used, and disclosed in accordance with FIPPA

= Personal information is collected, stored, and accessed within Canada

= Access to Moodle, PROCTORIO, and the related files which contain personal information requires use of a valid Selkirk
College CWL with appropriate access authorities

= |nformation shared between Moodle and PROCTORIO is limited to that required to identify the student in order to
accurately and appropriately associate the recording of the proctored session to the corresponding student-course-exam
combination

= |Information is kept secure during transmission and at rest

Accordingly, PROCTORIO can be used as proposed subject to the conditions set out in the next section.

6.4 Conditions of Approval

The following conditions apply:

1. Publish FAQs and other guidance on TLI and departmental websites on the proper use of PROCTORIO. This should
include guidance on the retention period for recordings of proctored sessions.

2. Require instructors to provide students with written guidance on how to use PROCTORIO, including a privacy
notification as set out below, a copy of the direct link to download the PROCTORIO plug-in from the CHROME Web Store,
and advice not to sign in to CHROME when sitting for a proctored session.
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3. Establish and communicate a standard privacy notification to be provided to students, which includes the following
information: a) a description of the personal information collected and purposes for collection

b) a statement that Selkirk College collects the information for the proctored session under the authority of section 26(c)
of FIPPA

c) contact details of a knowledgeable individual who can respond to questions and concerns regarding the privacy and
security of the information collected

Digitally signed by Arleen Gallo

Arleen Gallo Arleen Gallo oz 220015071000 October 13, 2020

Executive Director, Human Signature Date
Resources

Director or Manager Signature Date
Privacy, Compliance and Training

Branch

Corporate Information and

Records Management Office

Ministry of Finance (if Personal

Information is involved in this

initiative)

Part 7 - Program Area Comments and Signatures
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