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Use this privacy impact assessment (PIA) template if you work for or a service provider to a

non-mi

nistry public body in B.C. and are starting a new initiative or significantly changing an

existing initiative.

Before you start

If you are in a non-ministry public body, you may use this template to document a PIA.
This template leads you through a complete PIA but you are welcome to use another
template or method for documenting your PIA

An initiative is an enactment, system, project, program or activity

Find information on the PIA review process and guestion-by-guestion guidance.

If you have any questions, email Privacy.Helpline@gov.bc.ca or phone 250 356-1851



https://www2.gov.bc.ca/gov/content?id=CFA561FF833D42B68FDD9A818ECAFFBE
https://www2.gov.bc.ca/gov/content?id=04E8FC5C5F68408F8873C2A2C1872529
mailto:privacy.helpline@gov.bc.ca
tel:+12503561851

PART 1: GENERAL INFORMATION

PIA file number:

Initiative title: Top Hat — Accessing Digital Textbook
Organization: Selkirk College

Branch or unit: University Arts and Sciences

Your name and title: Allyson Perrott

Your work phone: 250-365-1363

Your email: aperrott@selkirk.ca

Initiative Lead name and

title:

Initiative Lead phone:

Initiative Lead email:

Privacy Officer: Stacey Matthews

Privacy Officer phone: 250-365-1390

Privacy Officer email: privacy@selkirk.ca

General information about the PIA:

Is this initiative a data-linking program under FOIPPA? If this PIA addresses a data-linking
program, you must submit this PIA to the Office of the Information and Privacy

Commissioner.

NO

Is this initiative a common or integrated program or activity? Under section FOIPPA 69

(5.4), you must submit this PIA to the Office of the Information and Privacy Commissioner.

Related PIAs, if any:




1. Whatis the initiative?
Describe your initiative in enough detail that a reader who knows nothing about your work
will understand the purpose of your initiative and who your partners and other stakeholders
are. Describe what you’re doing, how it works, who is involved and when or how long your

initiative runs.

For Chem 212 and Chem 213 courses, the textbook for students is available online

through Top Hat. A student creates an account for access to the textbook for one year.

2.  What is the scope of the PIA?
Your initiative might be part of a larger one or might be rolled out in phases. What part of the

initiative is covered by this PIA? What is out of scope of this PIA?
The online textbook is required for students in Chem 212 and Chem 213 only.
3. What are the data or information elements involved in your initiative?

Please list all the elements of information or data that you might collect, use, store, disclose
or access as part of your initiative. If your initiative involves large quantities of information or
datasets, you can list categories or other groupings of personal information in a table below

or in an appendix.

The student provides their name and college-issued email address to Top Hat to access the

textbook.

https://tophat.com/company/legal/privacy-policy/

3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than

business contact information. Personal information includes information that can be used to

identify an individual through association or reference.
Type “yes” or “no” to indicate your response. YES

e |Ifyes, gotoPart2


https://tophat.com/company/legal/privacy-policy/
https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

e If no, answer question 4 and submit questions 1 to 4 to your Privacy Officer. You do not

need to complete the rest of the PIA template.

4. How will you reduce the risk of unintentionally collecting personal information?

Some initiatives that do not require personal information are at risk of collecting personal

information inadvertently, which could result in an information incident.

Students will be advised to provide only name and email address.

PART 2: COLLECTION, USE AND DISCLOSURE

This section will help you identify the legal authority for collecting, using and disclosing personal

information, and confirm that all personal information elements are necessary for the purpose

of the initiative.

5. Collection, use and disclosure

Use column 2 to identify whether the action in column 1 is a collection, use or disclosure of

personal information. Use columns 3 and 4 to identify the legal authority you have for the

collection, use or disclosure.

Use this column to describe the way personal Collection, | FOIPPA Other legal
information moves through your initiative step use or authority authority
by step as if you were explaining it to someone disclosure

who does not know about your initiative.

Step 1: Name and email address Collection 26.2

Step 2:

Step 3:

Step 4:

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to

explain how each different part is connected.




6.

Collection Notice
If you are collecting personal information directly from an individual the information is about,

FOIPPA requires that you provide a collection notice (except in limited circumstances).

Review the sample collection notice and write your collection notice below. You can also attach

the notice as an appendix.

Per Top Hat Privacy Policy:

2. User Acknowledgements and Obligations: You acknowledge and agree that by creating a User Account and accessing the
Products you voluntarily consent to the collection, use, retention, and disclosure of Personal Information in accordance with
this Policy. You agree not to disclose any Personal Information to other Users when using the Products, including without
limitation in any User Content you post or share in the Products. You acknowledge and agree that Top Hat requires certain
Personal Information in order to provide you the Products and you consent to Top Hat using your Personal Information to: (a)
create and manage your User Account; (b) determine your eligibility to access and use the Products; (c) process your purchase
of the Products; (d) provide you access to and use of the Products, including without limitation sharing Personal Information
with Product Partners; (e) provide you with technical support in connection with the Products; (f) improve the Products; (g)
retain certain Personal Information as necessary to prevent fraud or future abuse, or for legitimate business purposes, such as
auditing, account recovery, or if required by applicable federal, state and provincial laws or by contract with an Institution; all
retained Personal Information will remain subject to the terms of this Policy; (h) communicate with you regarding the Products
via email and, if you have agreed to receive them, push notifications and SMS messages; (i) communicate with you regarding
new products, surveys, and research on future product ideas or improvements; (j) provide you with marketing and promotional
materials that may be of interest (if you have opted-in to receive such materials); and (k) communicate with you regarding
security, privacy, and administrative issues relating to your use of the Top Hat Products.

3. Top Hat Obligations: Top Hat is committed to protecting the Personal Information of Users. Top Hat shall (a) collect, use, and
disclose your Personal Information in accordance with this Policy, and (b) not sell or rent any Personal Information to any third
party. For California Users, additional information on Do Not Sell and Do Not Share can be found here.

Disclosure of Personal Information. You agree that Top Hat may disclose your Personal Information in the circumstances set
out below:

4.1 To your Institution and selected Institution Users at your Institution as required for the provision of the Top Hat Products or
for administrative purposes, including without limitation compiling a list of Student Users or Institution Users who use the
Products;

4.2 If you are a Student User, Top Hat may disclose “Directory Information,” as defined under FERPA to your Institution and
Third-Party Service Providers as required for the provision of the Products;

4.3 With Third-Party Service Providers to provide services to Top Hat.

4.4 To third parties in connection with a corporate reorganization, merger or amalgamation, or the sale of all or substantially all
of its assets, provided that, where appropriate, any party to whom the information is disclosed is bound by agreements or
obligations, and required to use or disclose your Personal Information in a manner consistent with the use and disclosure
provisions of this Policy; or

4.5 Top Hat may be required or permitted by law to disclose Personal Information without your consent in the event Top Hat
has reasonable belief that there may be harm to you or to another person, in emergency situations, or when required by law,
government, valid legal process, or other legal authority;


https://tophat.com/company/legal/ccpa/

PART 3: STORING PERSONAL INFORMATION

If you’re storing personal information outside of Canada, identify the sensitivity of the personal

information and where and how it will be stored. n/a

7. Is any personal information stored outside of Canada?

Type “yes” or “no” to indicate your response.
No, it is a Canadian data centre based out of Toronto.

8. Does your initiative involve sensitive personal information?

Type “yes” or “no” to indicate your response.

NO

e Ifyes, goto question 9
e If no, goto question 10

9. Isthe sensitive personal information being disclosed outside of Canada under
FOIPPA section 33(2)(f)?

Type “yes” or “no” to indicate your response.

NO

e |If yes, go to question 10
e Ifno,gotoPart4d
10.  Where are you storing the personal information involved in your initiative?

In the cloud in Canada.

After you answer this question go to Part 5.

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA

Complete this section if you are disclosing sensitive personal information to be stored outside

of Canada. You may need help from your organization’s Privacy Officer.



11. Is the sensitive personal information stored by a service provider?

Type “yes” or “no” to indicate your response.

o Ifyes, fill in the table below (add more rows if necessary) and go to question 13

e Ifno, goto question 12

Name of service provider Name of cloud infrastructure | Where is the sensitive
and/or platform provider(s) personal information stored

(if applicable) (including backups)?

12. Provide details on the disclosure, including to whom it is disclosed and where the

sensitive personal information is stored.

13. Does the contract you rely on include privacy-related terms?

Type “yes” or “no” to indicate your response.
e |If yes, describe the contractual measures related to your initiative.

15. What controls are in place to prevent unauthorized access to sensitive personal

information?

16. Provide details about how you will track access to sensitive personal information.

N/A



17. Describe the privacy risks for disclosure outside of Canada.
Use the table to indicate the privacy risks, potential impacts, likelihood of occurrence and level of privacy risk. For each privacy

risk you identify describe a privacy risk response that is proportionate to the level of risk posed.

This may include reference to the measures to protect the sensitive personal information (contractual, technical, security,

administrative and/or policy measures) you outlined. Add new rows if necessary.

Privacy risk Impact to Likelihood of Level of Risk response Is there any outstanding
individuals | unauthorized privacy risk (this may include contractual risk?
collection, use, (low, medium, | mitigations, technical controls, If yes, please describe.
disclosure or storage | high, and/or procedural and policy
of the sensitive considering barriers)

personal information | the impact
(low, medium, high) | and

likelihood)




Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on
whether to proceed with the initiative, with consideration of the risks and risk responses,
including consideration of the outstanding risks in question 17. The public body may
document the decision in an appropriate format as determined by the head of the public

body or by using this PIA template.

PART 5: SECURITY OF PERSONAL INFORMATION

In Part 5 you will share information about the privacy aspect of securing personal information.
People, organizations or governments outside of your initiative should not be able to access the
personal information you collect, use, store or disclose. You need to make sure that the

personal information is safely secured in both physical and technical environments.

Does your initiative involve digital tools, databases or information systems?

Type “yes” or “no” to indicate your response. Yes.

e If yes, work with your Privacy Officer to determine whether you need a security
assessment to ensure the initiative meets the reasonable security requirements of

FOIPPA section 30
This is not required.

18.1 Do you or will you have a security assessment to help you ensure the initiative
meets the security requirements of FOIPPA section 30?

Type “yes” or “no” to indicate your response.

No.

e [f yes, you may want to append the security assessment to this PIA. Go to question 20

e If no, goto question 19



19. What technical and physical security do you have in place to protect personal
information?

Describe where the digital records for your initiative are stored (e.g. on your organization’s

LAN, on your computer desktop, etc.) and the technical security measures in place to protect

those records. Technical security measures include secure passwords, encryption, firewalls, etc.

Physical security measures include restricted access to filing cabinets or server locations, locked

doors, security guards, etc. If you have completed a security assessment, you may want to

append it to the PIA.

See section 4 of Top Hat Privacy Policy Privacy Policy | Top Hat

20. Controlling and tracking access
Please check each strategy that describes how you limit or restrict who can access personal
information and how you keep track of who has accessed personal information in the past.

Insert your own strategies if needed.

Only our administrative user with Top Hat can access the records.

Strategy

We only allow employees in certain roles access to information X

Employees that need standing or recurring access to personal information

must be approved by executive lead

We use audit logs to see who accesses a file and when

Describe any additional controls:

PART 6: ACCURACY, CORRECTION AND RETENTION

In Part 6 you will demonstrate that you will make a reasonable effort to ensure the personal

information that you have on file is accurate and complete.

10


https://tophat.com/company/legal/privacy-policy/

21. How will you make sure that the personal information is accurate and complete?
FOIPPA section 28 states that a public body must make every reasonable effort to ensure that

an individual’s personal information is accurate and complete.

See section 7 Privacy Policy | Top Hat

22. Requests for correction
FOIPPA gives an individual the right to request correction of errors or omissions to their

personal information. You must have a process in place to respond to these requests.

22.1 Do you have a process in place to correct personal information?

Type “yes” or “no” to indicate your response.

Yes, the student can email Top Hat. See section 8 Privacy Policy | Top Hat

22.2 Sometimes it’s not possible to correct the personal information. FOIPPA
requires that you make a note on the record about the request for correction if
you’re not able to correct the record itself. Will you document the request to
correct or annotate the record? N/A

Type “yes” or “no” to indicate your response.

22.3 If you receive a request for correction from an individual and you know you
disclosed their personal information in the last year, FOIPPA requires you to notify
the other public body or third party of the request for correction. Will you ensure
that you conduct these notifications when necessary?

Type “yes” or “no” to indicate your response.
N/A
23. Does your initiative use personal information to make decisions that directly affect
an individual?

No.

Type “yes” or “no” to indicate your response.

e |[f yes, go to question 25
11


https://tophat.com/company/legal/privacy-policy/
https://tophat.com/company/legal/privacy-policy/

e If no, skip ahead to Part 7

24. Do you have an information schedule in place related to personal information used
to make a decision?

FOIPPA requires that public bodies keep personal information for a minimum of one year

after it is used to make a decision. In addition, the Information Management Act requires that

you dispose of government information only in accordance with an approved information

schedule.
Type “yes” or “no” to indicate your response. N/A

e If no, describe how you will ensure the information will be kept for a minimum of one

year after it’s used to make a decision that directly affects an individual.

PART 7: AGREEMENTS AND INFORMATION BANKS

Please provide information about whether your initiative will involve an information sharing

agreement, research agreement or personal information bank.

25. Does your initiative involve an information sharing agreement?

Type “yes” or “no” to indicate your response. No.

e |[f yes, please complete the Information Sharing Agreement Supplement and attach it to

your PIA

26.  Will your initiative result in a personal information bank? No.

A personal information bank (PIB) is a collection of personal information searchable by name or

unique identifier.
Type “yes” or “no” to indicate your response.

e [f yes, please complete the table below.

Describe the type of information in the bank

12


https://www2.gov.bc.ca/gov/content?id=EF2251FC065C485A8111A5CAB78DC952
https://www2.gov.bc.ca/gov/content?id=9A463D3C68E94AE5927E127C99C248DD

Name of main organization involved

Any other ministries, agencies, public bodies or organizations involved

Business contact title and phone number for person responsible for managing the PIB

PART 8: ADDITIONAL RISKS

Part 8 asks that you reflect on the risks to personal information in your initiative and list any

risks that have not already been addressed by the questions in the template.

27. Risk response
Describe any additional risks that arise from collecting, using, storing, accessing or disclosing
personal information in your initiative that have not been addressed by the questions on the

template. N/A, only name and email address.

Add new rows if necessary.

Possible risk Response

Risk 1:

Risk 2:

Risk 3:

Risk 4:

PART 9: SIGNATURES

You have completed a PIA. Submit the PIA to your Privacy Officer for review and comment, and

then have the PIA signed by those responsible for the initiative.

Privacy Office Comments

13



Privacy Office Signatures

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electronic signature Date signed
Privacy Officer / Stacey Matthews _ June 7, 2024
Privacy Office J}W‘( L{

Representative

Program Area Signatures

This PIA accurately documents the data elements and information flow at the time of signing. If

there are any changes to the overall initiative, including to the way personal information is

collected, used, stored or disclosed, the program area will engage with their Privacy Office and

if necessary, complete a PIA update.

Program Area Comments:

Role

Name

Electronic signature

Date signed

Initiative lead

Program/Department

Manager

Contact Responsible for
Systems Maintenance
and/or Security

Only required if they have

been involved in the PIA

Head of public body, or

designate

14



Role

Name

Electronic signature

Date signed

Only required if personal

information is involved

15



