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[Privacy Office to Assign: PIA#25-002]
1.  Is this an administrative/operational, teaching and learning, or a research initiative? Select all that apply.
Administrative/Operational O Research (Contact Research Ethics

Board at rebchair@camosun.ca) if you
have not already)
Teaching and Learning

2.  Has a PIA previously been completed for this initiative?

| Yes No | Not sure

3. What activities will occur within the initiative?

Copilot Chat is a generative Al tool available to all employers and students through the college’s Microsoft
Level 3 License. Copilot Chat is a prompt-based tool and is used to generate content, create images,
analyze data, write code, provide editing feedback on writing and communications, summarize
documents and other tasks suitable for generative chat Al tools.

Copilot Chat may involve incidental sharing of personal information. Section 32(a) of the BC Freedom of
Information and Privacy Act allows for use of personal information under the custody or control of the
college, in alignment with the purpose for which the information was obtained or compiled, or for a use
consistent with that purpose.

Use of Copilot Chat where incidental sharing of personal information may occur include:

e summarizing meeting minutes and related materials

e generating communications such as emails, letters, CamNews announcements etc.
e generating or refining website content

e conducting general research, brainstorming and idea generation

e generating or checking code, calculations etc.

e analyzing anonymized data

Copilot Chat may be used by employees and students for purposes not involving sharing personal
information. Examples include:

e generating teaching materials (lecture materials, assignment questions etc.); although this
activity may have Copyright policy implications

e writing and editing support; although this activity may have Copyright or Academic Integrity
Policy compliance issues implications

Some uses of Copilot are not acceptable. Examples include

e reviewing resumes, cover letters and other application materials
e making decisions about employee performance and related decisions
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e grading assignments and papers with identifying student data (name, C#, personal anecdotes
etc.)

e evaluating student applications

e analyzing non-anonymized data

e submitting confidential 3" party business information (e.g., evaluating an RFP)

¢ Analyzing confidential financial information

Types of data or information potentially collected, used, stored, disclosed, or accessed

e Names (first and last) of employees, students, business partners, community members
e Comments attributed to individuals

¢ Information about college systems and processes

e Email addresses

e Work and home addresses

e Photographs of individuals

e Studentrecords

e Employee records

Did you list Personal Information in question 6? Personal Information is any recorded information about an
identifiable individual, other than business contact information. Personal information includes information
that can be used to identify an individual through association or reference.

O Yes No (a general reference is made)

Mitigation of unintentionally collected personal information?

Copilot Chat uses enterprise data protection. Encryption and strict security measures protect information
from unauthorized access.

e Encryption Data is encrypted in transit (TLS 1.2+) and at rest (BitLocker AES-256)
e Access control and authentication: Limited to Microsoft 365 permissions; multifactor authentication

is mandatory for employees, and voluntary for students

Under the current Microsoft license, employee and student prompts and responses are not shared back to
large-language models (LLM). Users can delete prompts and responses.

Users must login with their Camosun credentials which are protected with multi-factor authentication. The
highly visible green shield alerts users that Enterprise data protection applies to the chat.

applies 1o tnis cnat.
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All information generated by Copilot Chat will remain in Camosun’s Microsoft 365 environment. Data
centres are primarily in Canada (Azure Cloud), but some data may be processed outside of the country.

Users of Copilot Chat will be provided explicit guidance on its use and will be asked to avoid inputting
personal information (as listed in Q.4) or sharing sensitive or confidential information. Users will be advised
to replace personal information in prompts with initials or aliases. The college’'s Acceptable Technology Use
Policy O-1.1 will be updated in Fall 2025 and will outline circumstances where use of Copilot Chat is
prohibited and will state that only licensed tools should be used in the conduct of college business, including
teaching.

Does the initiative involve integration between Camosun College IT systems and Third-Party systems?

O Yes No | N/A
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Parts 2 to 12 not applicable
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