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Complete this privacy impact assessment (PIA) template prior to starting a new University Initiative or
significantly changing an existing initiative involving the processing of Personal Information by KPU or a
Third Party contracted by KPU, A University Initiative includes any activity or commitment undertaken
by a University Employee in the performance of their duties that involves collection or processing of
Personal Information. It may be, among other things, a program, service, or activity of the University,
including the use or purchase of a technological solution or software for University activities

{irrespective of the dollar value of the initiative).

Please read through this form entirely before starting to populate it in order to ensure information

is recorded in the correct sections.

Please note that some information recorded in the PIA may be confidential or proprietary and not
intended for distribution. Before you share the draft or completed PIA {intemnally or externally),
please contact KPU's privacy office at privacy@kpu.ca for guidance or instructions.
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Please ask the Privacy Office for assistance drafting your collection notice if your initiative requires
indirect collection of personal information (i.e. if a service provider collects personal information
from students or employees on behalf of KPU).

FIPPA sets out requirements and restrictions related to use of Personal Information, and includes
penalties to public bodies and their employees for unauthorized use. This section will help you identify
the legal authority for using Personal Information, and ensure that the use of Personal Information is
limited to the original purpose for collection.

What is the intended use of the Personal Information collected?

The Personal Information is used to support the academic progression of KPU students. Much of the
information utilized by CRM Advise is information that academic advisors already have access to
(contact information, appointment notes, educational history). This information is necessary to
understand the student’s background and history to advise them with accurate information and
personalize their experience. Within a student’s degree progress, they may meet with up to three
different advising teams. Also, within a particular caseload i.e., as a first- and second-year student,
they may meet with 8-10 different advisors. Appointment notes are kept to ensure the continuity of
care in support of a student’s success.

Notes are also kept to record any follow-up needed on strategies or action items. As well, notes help
to ensure that information provided is accurate.

Information about student actions (e.g. adding, dropping, and withdrawing from classes) is used for
the purposes of offering students timely and proactive support.

Does your initiative use Personal Information to make decisions that directly affect an individual?
X Yes
O No

Describe the decisions made.
Advisors approve course repeats and educational plans. For example, if a student had repeatedly
missed appointments or not followed through with recommendations made to access support, this

may impact an advisor's decision to approve a course repeat or educational plan.

Who will be using the Personal Information collected by this initiative? {Check all that apply and
provide information requested.)

X  Yourdepartment: Central Advising
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X Another KPU department : International Advising, Health Advising, Design Advising,

Business Degree Advising, Arts Degree Advising, Science Degree Advising, and Upgrading
Advising

X AThird Party (please list; i.e. vendor; partner): Ellucian- during implementation and/or
to provide system support. This will be limited and tracked by KPU.

21. How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above? Check all that apply.

X Your department: A documented training booklet that the Working Group produces
which includes how to take notes. As well, the booklet will include boundaries on how
CRM Advise can be used.

B4 Another KPU department: A documented training booklet that the Working Group
produces which includes instructions on how to take notes. As well, the booklet will

include boundaries on how CRM Advise can be used.

B  AThird Party: Written contract with KPU and controlled access

22.  Will Personal Information collected for this initiative be used for a purpose other than this initiative?
(if yes, FIPPA sets out requirements for the "secondary use”. Please consult with Privacy Officer if

applicable.)
O Yes
X No

if yes, describe secondary use:
N/A

If you answered yes to Question 22, please contact the Privacy Officer to discuss whether secondary
use is appropriate and how to collect consent for secondary use.
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FIPPA sets out requirements and restrictions related to use of Personal Information and includes
penalties to public bodies and their employees for unauthorized disclosure. This section will help you
identify the legal authority for disclosing Personal Information, and to ensure that risks related to the
disclosure of Personal Information are duly considered.

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the Privacy Office.

Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f) (if the
information is made available to the public under an enactment that authorizes or requires the
information to be made public?

O Yes
X No
Is any of the Personal Information being disclosed outside of Canada under FIPPA section 33(2){p)

for the purposes of {i}a payment to be made to or by KPU, (ii)authorizing, administering, processing,
verifying or cancelling a payment, or (iilyresolving an issue regarding a payment?

O Yes
X No

O  The payment processor is out of scope of this PIA.

Describe the privacy risks for disclosure of Personal Information outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential Iimpact to individuals or KPU, and describe a privacy risk response thatis
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
{contractual, physical, technical, administrative measures) you outline elsewhere in this PIA. Privacy
risks below are examples only; add new rows if necessary.

All information to be stored in Canada with no intended disclosures {including for storage) outside of

Canada.
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51. Identify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the University Initiative,

N ¥ K B K KX

Collection: Limit the collection to only what is demonstrably necessary

Use: Use the Personal Information only for the purpose for which it was originally
collected

Access: Only authorized employees (and, where applicable, service providers) may
access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside KPU unless
authorized under FIPPA

Storage: To store the Personal Information only in KPU-provided or approved storage
locations and not to store unnecessarily in multiple locations

Retention: to keep the Personal Information for a minimum of one year — with longer
retention periods only when necessary

Disposal: To dispose, when applicable, in a secure method that renders the Personal
Information permanently irretrievable
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53. Isthisinitiative a data-linking program under FIPPA? If this PIA addresses a data-linking program,
this PIA must be submitted to the Office of the Information and Privacy Commissioner.

O Yes
B No

54. Is thisinitiative a common or integrated program or activity? Under section FIPPA 69 (5.4), this PIA
must be submitted to the Office of the Information and Privacy Commissioner.

O Yes
B No
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