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Use this privacy impact assessment (PIA) template prior to starting a new University Initiative or 
significantly changing an existing initiative involving the processing of Personal Information by KPU or a 
Third Party contracted by KPU. A University In it iative includes any activity or commitment undertaken 
by a University Employee in the performance of their duties that involves collection or processing of 
Personal Information. It may be, among other things, a program, service, or activity of the University, 
including the use or purchase of a t echnological solution or software for University activities 
(irrespective of the dollar value of the initiative). 

Please read through this form before starting to populate it in order to ensure information is 
recorded in the correct sections. 
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PART 1: GENERAL INFORMATION 

Initiative title: Padlet Backpack Gold 

Department or Faculty Teaching and Learning Commons 
("Business Unit" ): 
Initiative Lead (PIA drafter): Omar Jakir 

Initiative Lead email: Omar.jakir@kpu.ca 

One-over-One Name and Nishan Perera - Director, Learning Technology and Educational 
Title: Development 
One-over-One email: t::l i:ib" □ , Q!im.:rn(a)~RY .!;~ 

Privacy Officer name: Adam Cullum 

Privacy Officer email: Adam.cullum@kpu.ca 

If initiative involves a Third 
Party (i.e. vendor, 
consultant, partner), 
provide: 
1. Third Party name Padlet 

2. Product name (if Padlet 

applicable) 

3. Third Party contact memberships@padlet.com 
name and email 

4. Third Party URL btt12s:Ll12adl~t.coml 

1. What is the ini tiative? Summarize what you are doing, how it works, who is involved and when or 
how long your initiative runs. 

Pad let is a platform t hat allows users to creat ively collaborate In virtual bulletin board style spaces 
referred to as "Padlets", where they can post text, images, links, videos, documents and create voice 

recordings. 

They can be exported as PDF, CSV, or Excel files, and linked with previews 

to Twitter, Facebook, Slack, and Pad let itself. 
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2. Is this an administrative/operational, or teaching and learning initiat ive? Select all that apply. 

□ Administrative/Operational 

~ Teaching and Learning 

□ Research (Contact Privacy Office before continuing past Question 9) 

3. What is the scope of the PIA? s. 15(1) 

4. Has a PIA previously been completed for this initiative? 

□ Yes 

~ No 

□ Not sure 

5. What activities occur within the initiative? 
s. 15(1) 

6. What are the data or information elements involved in your initiative? Please list all the elements of 
information or data that you might collect, use, store, or disclose as part of your initiative. Please 
indicate whether the Personal Information is required for the init iative or optional. Indicate 
whether the Personal Information is required by KPU, by the Third Party (i.e. for individual to have a 
vendor account/profile), or both. 

The following pieces of data & information may be collected by Pad let: 
• Information provided by KPU - This includes personal information such as fu ll name and email s. 15(1) 

address to develop a userlD. 
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7. Did you list Personal Information in question 67 Personal loformatjon is any recorded information 
about an identifiable individual, other than business contact informat ion. Personal Information 
includes information that can be used to identi fy an individual through association or reference. 

l2Sl Yes 

0 No 

9. If you answered "No" to question 7, how will you ensure that you do not unintentionally collect 
Personal Information? 

N/A 

s. 15(1) 
s. l 7(l)(b) 

If there is Personal Information involved in t his initiative, continue to complete the remaining sections 
of the PIA. If there is not any Personal Information involved in this initiative, please submit quest ions 1-9 
to the Privacy Officer along with the completed Signatures page. 
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PART 2: COLLECTION 

FIPPA sets out requirements and restrictions related to collection of Personal Information by public 
bodies and their employees. Unauthorized collection is prohibited. This section will help you identify 
the legal authority for collecting Personal Information, and confirm that all Personal Information 
elements collected are necessary for the purpose of the init iative. 

10. Whose Personal Information is collected in this initiative? Check all that apply. 

Students s. 15(1) 

Prospective students 

Former students 

Alumni 

Employees {including casual services contractors or volunteers) 

Former employees {including casual services contractors or volunteers) 

Donors 

Other {specify): 

Other (specify): 

11. Is the information collected for a limited period of time or ongoing? 

□ Limited period: One or more times in a semester/ quarter 

□ Limited period: Multiple times over one year 

181 Ongoing: multiple times over more than one year 

12. How many individuals' Personal Information wi ll be collected? 

s. 17(l)(b) 
s. 21(1) 

s. 15(1) 

13. Have you determined the minimum amount of Personal Informat ion required for the initiative? 

181 Yes 

□ No 
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14. How will you reduce the risk of collecting unnecessary Personal Information? (Check all t hat apply.) 

D Design data gathering forms to gather specific information deemed necessary and 
directly related for the University Initiative 

□ Design data gathering forms with closed-ended questions 

□ Design data gathering forms with m inimal open-ended questions 

D Design dat a gathering forms with drop-down menus 

~ The Business Unit will have documented data gathering processes and requirements 

15. If the init iative involves a Third Party, have you confirmed with t he Third Party what the min imum 
amount of Personal Information is required by the Third Party? 

l2SI Yes 

□ No 

□ N/A (No Thi rd Party involved) 

16. FIPPA Collection Notice: If you are collecting Personal Information directly from an individual the 

information is about, FIPPA requires that you provide a collection notice (except in limited 

circumstances). Please fill in template and remove bold and square brackets. 

Kwantlen Polytechnic University ("KPU") collect s your Personal Information in accordance with 
section 26 of the Freedom of Information and Protection of Privacy Act ("FIPPA"), R.S.B.C. 1996, 
c.165 for the purposes of providing a tool for creative collaboration while taking courses at KPU. 
When using Pad let, any personal information you put into your Pad let will be disclosed for 
storage outside of Canada. KPU does not directly control Pad let's information management 
practices. Avoid adding sensitive personal information about yoursel f to pad lets and comments. 
If you have any questions about the processing of your Personal Information, please contact The 
Teaching and Learning Commons tlcommons@kpu.ca 

Please ask t he Privacy Office for assistance drafting your collection notice if your initiative requires 
indi rect collection of personal information (i.e. if a service provider collects personal information 
from students or employees on behalf of KPU). 
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PART3: USE 

FIPPA sets out requirements and restrictions re lated to use of Personal Information and includes penalties 

to public bodies and their employees for unauthorized use. This section will help you identify the legal 

authority for using Personal Information and ensure that the use of Personal Informat ion is limited to the 

original purpose for collection. 

17. What is the intended use of the Personal Information collected? 

The in tended use of Personal Information collected by Pad let is to provide their service through 
authenticat ion and content storage. Personal Information is not sold to any third parties nor used 

for any targeted profile advertising. 

18. Does your initiative use Personal Information to make decisions that directly affect an ind ividual? 

181 Yes 

0 No 
s. 15(1), s. 13 

19. Describe the decisions made. 

See Privacy Officer's note in Question 18 about context. 

20. Who will be using the Personal Information collected by this initiative? (Check all that apply and 

provide information requested.) 

D You r department (please name): 

t8l Another KPU department (please name): Inst ructors for potential grading of assignments 

or participat ion 

l8l A Third Party {please list; i.e. vendor; partner): Pad let 
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21. How will you ensure that parties using the Personal Information will use it only for the purposes 
stated in 17 above? Check all that apply. 

D Your department: Documented departmental information management practices and 
training related to this initiative 

IZI Another KPU department: Documented communications from your department to the 
other KPU department, setting out use rest rictions 

181 A Third Party: Written contract with KPU 

22. Will Personal Information collected for this initiative be used for a purpose other than this in itiative? 
(If yes, FIPPA sets out requ irements for the "secondary use". Please consult with Privacy Officer if 
applicable.) 

□ Yes 

181 No 

If yes, describe secondary use: 

N/A 

If you answered yes to Question 22, please cont act the Privacy Officer to discuss whether secondary 
use is appropriate and how to collect consent for secondary use. 
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23. Is any Personal Information involved in your init iative stored outside of Canada? 

181 Yes 

□ No 

24. Where is the Personal Information stored? Please identify applicable geographic locations for 
primary storage and backups. 

s. 15(1) 

Name ofThird Party 

1------1 Pad let 

Name of cloud infrastructure I 
and/or platform provider(s) 

(if applicable) I 
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PART 5: DISCLOSURE 

FIPPA sets out requirements and restrictions related to use of Personal Information, and includes 
penalties to public bodies and their employees for unauthorized disclosure. This section will help you 
identify the legal authority for disclosing Personal Information, and to ensure th at risks related to the 
disclosure of Personal Information are duly considered. 

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of 
Canada. You may need help from the Privacy Office. 

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33{2)(f) (if t he 

information is made available to the public under an enactment that authorizes or requires t he 
information to be made public? 

□ Yes 

181 No 

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA sect ion 33{2)(p) 

for the purposes of (i)a payment to be made to or by KPU, (ii)authorizing, administering, processing, 

verifying or cancel ling a payment, or (i ii)resolving an issue regarding a payment? 

□ Yes 

181 No 

□ The payment processor is out of scope of this PIA 
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30. Describe the privacy risks for disclosure of Personal Information outside of Canada. 

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the 
potential impact to Individuals or KPU, and describe a privacy risk response that is 
proportionate to the level of risk posed. 

This may include reference to the measures to protect the Sensitive Personal Information 
(contractual, physical, technical, administrative measures) you outline elsewhere in this PIA. Privacy 
risks below are examples only; add new rows if necessary. s. 15(1), s. 13 

J Privacy risk Impact to individuals or KPU (or Risk response 
KPU employees) 
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Share information about securing Personal Information to protect personal privacy. People, 
organizations or governments outside of your initiative should not be able to access the Personal 
Information you collect, use, store or disclose. You need to make sure that the Personal Information is 
safely secured in both physical and technical environments. 

31. Does your initiative involve digital tools, databases or information systems? 

~ Yes 
□ No 

32. What physical security safeguards are in place to protect Personal Information in this initiative? 

Identify the elements of physical security that protect where the records for your initiative are 
stored (Check all that apply. Specify, "Other" if applicable) 

s. 15(1) 
s. 21(1) 

33. What technical security safeguards are in place to protect Personal Information in this initiative? 

Describe the elements of technical security that protect where the records for your in itiative are 
stored (e.g. secure passwords, encryption, firewalls, etc.) (More options on the following page) 

12 
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34. What administrat ive safeguards are in place to protect Personal Information? 

Describe the elements of administ rative security that protect where the records for your initiative 

are stored (e.g. aliasing, aggregation, policies/procedures, standards of practice, etc.) 

35. If the initiative involves a Third Party, please indicate what type of Agreement governs the 
relationship between KPU and the Third Party. Please select one. 

□ KPU's GSA (negotiated Agreement between KPU and the Third Party) 

~ Vendor's Agreement (negotiated Agreement between KPU and the Third Party) 
□ Online "Terms of Service" or "Terms of Use" (often non-negot iable) 

□ Memorandum of Understanding/Memorandum of Agreement ("MOU"/"MOA") 

D Other (specify): 
D No Agreement 

36. If the initiative involves a Third Party, does an End User License Agreement ("EULA") apply to the 
individuals whose Personal Information is involved? 

□ Yes 

~ No 

13 
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37. The Privacy Officer will need to review all draft/proposed Contracts/Agreements (and related 
materials, i.e. contract appendices/schedules; Third Party privacy policies or on line terms and 
conditions, if any) involved in the initiative. Have you ensured these have been provided? Check 
only one. 

181 Yes 

0 No 

□ N/A (i.e. no Third Party involved in Initiative) 

38. Where are the privacy related terms referenced in the contract or agreement if applicable? (Check 
all that apply) 

IZI In the body of the contract or agreement 
D In a separate privacy or data protection schedule 

D Third Party will sign KPU's Personal Information Management Schedule 
D Third Party will sign KPU's Data Security Schedule 

181 In the Third Party's privacy or data protection policy (or terms of use/service) 
D End user license agreement 
0 In a separate Information Sharing Agreement 

D The privacy re lated terms have not been negot iated yet 

D There are no privacy related terms in the contract or agreement (or related 
documentation) 

D There is no contract or agreement for th is init iative 

39. Controlling and t racking access 

Review each strategy below that describes how to limit or rest rict who can access Personal 
Information and how to keep track of who has accessed Personal Information in the past. Check all s. 15(1) 
that apply. Specify "Other" if applicable. 

40. What additional controls are in place to t rack and prevent unauthorized access to Sensitive Personal s. 15(1) 
Information? 

14 
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PART 7: ACCURACY AND CORRECTION 

Demonstrate that you will make a reasonable effort to ensure the Personal Information that you have 
on fi le is accurate and complete. FIPPA section 28 states t hat a public body must make every reasonable 
effort to ensure that an individual's Personal Information is accurate and complete. FIPPA gives an 
individual the right to request correction of errors or omissions to their Personal Information. 

41. How will KPU ensure that the Personal Information is accurate and complete? (Check all that apply) 

~ Individuals input their own Personal Information 
~ Individuals update their own Personal Information 

D Employee verifies that information is accurate and complete before processing 
D Documented processes to ensure accurate and complete data entry and maintenance 
□ The Third Party manages the accuracy and completeness of Personal Information under 

the direction of KPU 
~ Software or service uses automated processes to enter and manage Personal 

Information 
□ Other: (fill in details) 
□ Other: (fill in details) 

42. Is there a documented process in place to correct Personal Information? 

□ Yes 
~ No 

43. Sometimes it Is not possible to correct the Personal Information. FIPPA requires a process to make a 

note on the record about the request for correction if it isn't possible to correct the record itself. Is 

there a documented process in place to annotate the record? 

181 Yes 
0 No 
□ N/A (corrections always possible) 
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44. If there a request for correction from an individual and KPU or the service provider disclosed that 
individual's Personal Information in the last year, FIPPA requires t hat KPU or the service provider 

provide the applicable other public body or Third Party about the request for correction. Will KPU or 

the service provider ensure that these notifications are done when necessary? 

181 KPU wil l forward correction notifications 

D Third Party will forward correction notifications 

□ KPU and Third Party wi ll split responsibility based on who was authorized to disclose 
Personal Information to third parties before a correction request was made. 
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PART 8: RETENTION ANO DISPOSITION 

45. 

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is used 

to make a decision. 

How will you ensure the information will be kept for a minimum of one year after it is used to make a 
decision that directly affects an individua l? 

46. How long will KPU need to retain the records containing Personal Information? If there are different 
retention timelines for different types of records, please state each retention t imeline based on 

record type. 

47. How long will the Third Party need to retain the records containing Personal Information? If there 

are different retention t imelines for different types of records, please state each retention t imeline 

based on record type. 

48. How wil l you ensure that the records containing Personal Information are disposed of in accordance 

s. 15(1) 

s. 15(1) 

s. 15(1) 

with the retention schedule noted in questions above? s. 15(1) 

49. What methods will be used to dispose of Personal Information following retention period? (Check 
all that apply.) 

□ KPU Business Unit shredding on campus 
D KPU contracted shredding service provider 
lZI KPU deletion of electronic record(s) 
D Service Provider shredding/deletion of record(s) under KPU contract 
~ Service Provider shredding/deletion of record(s) under KPU written instruct ion 

□ Other (explain): 
□ Other (explain): 

17 
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Information Management Steps 

I 

i 
I 

I 

I 
~ 

Privacy Im pact Assess1nent 
Pad let BackPack Gold 

PIA 22-021 

s. 15(1) 

Collection, use or FIPPA and other 
disclosure legal authorities 
Collection 26{c) 

Use 32(a) 

Use 32(a) 

Collect, Use 26(c), 32(a) 

Disclosure 33(2)(h) 

Collection/ 26(c), 33(2)(h) 
Disclosure 
Collection / 26(c), 33(2)(h) 
Disclosure 
Use/ Disclosure 32(a), 33(2)(h) 

Use 32{a) 

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to explain how 
each different part is connected. 
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PART 10: TRAINING 

51. Identify which of the following activities all employees and Thi rd Party (as applicable), will be 

trained on when collecting and managing the Personal Information for the University Initiative. 

181 Collection: Limit the collection to only what is demonstrably necessary 
181 Use: Use the Personal Information only for the purpose for which it was originally 

collected 
181 Access: Only authorized employees (and, where applicable, service providers) may 

access the Personal Information 
l8l Disclosure: Not to disclose the Personal Information inside or outside KPU unless 

authorized under FIPPA 
181 Storage: To store the Personal Information only in KPU-provided or approved storage 

locations and not to store unnecessarily in multiple locations 
~ Retention: to keep the Personal Information for a minimum of one year - with longer 

retention periods only when necessary 
181 Disposal: To dispose, when applicable, in a secure method that renders the Personal 

Information permanently irretrievable 
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PART 11: PERSONAL INFORMATION BANKS 

Please provide information about whether your initiative will involve a Personal Information Bank. 

52. Will your initiative result in a Personal Information Bank ("PIB")? A PIB is a collection of Personal 
Information searchable by name or unique identifier. If yes, please complete the table below. If 
more than one PIB will result, copy and paste an additional copy of the table below and fi ll out a 
separate table for each PIB. 

18) 

D 

Title 

Yes 
No 

Location 

Personal Information Types 

Categories of Individuals 
Included 

Collection Authority 

Purpose of Personal 
Information 

Categories of Persons 
Managing Information 

s. 15(1) 
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PART 12: OIPC REVIEW REQUIREMENTS (Privacy Officer to Complete) 

53. Is t his initiative a data-linking program under FlIPPA? If t his PIA addresses a data-linking program, 

this PIA must be submitted t o the Office of the Information and Privacy Commissioner. 

□ Yes 

l8l No 

54. Is this initiat ive a common or integrat ed program or activity? Under section FIPPA 69 (5.4), this PIA 

must be submitted to the Office of the Information and Privacy Commissioner. 

□ Yes 

~ No 
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This PIA is based on a review of the material provided to the Privacy Office(r) as of September 8, 2022. 
If, in future, any substantive changes are made to the scope of this PIA, the public body will have to 
complete a PIA Update and submit it to Privacy Office(r). s. lS(l), s. 

13 
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PART 14: SIGNATURES 

Privacy Office Signature 

This PIA is based on a review of the material provided to the Privacy Office as of the date in Part 13 
Privacy Officer Comments above. 

Name and Title Signature Date signed 

Adam Cullum - M anager, Information As per email chain September 27, 2022 
Access and Privacy 

Stakeholder Signatures 

This PIA accurately documents the data elements and informat ion flow at the time of signing. If there 
are any changes to the overall initiative, including to the way Personal Information is collected, used, 
stored or disclosed, the Business Unit will engage with the Privacy Office and if necessary, complete a 
PIA update. 

By signing where required below, the signatories acknowledge and confirm their declarations as noted. 

INITIATIVE LEAD (PIA Drafter) 
Name and Title Signature Date signed 

Omar Jakir - Learning Tech Support 

I September 23, 2022 
Analyst 

s.22 

Declaration of Initiative Lead· I confirm that I understand the privacy impacts of this University Initiative 
and am committed to my FIPPA obligations set out herein relative to the collection and management of 
Personal Information involved in the initiative. If there are any changes to the initiative, including to the 
way Personal Information is collected, used, stored or disclosed, I understand that the Business Unit will 
need to engage with the Privacy Office and if necessary, complete a PIA update. I will establish business 
practices and processes for proper collection and management of Personal Information and ensure 
these are documented and followed I will ensure employees are trained on and able to comply with 
their obligations under FIPPA; related University policies and procedures; and KPU Privacy Advice, 
Guidance, and Guidelines relative to this initiative. 
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DEAN/DIRECTOR 

Name and Title Signature Date signed 

Nishan Perera - Director, Learning September 23, 2022 
Technology and Educational 

Development 

Declaration of Dean/Director: I confirm that I have reviewed this PIA and I acknowledge the residual 
privacy risks identified. I support the Business Unit by providing required resources to comply with 
FIPPA and related University policies and procedures,· and KPU Privacy Advice, Guidance, and 
Guidelines relative to this initiative. 

INFORMATION SECURITY 
Required only when University Init iative involves Information Security 

Name and Title Signature Date signed 

Robert Ball - Director, Information Security 9/23/2022 

Declaration of Information Security- I confirm that I am satisfied that the Information Security 

safeguards employed in this University Initiative meet reasonable requirements commensurate with the 

amount or sensitivity of the Personal Information or KPU business information described in this PIA. 

INFORMATION TECHNOLOGY 
Required when University Initiative involves use of KPU IT systems (including Teaching and Learning or 

b ) f h d h l 'h Li rary or integration o T ir Party tee no o iv wit KPU IT systems. 

Name and Title Signature Date signed 

Naing Soe - Manager, Enterprise September 23, 2022 

Systems Architecture 

Declaration of Information Technology: I confirm that I understand and approve of the proposed use­

case of KPU IT systems described in this PIA, where applicable. I understand and approve of the Third 

Party's integration with KPU's IT systems for the University Initiative described in this PIA, where 

applicable. 

25 
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s. 22 

Required only if Personal Information is involved in the initiative as indicated in Question 8. 

Name and Title Signature Date signed 

Leeann Waddington - Associate Vice September 23, 2022 

President Teaching and Learning 

Declaration of Head of Public Body or Designate: I affirm that I have reviewed this PIA and accept the 

residual privacy risks identified for this University Initiative. I confirm that this PIA has been completed 

in accordance with FIPPA. 
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