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Use this privacy impact assessment {PIA) template prior to starting a new University Initiative or
sighificantly changing an existing initiative involving the processing of Personal Information by KPU or a
Third Party contracted by KPU, A University Initiative includes any activity or commitment undertaken
by a University Employee in the performance of their duties that involves collection or processing of
Personal Information, It may be, among other things, a program, service, or activity of the University,
including the use or purchase of a technological solution or software for University activities
(irrespective of the dollar value of the initiative).

Please read through this form before starting to populate it in order to ensure information is
recorded in the correct sections,
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How will you reduce the risk of collecting unnecessary Personal Information? {Check all that apply.)

C] Design data gathering forms to gather specific information deemed necessary and
directly related for the University Initiative

Design data gathering forms with closed-ended questions
Design data gathering forms with minimal open-ended questions
Design data gathering forms with drop-down menus

A 000

The Business Unit will have documented data gathering processes and requirements

If the initiative involves a Third Party, have you confirmed with the Third Party what the minimum
amount of Personal Information is required by the Third Party?

X Yes
] No
[0 N/A(No Third Party involved)

FIPPA Collection Notice: If you are collecting Personal Information directly from an individual the
information is about, FIPPA requires that you provide a collection notice {except in limited
circumstances). Please fill in template and remove bold and square brackets.

Kwantlen Polytechnic University (“KPU") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.5.B.C. 1996,
¢.165 for the purposes of providing a tool for creative collaboration while taking courses at KPU.,
When using Padlet, any personal information you put into your Padlet will be disclosed for
storage outside of Canada. KPU does not directly contral Padlet’s information management
practices. Avoid adding sensitive personal information about yourself to padlets and comments,
if you have any questions about the processing of your Personal Information, please contact The
Teaching and Learning Commons tlcommons@kpu.ca

Please ask the Privacy Office for assistance drafting your collection notice if your initiative requires
indirect collection of personal inf.  nation (i.e. if a service provider collects personal information
from students or employees on behalf of KPU).
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21.  How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above? Check all that apply.

(1 Your department: Documented departmental information management practices and
training related to this initiative

1 Another KPU department: Documented communications from your department to the
other KPU department, setting out use restrictions

I AThird Party: Written contract with KPU

22.  Will Personal Information collected for this initiative be used for a purpose other than this initiative?
(If yes, FIPPA sets out requirements for the “secondary use”. Please consult with Privacy Officer if

applicable.)
0 Yes
M No

If yes, describe secondary use:
N/A

If you answered yes to Question 22, please contact the Privacy Officer to discuss whether secondary
use is appropriate and how to collect consent for secondary use,
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PART 5: DISCLOSURE

28.

29.

FIPPA sets out requirements and restrictions related to use of Personal Information, and includes
penalties to public bodies and their employees for unauthorized disclosure. This section will help you
identify the legal authority for disclosing Personal Information, and to ensure that risks related to the
disclosure of Personal Information are duly considered.

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada, You may need help from the Privacy Office.

Is any Personal Information being disclosed outside of Canada under FIPPA section 33{2)(f) {if the
information is made available to the public under an enactment that authorizes or requires the
information to be made pubtic?

L] Yes
] No

Is any of the Personal Information being disclosed outside of Canada under FIPPA section 33(2)(p)
for the purposes of {i)a payment to be made to or by KPU, (iijauthorizing, administering, processing,
verifying or cancelling a payment, or (iiijresolving an issue regarding a payment?

] Yes
[x] No

H The payment processor is out of scope of this PIA
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PART 7: ACCURACY AND CORRECTION

Demonstrate that you will make a reasonable effort to ensure the Personal Information that you have
on file is accurate and complete. FIPPA section 28 states that a public body must make every reasonable
effort to ensure that an individual’s Personal Information is accurate and complete. FIPPA gives an
individual the right to request correction of errors or omissions to their Personal Information.

41. How will KPU ensure that the Personal Information is accurate and complete? (Check all that apply)

Individuals input their own Personal Infarmation

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before processing
Documented processes to ensure accurate and complete data entry and maintenance
The Third Party manages the accuracy and completeness of Personal Information under
the direction of KPU

Software or service uses automated processes to enter and manage Personal
Information

Other: (£l in details)

Other: {fill in details)

X O 0OKRX

arc

42, Isthere adocumented process in place to correct Personal Information?

O Yes
X No

43.  Sometimes it Is not possible to correct the Personal Information. FIPPA requires a process to make a
note on the record about the request for correction if it isn’t possible to correct the record itself. Is
there a documented process in place to annotate the record?

B Yes
U No
a N/A (corrections always possible)
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44,  |fthere arequestfor correction from an individual and KPU or the service provider disclosed that
individual's Personal Information in the last year, FIPPA requires that KPU or the service provider
provide the applicable other public body or Third Party about the request for correction. Will KPU or
the service provider ensure that these notifications are done when necessary?

M KPU will forward correction notifications
[ Third Party will forward correction notifications

O KPUand Third Party will split respensibility based on who was authorized to disclose
Personal Information to third parties before a correction request was made.
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PART 10: TRAINING

51. ldentify which of the foliowing activities all employees and Third Party {as applicable), will be
trained on when collecting and managing the Personal Information for the University Initiative.

Collection: Limit the collection to only what is demonstrably necessary

bz Use: Use the Personal Information only for the purpose for which it was originally
collected

Access: Only authorized employees (and, where applicable, service provider may
access the Personal Information

X Disclosure: Not to disclose the Personal Information inside or outside KPU unless
authorized under FIPPA

P Storage: To store the Personal Information only in KPU-provided or approved storage
locations and not to store unnecessarily in multi| :locations

X Retention: to keep the Personal Information for a minimum of one year - with longer

retention periods only when necessary
Disposal: To dispose, when applicable, in a secure method that renders the Personal
Information permanently irretrievable

<
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PART 12: OIPC REVIEW REQUIREMENTS (Privacy Officer to Complete)

53. Isthisinitiative a data-linking program under FIPPA? If this PiA addresses a data-linking program,
this PIA must be submitted to the Office of the Information and Privacy Commissioner.

(| Yes
X No

54, s thisinitiative a common or integrated program or activity? Under section FIPPA 69 (5.4), this PIA
must be submitted to the Office of the Information and Privacy Commissioner,

1 Yes
No
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