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11,  FIPPACollection Notice: If you are collecting Personal information directly from an individual the

information is about, FIPPA requires that you provide a coliection notice {except in limited
circumstances). Below is a standard template for most collections of Personal Information. Please
provide the information required in the highlighted sections,

Kwantlen Polytechnic University (“KPU") collects your Personal information under section 26 of the
Freedom of Information and Protection of Privacy Act (“FIPPA"), R.S.B.C. 1996, ¢.165 for the purposes of
your use of the PebblePad platform. If you have any questians about the processing of your Personal
Information, please contact Teaching and Learning Commons at ticommons@kpu.ca

The Privacy Office can assist where your initiative requires revisions to the above standard wording.

PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. Unauthorized use in
prohibited.

12,

13.

14,

15,

What is the intended use of the Personal Information collected?

Personal Information is used to enable users, such as students and instructors, to use the
PebblePad platform, including in connection with KPU teaching and learning programs. This
includes all of the activities and uses described in the response to Question 1 ahove,

Does your initiative use Personal Information to make decisions that directly affect an individual?

B Yes
[l No

Describe the decisions made (i.e. grade assignment; hiring decision; approval/denial of access to
service)

Where PebblePad is used for instructional purposes, student work product w  be assessed and
graded by instructors for PebblePad activities in courses.

Who will be using the Personal Information collected by this initiative? {Check all that apply and
provide information requested.)

[1  Yourdepartment (please name):

X Another KPU department (please name}: Instructors in any KPU department where
PebblePad is used for coursework purposes,

<] A Third Party (please list; i.e. vendor; partner): PebblePad
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PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to the disclosure of Personal Information.
Unauthorized disclosure is prohibited. This section will help you identify risks related to the disclosure
of Personal Information.

20, Isany Personal Information being disclosed outside of Canada under FIPPA section 33(2){f) (if the
information is made available to the public under an enactment that authorizes or requires the
information to be made public?

[ Yes
(] No
21.  Isany of the Personal Information being disclosed outside of Canada under FIPPA section 33{2)(p)

for the purposes of {i) a payment to be made to or by KPU, {ii)authorizing, administering, processing,
vetifying or cancelling a payment, or (iii)resolving an issue regarding a payment?

U Yes
(] No

O The payment processor is out of scope of this PIA



22.

! Privacy Impact Assessment
PebblePad 2025
2024-005

KPU l KWANTLEN POLYTECHNIC UNIVERSITY

FIPPA requires special consideration of the privacy risks of disclosure of Sensitive Personal Information for purposes of storage outside of

Canada. For each privacy risk you identify below, describe the potential impact to individuals or KPU, the likelihood of the risk occurring
{in light of safeguards in place); and describe the privacy risk response proportionate to the level of risk posed. {The table below contains
some standard privacy risks for disclosure of Sensitive Pl for purposes of storage outside Canada. These are meantasa guide; some of
these may not apply to your initiative. Please delete those that are not applicable and replace with relevant privacy risks. Please
amend the table as necessary, including adding any further risks to the table, where necessary.) Delete pre-populated rows of the table
and check “N/A” below if no Sensitive Personal Information is disclosed for storage outside Canada with this initiative.

&< N/A: No Sensitive Personal Information is disclosed for storage outside Canada with this initiative.
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29.  Iftheinitiative involves a Third Party, please indicate what type of Contract/Agreement governs the
relationship between KPU and the Third Party. Please select gne.
O KPU’s GSA {nepctiated Agreement between KPU and the Third Party)
O Vendor's Agreement {negotiated Agreement between KPU and the Third Party)
Ll Online “Terms of Service” or “Terms of Use” (non-negotiated Agreement)
O Memorandum of Understanding/Memorandum of Agreement {(“"MOU"/“MOA™)
X Other (specify): Agreement between BCNET and PebblePad, under which KPU has
entered into a Designated Member Order Form to purchase the PebblePad platform
O No Agreement (Note: having no Agreement presents privacy risks)
30. Iftheinitiative involves a Third Party, does an End User License Agreement (“EULA”) apply to the
individuals whose Personal Information is involved?
O Yes
<] No
31, ThePrivacy Officer will need to review the proposed Contracts/Agreements (and related materials,
i.e. contract appendices/schedules; Third Party privacy policies or online terms and conditions, if
any) involved in the initiative. Have you ensured these have been provided? Check one.
Yeas
O No
M N/A (i.e. no Third Party involved in Initiative)
32.  Where are the privacy related terms referenced for this initiative? Check all that apply.

In the body of the negotiated contract or agreement

In the Third Party’s terms of use/service

In the Third Party’s privacy or data protection policy

In the Third Party’s privacy or data protection schedule

Third Party will sign KPU's Personal Information Management Schedule
Third Party will sign KPU’s Data Security Schedule

End user license agreement

In a separate Information Sharing Agreement

The privacy related terms have not been negotiated yet

There are no privacy related terms in the contract or agreement {or related
documentation)

0 I Y O R R R N ¢

[Privacy Officer Note - The Agreement between BCNET and PebblePad includes a privacy
protection schedule that is substantially similar to a former version of the Province’s standard non-
cloud privacy protection schedule and a copy of the Province’s standard cloud security schedule.]
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