





1.

4,

! Privacy Impact Assessment

Workday Adaptive

KPU ’ KWANTLEN POLYTEGHNIC UNIVERSITY PIA #2024-011

What is the initiative? Describe what you are doing, how it works, who is involved and when or how
long your initiative runs.

The University is seeking to implement a 5 year forecast/reporting/budgeting tool to ensure it is
effectively managing its long term strategic objectives. This tool will also help manage the
University’s resources and help plan more efficiently past one year, which is what is currently being
done. The University has selected the Workday Adaptive software-as-a-service solution for this
initiative.

The implementation is anticipated to take 3 -4 months and we estimate that the use of the software
will be ongoing.
s this an administrative/operational, or teaching and learing initiative? Select all that apply.

0  Administrative/Operational
O Teachingand Learning

[0  Research {Contact Privacy Office before continuing past Question 8)

What is the scope of the PIA? The initiative might be part of a larger one or might be rolled out in
phases. What part of the initiative is covered by this PIA? What is out of scope of this PIA?

The scope of this PIAis the operation of the 5 year budget tool - Workday Adaptive Planning only.
This PIA does not include an assessment of any other Workday product, which would require a

separate PIA or update to this PIA.

A separate PIA has been conducted on the implementation partner used by KPU to implement
Workday Adaptive Planning.

Has a PIA previously been completed for this initiative?

1 Yes
] No
0  Notsure
What are the data or information elements involved in your initiative? Please list all the elements of

information or data that you might collect, use, store, or disclose as part of your initiative. Please

indicate whether the data/information is required for the initiative or optional. Some examples are
provided below. Please overwrite these examples and add all additional data elements.
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Design data gathering forms with closed-ended questions

Design data gathering forms with minimal open-ended questions

Design data gathering forms with drop-down menus

The Business Unit will have documented data gathering processes and requirements

guoooug

Other measures: (describe here)

FIPPA Collection Notice: If you are collecting Personal Information directly from an individual the
information is about, FIPPA requires that you provide a collection notice (exceptin limited
circumstances). Below is a standard template for most collections of Perscnal Information. Please
provide the information required in the highlighted sections,

Not applicable.
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PART 3: USE

FIPPA sets out requirements and restrictions related to use of Persanal Information. Unauthorized use is
prohibited.

12.  whatis the intended use of the Personal Information collected?

Financial analysis for forecasting and budgeting purposes.

13.  Does your initiative use Personal Information to make decisions that directly affect an individual?

(4 Yeos

[1 No

14.  Describe the decisions made (i.e. grade assignment; hiring decision; approval/denial of access to
service}

Long-term budget planning and forecasting could provide information that has the potential to
inform institutional changes that may impact programs and staffing levels. Such decisions may
have an impact on KPU students, staff or faculty, which may be based in part on the outputs of the
Workday Adaptive Planning system.

15.  Who will be using the Personal Information collected by this initiative? (Check all that apply and
provide information requested.)

&  Yourdepartment (please name): Finance team for budget and planning analysis
(1  Another KPU department (please name):

O  AThird Party {please list; i.e. vendor; partner}:

16.  How will you ensure that parties using the Personal Information will use it only for the purposes
stated above? Check all that apply.

X  Your department: Documented departmental information management practices and
training related to this initiative. Confidentiality agreement required to be signed before
Banner/ FAST access. Personnel will not be granted access to this tool without also having
Banner / FAST access,
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0  Another KPU department: Documented communications from your department to the
other KPU department, setting out use restrictions -

[X  AThird Party: Written contract with KPU -Workday will enter into a written agreement
with KPU restricting their use of Personal Information,

Will Personal Information collected for this initiative be used for a purpose other than this initiative?
{If yes, FIPPA sets out requirements for the “secondary use™. Please consult with Privacy Officer if
applicable.}

K Yes

O No
If yes, describe secondary use:
Workday uses KPU data {which includes Personal Information) to improve and personalize machine
learning and analytics features of the Workday Adaptive Planning Product. KPU can manage the use

of its information for these features as described in the Workday documentation,

Workday also uses KPU data to verify its improvements, updates, enhancements, upgrades and
changes to the Workday Adaptive Planning product,
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FIPPA requires special consideration of the privacy risks of disclosure of Sensitive Personal Information for purposes of storage outside of
Canagla. For each privacy risk you identify below, describe the potential impact ta individuals or KPU, the liltelihood of the risk occurring
(in light of safeguards in place); and describe the privacy risk response proportionate to the level of risk posed. (The table below contains
some standard privacy risks for disclosure of Sensitive P| for purpases of storage outside Canada, These are meant as a guide; some of

these may not apply to your initiative, Please delete

se that are not applicable and replace with relevant privacy risks. Please

amend the table as necessary, including adding any further risks to the table, where necessary.) Delete pre-populated rows of the table
and check "N/A” below if na Sensitive Personal Information is disclosed for storage outside Canada with this initiative,

= N{A: No Sensitive Persanal Infermation is disclosed for storape outside Canada with this initiative.
Privacy risk Impactto Likelihood | Level of Risk response {including Is there any
individuals or KPU | of risk privacy risk physical, technical, cutstanding risk? If
{including KPU occurring | {High/Med/Low | administrative measures you yes, please
employees) (High/Med | based on outline elsewhere in this PIA.) describe.
{Low) impact and
likelihood)

Not applicable,
L
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If the initiative involves a Third Party, please indicate what type of Contract/Agreement governs the
relationship between KPU and the Third Party. Please select gne.

KPU’s GSA {negotiated Agreement between KPU and the Third Party)

Vendor's Agreement (negotiated Agreement between KPU and the Third Party)
Online “Terms of Service” or “Terms of Use” (non-negotiated Agreement)
Memorandum of Understanding/Memorandum of Agreement (“MOU” /“MOA™)
Other (specify):

No Agreement {Note: having no Agreement presents privacy risks)

ooooxROd

If the initiative involves a Third Party, does an End User License Agreement (“EULA”) apply to the
individuals whose Personal Information is involved?

| Yes
] No

The Privacy Officer will need to review the proposed Contracts/Agreements (and related materials,
i.e. contract appendices/schedules; Third Party privacy policies or online terms and conditions, if
any} involved in the initiative. Have you ensured these have been provided? Check one.

[X] Yes
O No
(] N/A (i.e. no Third Party involved in Initiative)

Where are the privacy related terms referenced for this initiative? Check all that apply.

X In the body of the negotiated contract or agreement

] In the Third Party’s terms of use/service

U In the Third Party's privacy or data protection policy

In the Third Party’s privacy or data protection schedule

O Third Party will sign KPU's Personal Information Management Schedule

O Third Party will sign KPU’s Data Security Schedule

O End user license agreement

L] In a separate Information Sharing Agreement

(] The privacy related terms have not been negotiated yet

O There are no privacy related terms in the contract or agreement (or related

documentation)

Controlling and tracking access

Identify how access to Personal Information is restricted and tracked. Check all that apply. Specify
“Other” if applicable.






































