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A. Related PlAs, if any:
e Not applicable

B. If this initiative involves an external service provider or vendor, has a
contract between SFU and the vendor been signed?

e A contract has been signed.

C. Has SFU’s “Privacy Protection Schedule” been agreed to by the vendor?

e Yes

1. What is the initiative?

Describe your initiative in enough detail that a reader who knows nothing about your
work will understand the purpose of your initiative and who your partners and other
stakeholders are. Describe what you’re doing, how it works, who is involved and when
or how long your initiative runs.

Ednius Copilot for Educators is an Al-powered tool designed to assist educators with
providing feedback and grading. The product will undergo a pilot testing phase during its
first year of implementation before any broader adoption across other courses. Initially,
it will be used exclusively in the following course: BUS 557 G300.

BUS 557 G300, comprised of around 35 students, consists of the following student
evaluation criteria that will be piloted with the Ednius system:

Four assignments, i.e. four quizzes. Each quiz is composed of a set of short
answer questions and will affect up to 10% of students’ grade for a total of 40%.

After the pilot program is completed, an addendum to the Privacy Impact Assessment
(PIA) will be conducted for potential implementation across all courses within the Beedie
School of Business.

The implementation of Ednius Copilot for Educators, an Al tool, is expected to start
during the Fall 2024 — 1247 term, as a way to add more value for

the learning experience in the Beedie School of Business Graduate Programs.
Ednius Copilot for Educators will be part of the tools used during the courses, if
applicable.

Ednius Copilot for Educators is an Al-based tool that can analyze and personalize
grades and feedback for student responses, based on criteria established by course
leaders. The application evaluates and suggests grades and feedback by comparing the
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student’s assignment and exam responses to a rubric provided to Ednius by the
educator. The aim of using Ednius is to assist Professors, Teaching Assistants, and
Markers in making more efficient decisions. However, the final decision on grades and
feedback rests entirely with the course leader (could be only the faculty in charge), who,
along with Professors, Teaching Assistants, and Markers, has the discretion to
determine what percentage of the suggested grades and feedback provided by Ednius
Copilot for Educators will be utilized.

The tool will be managed by the Faculty and/or Staff at the Beedie School of
Business. Students will not need to create any account or provide any further
information.

Ednius uses artificial intelligence (Al) technologies (specifically, the GPT-4 family, Llama
3, and Phi 3) to automate and enhance the grading process, integrating directly with
Learning Management Systems (LMS) like Canvas through APIs.

The operational process starts when an instructor finalizes a quiz on Canvas. At this
stage, Ednius utilizes the Canvas API (using the user authorization and developer keys
provided) to retrieve the quiz content and students’ responses, while excluding personal
identifiers like names or Student IDs. Once the responses are imported into Ednius,
advanced Al models perform a thorough analysis of each answer. These models
evaluate how well each response aligns with the predefined rubric criteria (which might
be provided by the professor) and the correct answers set by the instructor (which must
be provided by the professor). The Al is designed to understand various writing styles,
ensuring that grading is consistent, accurate, and impartial. The Marker/Professor will
retain the final decision and will review the feedback and grades before assigning them

After the Al completes its evaluation, Ednius produces personalized grades and
feedback for each student, highlighting the strengths of their responses and pinpointing
areas for improvement. Instructors will review, adjust, and finalize this feedback on the
Ednius platform before it is sent back and posted on the LMS. This process, initiated at
the user's discretion, once again utilizes the Canvas APIs and the anonymized
submission ID key provided by Canvas for each student submission.

2. What is the scope of the PIA?

Your initiative might be part of a larger one or might be rolled out in phases. What part
of the initiative is covered by this PIA? What is out of scope of this PIA?

This PIA is exclusively for the Ednius pilot program related to the BUS 557 G300
course.

The product will undergo a pilot testing phase during its first year of implementation
before any broader adoption across other courses. Initially, it will be used exclusively in
the following course: BUS 557 G300
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After the pilot program is completed, an addendum to the Privacy Impact Assessment
(PIA) will be conducted for potential implementation across all courses within the Beedie
School of Business

3. What are the data or information elements involved in your initiative?

Please list all the elements of information or data that you might collect, use, store,
disclose or access as part of your initiative.

Consider segmenting your response into the different categories of people who you will
collect different types of information from (e.g. students, administrators, employees,
alumni, etc.).

Please include where the information is coming from (directly from users, pulled from
pre-existing SFU databases, efc.).

The personal information collected may include:

e Individual's personal views or opinions
e Identifying number*

*For the Canvas integration, Ednius utilizes the "submission_id" as the unique identifier,
which is generated for each student upon submitting an assignment (randomized for
every submission). Additionally, the API provides access to an anonymous "user_id"
associated with the Canvas user (distinct from the student ID or other personal details),
but Ednius does not use or store this data. The rate at which this identifier changes is
subject to SFU’s IT policies.
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3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other
than business contact information. Personal information includes information that can
be used to identify an individual through association or reference. For example:
* names, home addresses, emails, and telephone numbers of the individual or
of their guardians or family members;
* images of the individual;
» anyone else's opinions about an individual;
* an individual's personal views or opinions;
* identifying number (e.g., student number, employee number, health care
number;
* age, sex, gender, marital status, race, national or ethnic origin;
* religious or political beliefs or associations;
 educational, medical, criminal, financial, employment history.

Type “yes” or “no” to indicate your response.
Yes

o If yes, are all of the personal information elements you are collecting necessary
for your initiative?
o Yes
e If no, how will SFU reduce the risk of unintentionally collecting personal
information? After you Answer this question, submit this PIA to the Access and
Privacy Program. You do not need to complete the rest of the PIA template.
o Answer
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It is related directly to and needed by the University to enhance the grading and
feedback process for students by leveraging Al technology. The information will
be used to personalize and propose grades and feedback for students’
responses, based on the grading rubric provided by the course leaders to
Ednius. Course leaders/professor will at all times make the final determination of
feedback and grades assigned. The information provided may be disclosed to
other third party Al systems, namely:

o the GPT-4 family;
o Llama 3;
o and Phi 3.

If you have any questions about the collection and use of this information, please
contact the Associate Director, Graduate Programs, busarcrd@sfu.ca, 778-782-
5718.

Advisory notice to be posted for Educator’s attention:

In using the Ednius Copilot for Educators Pilot Program, you agree not to upload,
submit, or provide access to documents or information that contains or includes
personal (non-business contact information) or confidential information to this Al
companion, for example:

Personal Information: may include student names, private non-business
addresses, non-work related phone numbers, non-work related email
addresses, social security numbers, employment or education history, etc.
For a more expansive list of personal information data elements please
see:

https://www.sfu.ca/content/dam/sfu/policies/files/information policies/I10-
11/110.11 Schedule 1 - May 29 2021.pdf

Confidential or Sensitive Content: Including regulated data, proprietary
business information, financial details, legal documents, or any other
information that is confidential in nature regarding the university.

Please avoid relying on any responses from this Al companion to make decisions
concerning individuals unless you have verified the accuracy of the information
provided to, and statements provided by, this Al companion.

Please ensure you provide the correct answers for each quiz so that Ednuis can
accurately evaluate students' responses. You will need to provide your intended
grading criteria for Ednius to be more refined in the proposed feedback and
grading.

Should you have any inquiries or concerns regarding the appropriate use of this
platform, please contact the Associate Director, Graduate Programs,
busarcrd@sfu.ca, 778-782-5718.

FRM-26 (v2.3) SFU Privacy Impact Assessment — [Ednius Copilot for Educators] Page 10 of 32



AR-2026-018

We would like to caution users about the responsible use of Atrtificial Intelligence
(Al). While Al enhances productivity capabilities, and user experience, it is
essential to be mindful of its potential consequences. Please consider the
following when providing prompts to the Al :

1. Ensure that no personal information is entered into the prompts given to the
Al. If any personal information is entered, please ensure that it is handled
responsibly, in accordance with any Freedom of Information and Protection of
Privacy Act (RSBC 1996, c.165) and university policy related obligations you
may have.

2. As Al can inadvertently amplify misinformation. Users should critically
evaluate information and cross-reference information generated with reliable
sources to verify the accuracy of the provided results.

3. Al algorithms may unintentionally reflect biases present in the training data.
Be aware that provided results can carry inherent biases, and it's crucial to
critically evaluate information generated by Al.

5.2 Consent: If you are obtaining consent for the use or disclosure of personal
information, add any consent language here.

Consent must have the following elements:
a) be in writing; and
b) be done in a manner that specifies:

a.
b.

the personal information for which the individual is providing consent;

the date on which the consent is effective and, if applicable, the date on
which the consent expires;

for “use” consent, the use of the personal information; and
for “disclosure” consent:
i. to whom the personal information may be disclosed;

ii. if practicable, the jurisdiction to which the personal information may
be disclosed; and

iii. the purpose of the disclosure of the personal information.

Consent Notice for Students

Consent Notice for Use of Personal Information

Thank you for participating in our Ednius Copilot for Educators Pilot Program. To
enhance your learning experience and ensure the best possible outcomes, we require
your consent to use your personal information in Ednius Copilot for Educators Program.
Please carefully read the following consent notice before agreeing.
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1. Purpose of Information Collection We collect and use your personal information to
provide, enhance, and personalize your educational experience. This includes, but is
not limited to:

» Providing tailored feedback on assignments and exams
2. Information Collected The types of personal information we may collect include:
e Your name, student ID, and contact details
o Course enrolliment and participation data
o Assignment submissions, quizzes, and exam results
e Interaction data within the learning management system (LMS)

3. Products and Tools Using Your Information Your personal information may be
utilized in the following educational products and tools:

o Learning Management Systems (LMS): For course delivery, assignment
submission, and communication.

o Al-Powered Grading Tools: To provide personalized grading and feedback
based on predefined rubrics.

« Adaptive Learning Systems: To offer personalized learning paths and
resources based on your performance.

4. Third-Party Disclosure Your information may be shared with third-party service
providers who assist in delivering these educational services. These third parties are
required to maintain the confidentiality and security of your information and are only
authorized to use your data for the specific purposes outlined above.

5. Your Rights You have the right to:

« Withdraw your consent at any time, though this may affect your ability to
participate in certain educational activities.

o Access or request correction of your personal information.

e Inquire about the specific third parties with whom your information may be
shared.

6. Consent By agreeing to this consent notice, you authorize us to collect, use, and
disclose your personal information as described above.

[ 11 agree to the collection, use, and disclosure of my personal information as outlined in
this notice.
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[11do not agree and understand that this may limit my ability to participate in certain
educational activities.

Section 3: STORING PERSONAL INFORMATION

6. Is any personal information stored outside of Canada?

No, Ednius Copilot for Educators currently offer customers two choices of location for
data storage - Canada or the US.

Ednius uses Microsoft Azure’s cloud services for Al technologies such as GPT, Llama,
and Phi (and not ChatGPT), which support regional data handling by allowing us to
select servers located in either Canada or the United States based on the educational
partners' preferences.

This ensures that all data remains within the specified legal jurisdictions. Data sent to
these services is strictly for grading, feedback, and filtering abusive material, and is not
stored by Microsoft Azure or any sub-processors post-processing, nor used to train Al
models. Additionally, all data is encrypted during transit and while being processed to
prevent unauthorized access, upholding the highest standards of data privacy and
security.

e Ifyes, where (e.g. which states or countries)?
o [Answer]

7. Has the vendor agreed to notify SFU if it changes the country in which
personal information is stored?

If the vendor has agreed to SFU'’s Privacy Protection Schedule, then the answer is ‘yes’.
If ‘no’, add this as a risk in section 6 “Additional Risks”.

Yes
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8. Does your initiative involve sensitive personal information that will be
stored outside of Canada?

“Sensitive” is not defined. What information is sensitive may depend on the context.
Examples can include medical information, unique government issued identifiers
(passport number, driver’s license, PHN, SIN), financial information, disciplinary or
complaint history, ethnic and racial origins, an individual’s sexual orientation, religious or
philosophical beliefs, etc. You may need help from the Access and Privacy Program to
determine whether the personal information is “sensitive”.

No

e Ifyes, go to question 9.
e Ifno, then skip ahead to Section 5.

9. Is the sensitive personal information being stored outside of Canada
only because it is being made available to the public under an
enactment that authorizes or requires the information to be made

public?
Type “yes” or “no” to indicate your response. “No” is the most likely response.
[Answer]
»— [f yes, what enactment? Then skip Section 4 and go to Section 5.
e— [Answer]

«— Ifno, go to Section 4.
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Section 5: ACCURACY, CORRECTION AND RETENTION

16. How will SFU make sure that the personal information is accurate and
complete?

FIPPA section 28 states that a public body must make every reasonable effort to ensure
that an individual’s personal information is accurate and complete. For example,
information collected is provided directly by the individual for a known purpose,
information used is not outdated, eftc.

The information will be sourced from the Ednius Copilot for Educators-Canvas
integration, including data based on the level of access authorized by the course leader
(Faculty).

17. Requests for correction

FIPPA gives an individual the right to request correction of errors or omissions to their
personal information. SFU’s formal process to respond to these requests is here:
Requesting a Correction to Personal Information in University Records.

17.1 What process is in place to correct personal information?

If any personal information needs to be updated, users should contact the Associate
Director, Graduate Programs, busarcrd@sfu.ca, 778-782-5718, or the faculty in charge
of the course.

The Associate Director, Graduate Programs, busarcrd@sfu.ca, 778-782-5718 Staff or
the Faculty in charge of the course will need to connect to the Vendor at
support@ednius.com from their registered email address and request the correction as
specified by the student.

17.2 Sometimes it’s not possible to correct the personal information. FIPPA
requires that you make a note on the record about the request for
correction if you’re not able to correct the record itself. Will you document
the request to correct or annotate the record?

Type “yes” or “no” to indicate your response.

Yes, The Associate Director, Graduate Programs, busarcrd@sfu.ca, 778-782-5718 Staff
or the Faculty in charge of the course will keep a record on the correction as specified
by the student in case the personal information cannot be corrected.
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17. 3 If you receive a request for correction from an individual and you know you
disclosed their personal information in the last year to one or more third
parties, FIPPA requires you to notify the parties you disclosed to of the
request for correction. Will you ensure that you conduct these notifications
when necessary?

Type “yes” or “no” to indicate your response.
Yes

18. Does your initiative use personal information to make decisions that
directly affect an individual?

Yes, Personal Opinions

e If yes, go to question 19
e If no, skip ahead to Section 6

19. Do you have a records retention schedule in place related to personal
information used to make a decision?

FIPPA requires that public bodies keep personal information for a minimum of one year
after it is used to make a decision.

The record retention schedule will follow Ednius Copilot for Educators and Canvas
policies as they are attached to the information related to the course to be provided with
the individualized proposed grade and feedback.

e Student grades are to be kept for 1 year as per RRSDA 1995-018 (1y)

e Additionally, the vendor has agreed to store the history of grades and feedback
generated by the Al (both original and final). The vendor will also introduce a
process to capture interim grades.

e Ifno, describe how you will ensure the information will be kept for a minimum of
one year after it’s used to make a decision that directly affects an individual.

o [Answer]
Section 6: ADDITIONAL RISKS

20. Has the vendor expressed, either through contract, communications
with you, or their privacy policy, their agreement to notify SFU of a
privacy breach?

Under s.30.5 of FIPPA, an SFU employee or service provider to SFU “who knows that
there has been an unauthorized disclosure of personal information that is in the custody
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or under the control of the public body must immediately notify the [University Archivist
and Coordinator of Information and Privacy]’.

Privacy breaches can be reported to SFU here:
https.//www.sfu.ca/archives/fippa/breaches-complaints/report-respond-to-a-breach.htm|

Yes, as per the vendor’'s agreement to adhere to SFU’s Privacy Protection Schedule
(PPS)
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21. Risk Response (non-security risks)

Describe any additional risks that arise from collecting, using, storing, accessing or
disclosing personal information in your initiative that have not been addressed by the
questions on the template.

If you filled in the risk table at Q.14 for sensitive information stored outside of Canada,
only include additional risks here.

Add new rows if necessary.
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PART 3: ACCOUNTABILITY REVIEW

The Minister of Citizens’ Services Direction 2-21, “Privacy Impact Assessment
Directions” requires that all PIAs “designate the appropriate level of position that holds
accountability for a PIA, proportionate to the sensitivity of the personal information
and/or the risks of the initiative” (s.D8).

Accountability is maintained by the role or position, regardless of who fills the role.

The role ultimately responsible for deciding whether or not to implement the initiative
referred to in this PIA is the role most likely to be appropriate for holding accountability.

Under SFU’s Protection of Privacy Policy | 10.11, administrators are responsible for:

* ensuring that the activities of their departments are in compliance with the
privacy principles articulated in the Policy;

 preparing Privacy Impact Assessments; and

* abiding by the requirements of a completed Privacy Impact Assessment,
including taking steps to correct or mitigate any privacy issues or foregoing the
implementation of an initiative if the implementation is in violation of FIPPA or
SFU policies.

Holding accountability for the privacy risks of this initiative includes:

e reviewing the mitigation strategies listed in the relevant risk tables and ensuring
those strategies are maintained throughout the life of the initiative;

e making a risk-based decision on whether to proceed with the initiative, with
consideration of the risks and risk responses, including consideration of the
outstanding risks in question;

e ensuring accountability is transferred to any individual who assumes this role;

e [fthere are any changes to the initiative, including to the way personal
information is collected, used, stored or disclosed, ensuring the Access and
Privacy Program is engaged, and if necessary, completing a PIA update; and

e understanding what your privacy obligations are, and if not, following up with the
Privacy and Access Program.
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ownership, use, disclosure, security, retention and
confidential/permanent deletion

5. SFU has signed an Information Sharing Agreement with the public body
describing the terms and conditions of their data-linking initiative or
common or integrated program or activity

6. Authorized users of the IT system are made aware of protection of
privacy rights and responsibilities by means of notices when logging
onto the system; education by through the SFU website, workshops
and advisory service; and/or signing SFU’s Privacy and Confidentiality
Agreement

7. Personal information is retained and disposed of according to an
existing Records Retention Schedule and Disposal Authority approved
by the University Archivist

1. IDAM infrastructure assures identity

Tracking

Access / 2. Role-based access management infrastructure authorizes access
Access 3. Auditable log files

Controls
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