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A. Related PlAs, if any:
e PIA 2023-063 - Top Hat

B. If this initiative involves an external service provider or vendor, has a
contract between SFU and the vendor been signed?

e Yes
e This product involves the conclusion of two contracts.

(a) One between the SFU instructor and iClicker - MacMillan
Learning (“iClicker”) which is free; and

(b) a second contract between the SFU student and iClicker, which is
paid for by the student. SFU is not a party to the second
agreement.

C. Has SFU’s “Privacy Protection Schedule” been agreed to by the vendor?

e No, but the vendor has committed to adhering to FIPPA as per their
privacy policy.

1. What is the initiative?

Describe your initiative in enough detail that a reader who knows nothing about your
work will understand the purpose of your initiative and who your partners and other
stakeholders are. Describe what you’re doing, how it works, who is involved and when
or how long your initiative runs.

This is a student response system which is used in teaching at SFU across all faculties
in order to create student engagement and formative assessment in classrooms. It is
particularly used in larger undergraduate courses. Typically, the usage is for the
duration of the semester but the student is likely going to be involved with several
courses that utilize this tool. It may or may not be used for summative or formative
assessment as well.

iClicker is an in-classroom student response tool facilitated by software that enables
lecturers to pose a question(s) to the students and enables students to respond via the
app. Student responses can be made to be anonymous. Data collection may occur at
account creation and at response stage depending on the question posed.

Phase 1 — Account creation
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An account is required to use iClicker for both an instructor and a student. The first step
is to go to www.iclicker.com and click on Create an Account. Choose either Student or

Instructor option

Student Account Creation requires the following personal information:

First name
Last name
SFU Email
Student Number (optional)

Figure 1: Student Account Creation

Instructor Account Creation requires the following personal information:

e  Primary Institution
e Primary Discipline (optional )
e Primary Role

FRM-26 (v2.2) SFU Privacy Impact Assessment — [insert name] Page 4 of 31



AR-2026-018 171

e First Name
e Last Name
e SFU Email

Figure 2: Instructor Account Creation Screen

Phase 2 — Utilisation in classroom
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Instructors will create a PowerPoint slide with questions and then they will launch the
iClicker app. The iClicker app is downloaded as a software by the instructor on to their
computer or onto the podium computer. Once the instructor launches the app a floating
toolbar appears where they can open or close a polling tool for students.

iClicker can be used as short formulative assessment during the lecture. Questions are
multiple choice type questions that gauge the student’s understanding of the lecture to
date and test their knowledge of the lecture. It can also be used to break up longer
lectures to keep students informed or engaged with the course material/content.

Instructors can also sync student information with iClicker when populating their
classes. This is performed through Roster and Grade Sync integration, this integration
has been turned on by SFU. An instructor is prompted to log into their campus LMS
portal and connect their iClicker course to one of their campus LMS courses. They can
then sync the roster from the campus LMS to iClicker. This is entirely handled on the
backend through the product integration and the instructor does not manually upload or
download any of this.

Phase 3 — Retention of data

MacMillian’s iClicker program does not "purge" data once a year it retains all user personal
information for as long as the information is needed for the purposes set forth in our Privacy
Notice (https://store.macmillanlearning.com/us/privacy-notice), including to fulfill the contract
and for any additional period that may be required or permitted by law. With the exception of
de-identified and/or anonymized data and after receipt of written request from the Institution,
we shall ensure that all Pll in Protected Data stored on Macmillan Learning systems is
securely destroyed pursuant to the National Institute of Standards and Technology (NIST)
SP 800-88 Guidelines for Media Sanitization.

2. What is the scope of the PIA?

Your initiative might be part of a larger one or might be rolled out in phases. What part
of the initiative is covered by this PIA? What is out of scope of this PIA?

The entire usage and process of the iClicker program is covered by this PIA
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3. What are the data or information elements involved in your initiative?

Please list all the elements of information or data that you might collect, use, store,
disclose or access as part of your initiative.

Consider segmenting your response into the different categories of people who you will
collect different types of information from (e.g. students, administrators, employees,
alumni, etc.).

Please include where the information is coming from (directly from users, pulled from
pre-existing SFU databases, efc.).

Students (Information is collect directly from the student/user

e Contact Information:

o First Name,
Last Name
SFU email address,
Student Number
Location
IP Address

O O O 0 O

e Student Payment Screen
o First Name
Last Name
Email
Billing Address — handled by third party vendors
Payment information — handled by third party vendors

O O O O
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3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other
than business contact information. Personal information includes information that can
be used to identify an individual through association or reference. For example:
* names, home addresses, emails, and telephone numbers of the individual or
of their guardians or family members;
* images of the individual;
» anyone else's opinions about an individual;
* an individual's personal views or opinions;
* identifying number (e.g., student number, employee number, health care
number;
* age, sex, gender, marital status, race, national or ethnic origin;
* religious or political beliefs or associations;
 educational, medical, criminal, financial, employment history.

Type “yes” or “no” to indicate your response.
Yes

o If yes, are all of the personal information elements you are collecting necessary
for your initiative?
o Yes
e If no, how will SFU reduce the risk of unintentionally collecting personal
information? After you Answer this question, submit this PIA to the Access and
Privacy Program. You do not need to complete the rest of the PIA template.
o [Answer]
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University to facilitate engagement and interaction between the instructor and
students.

The information will be used by iClicker to facilitate engagement and interaction
between the instructor and students in a face-to-face or virtual instructional space,
score student responses, and record student attendance.

If you have any questions about the collection and use of this information please
contact the Centre for Educational Excellence, 8888 University Drive, Burnaby, BC V5A
156, 778.782.7115.

The following Collection Notice is displayed on Instructor account creation:

iClicker and my educational institution will collect and use my personal information (including
name, email address, student ID as applicable, iClicker course and session information,
responses and answers, attendance, and scoring), for the purposes of providing the iClicker
online student response system, including questions, scoring responses, recording attendance,
and facilitating classroom interaction, in accordance with the Macmillan Learning Privacy Notice.
| understand that my personal information from my use of iClicker will be stored on servers
located within Canada, and consent to such data also being accessed and stored outside of
Canada by iClicker and its authorized service providers for support services, software upgrades,
and to create de-identified data sets. | understand that providing my consent is voluntary. If | do
not consent to the access and storage of my personal information outside Canada as set out
above, | have the option of registering under an alias by creating an alias and creating and
opening an e-mail account under that alias with a third-party email service, as specified in the
Macmillan Learning Privacy Policy under the Section Pseudonymous Registration. The consents
above are effective as of the date | sign up for an iClicker account and will continue until |
request that | close my account after completion of the applicable course.

The following Collection Notice is displayed on Student account creation:

iClicker and my educational institution will collect and use my personal information (including
name, email address, student ID as applicable, iClicker course and session information,
responses and answers, attendance, and scoring), for the purposes of providing the iClicker
online student response system, including questions, scoring responses, recording attendance,
and facilitating classroom interaction, in accordance with the Macmillan Learning Privacy Notice.
| understand that my personal information from my use of iClicker will be stored on servers
located within Canada, and consent to such data also being accessed and stored outside of
Canada by iClicker and its authorized service providers for support services, software upgrades,
and to create de-identified data sets. | understand that providing my consent is voluntary. If | do
not consent to the access and storage of my personal information outside Canada as set out
above, | have the option of registering under an alias by creating an alias and creating and
opening an e-mail account under that alias with a third-party email service, as specified in the
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Macmillan Learning Privacy Policy under the Section Pseudonymous Registration. The consents
above are effective as of the date I sign up for an iClicker account and will continue until |
request that | close my account after completion of the applicable course.

5.2 Consent: If you are obtaining consent for the use or disclosure of personal
information, add any consent language here.

Consent must have the following elements:
a) be in writing; and
b) be done in a manner that specifies:
a. the personal information for which the individual is providing consent;

b. the date on which the consent is effective and, if applicable, the date on
which the consent expires;

c. for “use” consent, the use of the personal information; and
d. for “disclosure” consent:
i. to whom the personal information may be disclosed;

ii. if practicable, the jurisdiction to which the personal information may
be disclosed; and

iii. the purpose of the disclosure of the personal information.

[Answer]

Section 3: STORING PERSONAL INFORMATION

6. Is any personal information stored outside of Canada?
No

o [f yes, where (e.g. which states or countries)?
(@)

7. Has the vendor agreed to notify SFU if it changes the country in which
personal information is stored?

If the vendor has agreed to SFU'’s Privacy Protection Schedule, then the answer is ‘yes’.
If ‘no’, add this as a risk in section 6 “Additional Risks”.

Yes
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8. Does your initiative involve sensitive personal information that will be
stored outside of Canada?

“Sensitive” is not defined. What information is sensitive may depend on the context.
Examples can include medical information, unique government issued identifiers
(passport number, driver’s license, PHN, SIN), financial information, disciplinary or
complaint history, ethnic and racial origins, an individual’s sexual orientation, religious or
philosophical beliefs, etc. You may need help from the Access and Privacy Program to
determine whether the personal information is “sensitive”.

No

e Ifyes, go to question 9.
e Ifno, then skip ahead to Section 5.

9. Is the sensitive personal information being stored outside of Canada
only because it is being made available to the public under an
enactment that authorizes or requires the information to be made

public?
Type “yes” or “no” to indicate your response. “No” is the most likely response.
NOL?)
»— [f yes, what enactment? Then skip Section 4 and go to Section 5.
e— [Answer]

«— Ifno, go to Section 4.
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Section 5: ACCURACY, CORRECTION AND RETENTION

16. How will SFU make sure that the personal information is accurate and
complete?

FIPPA section 28 states that a public body must make every reasonable effort to ensure
that an individual’s personal information is accurate and complete. For example,
information collected is provided directly by the individual for a known purpose,
information used is not outdated, efc.

Students provide their own details to iClicker when they setup their accounts as per
their own agreement with iClicker.

17. Requests for correction

FIPPA gives an individual the right to request correction of errors or omissions to their
personal information. SFU’s formal process to respond to these requests is here:
Requesting a Correction to Personal Information in University Records.

17.1 What process is in place to correct personal information?

SFU has a process in place to correct or annotate an individual's personal information
upon request: https://www.sfu.ca/archives/fippa/changes-corrections.html

17.2 Sometimes it’s not possible to correct the personal information. FIPPA
requires that you make a note on the record about the request for
correction if you’re not able to correct the record itself. Will you document
the request to correct or annotate the record?

Type “yes” or “no” to indicate your response.
Yes

17. 3 If you receive a request for correction from an individual and you know you
disclosed their personal information in the last year to one or more third
parties, FIPPA requires you to notify the parties you disclosed to of the
request for correction. Will you ensure that you conduct these notifications
when necessary?

Type “yes” or “no” to indicate your response.

Yes
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18. Does your initiative use personal information to make decisions that
directly affect an individual?

Yes

e If yes, go to question 19
¢ If no, skip ahead to Section 6

19. Do you have a records retention schedule in place related to personal
information used to make a decision?

FIPPA requires that public bodies keep personal information for a minimum of one year
after it is used to make a decision.

Yes - Student grades - RRSDA1995-018

e Ifno, describe how you will ensure the information will be kept for a minimum of
one year after it’s used to make a decision that directly affects an individual.

o— [Answer]
Section 6: ADDITIONAL RISKS

20. Has the vendor expressed, either through contract, communications
with you, or their privacy policy, their agreement to notify SFU of a
privacy breach?

Under s.30.5 of FIPPA, an SFU employee or service provider to SFU “who knows that
there has been an unauthorized disclosure of personal information that is in the custody
or under the control of the public body must immediately notify the [University Archivist
and Coordinator of Information and Privacy]’.

Privacy breaches can be reported to SFU here:
https.//www.sfu.ca/archives/fippa/breaches-complaints/report-respond-to-a-breach.htm|

Yes
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22. Is the Delegated Authority’s signature contingent upon review and
signature by Information Security per Part 2?

If yes, provide PIA to Information Security to complete Part 2, below.

[Answer]
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PART 3: ACCOUNTABILITY REVIEW

The Minister of Citizens’ Services Direction 2-21, “Privacy Impact Assessment
Directions” requires that all PIAs “designate the appropriate level of position that holds
accountability for a PIA, proportionate to the sensitivity of the personal information
and/or the risks of the initiative” (s.D8).

Accountability is maintained by the role or position, regardless of who fills the role.

The role ultimately responsible for deciding whether or not to implement the initiative
referred to in this PIA is the role most likely to be appropriate for holding accountability.

Under SFU’s Protection of Privacy Policy | 10.11, administrators are responsible for:

* ensuring that the activities of their departments are in compliance with the
privacy principles articulated in the Policy;

 preparing Privacy Impact Assessments; and

* abiding by the requirements of a completed Privacy Impact Assessment,
including taking steps to correct or mitigate any privacy issues or foregoing the
implementation of an initiative if the implementation is in violation of FIPPA or
SFU policies.

Holding accountability for the privacy risks of this initiative includes:

e reviewing the mitigation strategies listed in the relevant risk tables and ensuring
those strategies are maintained throughout the life of the initiative;

e making a risk-based decision on whether to proceed with the initiative, with
consideration of the risks and risk responses, including consideration of the
outstanding risks in question;

e ensuring accountability is transferred to any individual who assumes this role;

e [fthere are any changes to the initiative, including to the way personal
information is collected, used, stored or disclosed, ensuring the Access and
Privacy Program is engaged, and if necessary, completing a PIA update; and

e understanding what your privacy obligations are, and if not, following up with the
Privacy and Access Program.
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ownership, use, disclosure, security, retention and
confidential/permanent deletion

5. SFU has signed an Information Sharing Agreement with the public body
describing the terms and conditions of their data-linking initiative or
common or integrated program or activity

6. Authorized users of the IT system are made aware of protection of
privacy rights and responsibilities by means of notices when logging
onto the system; education by through the SFU website, workshops
and advisory service; and/or signing SFU’s Privacy and Confidentiality
Agreement

7. Personal information is retained and disposed of according to an
existing Records Retention Schedule and Disposal Authority approved
by the University Archivist

1. IDAM infrastructure assures identity

Tracking

Access / 2. Role-based access management infrastructure authorizes access
Access 3. Auditable log files

Controls
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