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and revision of data from TRU databases to the CRM based on data changes in those
databases.

Data Controller — the individual or entity that determines the purposes for which and the means
by which personal information is processed (collected, used, disclosed, retained, and stored).
For the CRM this is TRU.

Data Processor — an individual or organization that processes data on behalf of a data
controller. For the CRM this is Microsoft.

Enterprise Service Bus —an integrated platform that provides interaction and communication
services for complex software applications such as the CRM.

External Users — users of the CRM who are not employees of TRU (ie: TRU agents, prospects,
and students)

Information Security Program — a system for designing and implementing security practices to
protect critical business processes and IT assets, and helps organizations develop a holistic
approach to securing their technology infrastructure.

laaS (Infrastructure as a Service) - a service model that delivers computer infrastructure on an
outsourced basis to support enterprise operations. Typically, hardware, storage, servers and
data center space or network components; it may also include software.

Interactive Service Hub — A dashboard-based interface that shows customer service teams all
of the vital information they need for their day in a single place.

Job Scheduler - The scheduler is software that tells the Data Bridge Agent when to trigger a
designated process.

Knowledge Base — A repository of information that is used by a customer service team but is
visible to everyone. It consists of documents that are categories by subjects.

Platform - A group of technologies that are used as a base upon which other applications,
processes or technologies are developed.

Paa$S (Platform as a Service) - a cloud computing model that provides customers a complete
platform—hardware, software, and infrastructure—for developing, running, and managing
applications. The Platform is provided entirely from remote servers rather than on-premises.

Saa$S (Software as a Service) - is a software licensing and delivery model in which software is
licensed on a subscription basis and is hosted by the licensor remotely from the user.

Solution — A solution is a product, a combination of products, services, or a mix of products and
services that a vendor, service provider or value added reseller will offer to their client.

Subprocessing — data processed by a third party on behalf of the data processor.

TRU Tenant — location in the Microsoft Azure Cloud where TRU data is stored.
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data kept by TRU in the Azure Cloud). This also applies to Microsoft's subprocessors
that Microsoft may use in the future, for whose compliance Microsoft is responsible.

Frequency Foundry has advised that Microsoft processes metadata arising from D365 in
the US, but this is done only to assess performance of D365 and is done via machine
access (ie: not by any individual employed by or contracted to Microsoft).

Dynamics 365 is a platform on which applications can be built. There are some
prepackaged applications that are offered on Dynamics 365. Greymatter is the
application (referred to as a “solution” in the Microsoft Dynamics 365 parlance) that
serves the higher education sector with specific tools for Dynamics 365.

Microsoft Azure services provide the Enterprise Service Bus. The Job Scheduler will
reside on-site at TRU. It is critical to note that these Azure services contain no sensitive
data or personal information, and only act as the scheduler to trigger the Data Bridge
Agent to perform the required copying of data to the CRM.

Data used by the CRM will be stored in and accessed from one of Microsoft's Canadian-
based data centres. These data centres are part of the Microsoft Azure cloud computing
services.

For the CRM project, TRU will be using the following D365 core services across all TRU
constituent groups (see Appendix C, Dynamics 365 Licensing Guide, for additional
details regarding the access that each license provides).

a. Dynamics 365 Customer Engagement Plan
« This license allows TRU users to use the following, which must alsc be
licensed individually: Dynamics 365 for Sales (Enterprise and
Professional), Dynamics 365 for Customer Service (Enterprise and
Professional), Dynamics 365 for Fieid Service, and Dynamics 365 for
Project Service Automation. These services allow CRM users to:
« Modify accounts, contacts, activities, tasks and notes
e Record time and expense for Dynamics 365 for Project Service
Automation
« Set up and manage the knowledgebase and Interactive Service
Hub
» Update personal information
» Use reporting and dashboards
s Edit custom entities (a meaningful collection of data beyond
what's provided out of the box)
e Participate as an end-consumer of Dynamics 365 services such
as responding to surveys, or applying for projects
b. Dynamics 365 for Sales Enterprise
¢ This license allows TRU users full access to complex sales functionality,
beyond what is base-line provided by D365. This includes contact
management, lead and opportunity management, and prospective donor
management;
c. Dynamics 365 for Sales Professional
e This license is similar to Dynamics 365 for Sales Enterprise but with more
features and limited access for employee groups who do not require full
sales access;
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Many of the proposed uses of the CRM will include copying personal information about
individuals, including in many cases sensitive and detailed information, to the Microsoft
Azure cloud.
2. Scope of this PIA
The scope of this PIA is to assess personal information being collected, used and disclosed
to Frequency Foundry and Microsoft through use of the CRM.
3. Related Privacy Impact Assessments
A Preliminary Privacy Impact Assessment (PPIA) has been completed for the CRM project
and is attached as Appendix B.
4. Elements of Information or Data

Personal information will be collected, stored and processed in the CRM via a connection
with TRU existing software, Banner, and other chosen databases, as well as manual direct
input into the CRM by TRU staff or by individuals themselves.

Identified Data Elements that may be included in the CRM listed by Constituent group are
listed in the table below. Business contact information is not considered personal
information under the BC Freedom of Information and Protection of Privacy Act (FIPPA).

in addition to the Identified Data Elements listed, metadata, which may also contain one or
more of these data elements, is created by the CRM and machine accessed by Microsoft.

Table 3 — Identified Data Elements by Constituent Group.

Registered Students & Applicants

Name
Birthdate

Contact information (including address,

phone number & email)
Course history including marks
TRU Transcripts

Program information

Advising notes

Counselling notes

Prospective Students

Name

Previous schooling information
Contact information (including address,
phone & email)

Academic intentions

Personal profile, which includes
information such as Birthdate,
communication preferences, allergy or
meal preferences (if they are attending
events), connections (relationships to
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e Correspondence

Alumni

« Name

» Birthdate

o Athletic and club history when at TRU
» Contact information (including address,

phone number & email)
Employment information
Historic interactions

Event attendance

Family /friend relationships

Donors

¢ Name

¢ Contact information {including address,
phone number & email)

Employment information

Historic interactions

Event attendance

Personai profile, which includes
information that Advancement staff collect
in relation to prospective and existing
donors. May also include information
such as: Birthdate, communication
preferences, allergy or meal preferences
(if they are attending events)

¢« Correspondence

e Family /friend relationships -
(relationships to other TRU students,
users, or other external constituents that
TRU may be communicating with eg. a
prospective student may be child of a
donor)

Community involvement

Financial details

Donation history

Giving commitments

Clothing information such as sizes for t-
shirts and swag that may be submitted
when donors register for events

Part 2 — Protection of Personal Information

Microsoft Privacy Statements: Microsoft has a Privacy Statement that includes multiple
webpages that outline its current position on the protection of privacy with regard to data shared
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Microsoft requires visitors to surrender badges upon departure from any Microsoft
facility.

Physical security reviews

Periodically, we conduct physical security reviews of the facilities, to ensure the
datacenters properly address Azure security requirements. The datacenter hosting
provider personnel do not provide Azure service management. Personnel can't sign
in fo Azure systerns and don't have physical access fo the Azure collocation room

and cages.

Data bearing devices

Microsoft uses best practice procedures and a wiping solution that is NIST 800-88
compliant. For hard drives that can't be wiped, we use a desfruction process that
destroys it and renders the recovery of information impossible. This destruction
process can be to disintegrate, shred, pulverize, or incinerate. We determine the
means of disposal according to the asset type. We retain records of the destruction.

Equipment disposal

Upon a system’s end-of-life, Microsoft operational personnel follow rigorous data
handling and hardware disposal procedures to assure that hardware containing your
data is not made available to unirusted parties. We use a secure erase approach for
hard drives that support it. For hard drives that can’t be wiped, we use a destruction
process that destroys the drive and renders the recovery of information impossible.
This destruction process can be to disintegrate, shred, pulverize, or incinerate. We
defermine the means of disposal according to the asset type. We retain records of
the destruction. Alf Azure services use approved media storage and disposal
management services.

Compliance

Microsoft designs and manages the Azure infrastructure to meet a broad sef of
international and industry-specific compliance standards, such as 1ISO 27001,
HIPAA, FedRAMP, SOC 1, and SOC 2. We also meet country-specific standards,
including Australia IRAP, UK G-Cloud, and Singapore MTCS. Rigorous third-party
audits, such as those done by the British Standards Institute, verify adherence fo the
strict security controls these standards mandate.

The URL for a full list of compliance standards that Azure adheres to is attached as
Appendix E.

The CRM is entirely hosted in Microsoft's Azure system in the Canadian Microsoft data
center (with the Data Bridge hosted on site in the TRU data centre). As such, physical
access to the servers and network resources that host this application is restricted to
Microsoft personnel. Greymatter personnel do not have physical access to these
resources.

13. Please describe the technical security measures related to the initiative (if
applicable).
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Appendix C
Dynamics 365 Licensing Guide (July 2019) — 61 pages

https://mbs.microsoft.com/Files/public/365/Dynamics365LicensingGuide.pdf
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Appendix D
Microsoft Audits (require Microsoft account to access) — available at

https://azure.microsoft.com/en-ca/overview/trusted-cloud/compliance/

https://www.microsoft.com/en-us/trustcenter/Compliance/soc

https://servicetrust.microsoft.com/Documents/ComplianceReports
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Appendix E
Microsoft Azure Compliance Offerings

https.//gallery.technet.microsoft.com/QOverview-of-Azure-
c1be3942/file/178110/25/Microsoft%20Azure%20Compliance%200fferings. pdf
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Appendix F
Supporting Your EU GDPR Compliance Journey white paper

http://download.microsoft.com/download/8/1/7/8179EEB8-66E0-44C7-BDC7-
66443CACOFF6/EMSandGDPRwhitepaper.pdf
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Appendix G

TRU Access Control Standard

https://www.tru.ca/ shared/assets/tru-access-control-standard39325.pdf
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Appendix H
Scalable Security Modeling with Microsoft Dynamics CRM white paper
Download from: https://download. microsoft.com/download/D/6/6/D66E61BA-3D18-49E8-B042-

8434E64FAFCA/Scalable%20Security%20Modeling%20with%20Microsoft%20Dynamics%20C
RM%202015.pdf
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